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5.1 Introduction

i Ideally one would desire an indefinitely large memory capacity such that any particular
.. word would be immediately available. ... We are ... forced t(@?é@@@h?z%‘r‘gﬂéiﬁéﬁ?ﬂi@%ﬁzm
constructing a hierarchy of memories, each of which has greater gapacitydthaththe 2025
preceding but which is less quickly accessible.

A. W. Burks, H. H. Goldstine, and J. von Neummann, Preliminary Discussion of the Logical Design
of an Electronic Computing Instrument, 1946

From the earliest days of computing, programmers have wanted unlimited amounts of fast
memory. The topics in this chapter aid programmers by creating that illusion. Before we look at
creating the illusion, let's consider a simple analogy that illustrates the key principles and
mechanisms that we use.

Suppose you were a student writing a term paper on important historical developments in
computer hardware. You are sitting at a desk in a library with a collection of books that you have
pulled from the shelves and are examining. You find that several of the important computers that
you need to write about are described in the books you have, but there is nothing about the EDSAC.
Therefore, you go back to the shelves and look for an additional book. You find a book on early
British computers that covers the EDSAC. Once you have a good selection of books on the desk in
front of you, there is a good probability that many of the topics you need can be found in them, and
you may spend most of your time just using the books on the desk without going back to the
shelves. Having several books on the desk in front of you saves time compared to having only one
book there and constantly having to go back to the shelves to return it and take out another.

The same principle allows us to create the illusion of a large memory that we can access as fast as
a very small memory. Just as you did not need to access all the books in the library at once with
equal probability, a program does not access all of its code or data at once with equal probability.
Otherwise, it would be impossible to make most memory accesses fast and still have large
memory in computers, just as it would be impossible for you to fit all the library books on your desk
and still find what you wanted quickly.

This underlies both the way in which you did your work in the |ibr%rzy%%%%h%j’g}l&érﬁ?)\%ﬁﬁPo%f%é?%%“

operate. The principle of locality states that programs access a relativelyrsmal) postiomad their
address space at any instant of time, just as you accessed a very small portion of the library's
collection. There are two different types of locality:

» Temporal locality (locality in time): if an item is referenced, it will tend to be referenced again
soon. If you recently brought a book to your desk to look at, you will probably need to look at it
again soon.
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= Spatial locality (locality in space): if an item is referenced, items whose addresses are close by
will tend to be referenced soon. For example, when you brought out the book on early English
computers to find out about the EDSAC, you also noticed that there was another book
shelved next to it about early mechanical computers, so you also brought back that book and,
later on, found something useful in that book. Libraries put books on the same topic together
on the same shelves to increase spatial locality. We'll see how memory hierarchies use

spatial locality a little later in this chapter. ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri

FIUEEL4709CS 25
Temporal locality: The locality principle stating that if a data location is reference rtlﬂg twill

tend to be referenced again soon.

Spatial locality: The locality principle stating that if a data location is referenced, data locations
with nearby addresses will tend to be referenced soon.

Just as accesses to books on the desk naturally exhibit locality, locality in programs arises from
simple and natural program structures. For example, most programs contain loops, so instructions
and data are likely to be accessed repeatedly, showing high amounts of temporal locality. Since
instructions are normally accessed sequentially, programs also show high spatial locality.
Accesses to data also exhibit a natural spatial locality. For example, sequential accesses to
elements of an array or a record will naturally have high degrees of spatial locality.

zé':IT\',fT'sATION 5.1.7: Principle of locality.
1) Bob is building a fence behind his ]

house. He uses a hammer to attach a
board to the rail. Bob then measures
and cuts the next board.

The likelihood that Bob will need the
hammer again is an example of ____

locality.
spatial
©zyBooks 05/16/25 23:11 2475274
temporal Jaheim Attri
FIUEEL4709CSpring2025
2) Bob is building a fence behind his D

house. He grabs a hammer from the
garage. Bob will likely need additional
tools stored in the garage, so Bob

also grabs nails, a shovel, and a level.
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The likelihood that Bob will need
resources stored together in the

garage is an example of locality.
() spatial
) temporal
3) Given the following loop, the high ©zyBooks 05/16/25 23:11 2475274]
ilkali ; ; Jaheim Attri
likelihood of agcessmg multlple FIUEEL4709CSpring2025
elements within array A is an example
of ____ locality.

while (1 < 10){
Ali] = A[i] + 2;

i=14+ 1;

() spatial
) temporal

4) Given the following loop, the high D
likelihood of accessingi = i + 1

repeatedly is an example of ____
locality.

while (1 < 10){
A[i] = A[i] + 2;

i =14+ 1;

() spatial
) temporal

5) Instructions may exhibit temporal L]
locality, but never spatial locality.

O True ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
O False FIUEEL4709CSpring2025

6) Data may exhibit spatial locality, but D
never temporal locality.

) True
() False
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We take advantage of the principle of locality by implementing the memory of a computer as a
memory hierarchy. A memory hierarchy consists of multiple levels of memory with different speeds
and sizes. The faster memories are more expensive per bit than the slower memories and thus are
smaller.

Memory hierarchy: A structure that uses multiple levels of memories; as the distance from the

processor increases, the size of the memories and the access %Qy%gg&g Hg%%%g %qnfeﬂﬂ%agﬁt

per bit decreases. Jaheim Attri
FIUEEL4709CSpring2025

The figure below shows the faster memory is close to the processor and the slower, less expensive
memory is below it. The goal is to present the user with as much memory as is available in the
cheapest technology, while providing access at the speed offered by the fastest memory.

Figure 5.1.1: The basic structure of a memory hierarchy (COD Figure 5.1).

By implementing the memory system as a hierarchy, the user has the illusion of a memory
that is as large as the largest level of the hierarchy, but can be accessed as if it were all
built from the fastest memory. Flash memory has replaced disks in many personal mobile
devices, and may lead to a new level in the storage hierarchy for desktop and server
computers; see COD Section 5.2 (Memory technologies).

Current
Speed Processor Size Cost ($/bit) technology
Fastest Memory Smallest Highest SRAM
Memory DRAM
Slowest Memory Biggest Lowest Magnetic disk
©zyBooks 05/16/25 23:11 2475274
Jaheim Attri

FIUEEL4709CSpring2025

The data is similarly hierarchical: a level closer to the processor is generally a subset of any level
further away, and all the data is stored at the lowest level. By analogy, the books on your desk form
a subset of the library you are working in, which is in turn a subset of all the libraries on campus.
Furthermore, as we move away from the processor, the levels take progressively longer to access,
just as we might encounter in a hierarchy of campus libraries.
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A memory hierarchy can consist of multiple levels, but data is copied between only two adjacent

levels at a time, so we can focus our attention on just two levels. The upper level—the one closer to
the processor—is smaller and faster than the lower level, since the upper level uses technology that
is more expensive. The figure below shows that the minimum unit of information that can be either

present or not present in the two-level hierarchy is called a block or a line; in our library analogy, a
block of information is one book.

©zyBooks 05/16/25 23:11 2475274

Block (or line): The minimum unit of information that can be either presenizornetpresent in a
cache. FIUEEL4709CSpring2025

pARTICIPATION | 5.1.2: Every pair of levels in the memory hierarchy can be thought of as
AcTIvITY having an upper and lower level (COD Figure 5.2).

D Block or line

Processor
A

A 4

A

Data are transferred
\ 4

Animation content:
©zyBooks 05/16/25 23:11 2475274

Jaheim Attri
Static Figure: A memory hierarchy is separated into three levels. The first levelisthef2racessor.

The second level is a medium-sized level of memory and contains a small number of blocks. A
data transfer path pointing both ways connects the medium memory level and the processor.
The third level is a large memory level and contains a large number of blocks. A data transfer
path pointing both ways connects the medium and large memory levels.

Step 1: A memory hierarchy can consist of multiple levels. The upper level—the one closer to the
processor—is smaller and faster than the lower level.
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Step 2: Within each level, the unit of information that is present or not is called a block or a line.
Blocks within the memory levels are shown, with the medium memory level containing less

blocks than the large memory level.
Step 3: Usually we transfer an entire block when we copy something between levels.
A block from the larger memory level transfers to the medium memory level. That same block

then transfers to the processor.

. . . ©zyBooks 05/16/25 23:11 2475274
Animation captions: Jaheim Attri
FIUEEL4709CSpring2025

1. Amemory hierarchy can consist of multiple levels. The upper level—the one closer to the
processor—is smaller and faster than the lower level.

2. Within each level, the unit of information that is present or not is called a block or a line.

3. Usually we transfer an entire block when we copy something between levels.

PARTICIPATION

ACTIVITY 5.1.3: Memory hierarchy. L

Find the error in each of the following statements.

‘|) A memory hierarchy consists of

speed and size.

2) Datais hierarchical. All of the data is stored in
the

8) The minimum unit of information that can be ©zyBooks 05/16/25 23:11 2475274

either present or not present in the memory Jaheim At‘gri
hierarchy is a FIUEEL4709CSpring2025

If the data requested by the processor appears in some block in the upper level, this is called a hit
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(analogous to your finding the information in one of the books on your desk). If the data is not
found in the upper level, the request is called a miss. The lower level in the hierarchy is then
accessed to retrieve the block containing the requested data. (Continuing our analogy, you go from
your desk to the shelves to find the desired book.) The hit rate, or hit ratio, is the fraction of memory
accesses found in the upper level; it is often used as a measure of the performance of the memory
hierarchy. The miss rate (1 - hit rate) is the fraction of memory accesses not found in the upper
level.

©zyBooks 05/16/25 23:11 2475274
Jaheim Attri

Hit rate: The fraction of memory accesses found in a level of the memory-Higrarctyng2025

Miss rate: The fraction of memory accesses not found in a level of the memory hierarchy.

Since performance is the major reason for having a memory hierarchy, the time to service hits and
misses is important. Hit time is the time to access the upper level of the memory hierarchy, which
includes the time needed to determine whether the access is a hit or a miss (that is, the time
needed to look through the books on the desk). The miss penalty is the time to replace a block in
the upper level with the corresponding block from the lower level, plus the time to deliver this block
to the processor (or the time to get another book from the shelves and place it on the desk).
Because the upper level is smaller and built using faster memory parts, the hit time will be much
smaller than the time to access the next level in the hierarchy, which is the major component of the
miss penalty. (The time to examine the books on the desk is much smaller than the time to get up
and get a new book from the shelves.)

Hit time: The time required to access a level of the memory hierarchy, including the time needed
to determine whether the access is a hit or a miss.

Miss penalty: The time required to fetch a block into a level of the memory hierarchy from the
lower level, including the time to access the block, transmit it from one level to the other, insert it
in the level that experienced the miss, and then pass the block to the requestor.

PARTICIPATION ) )
ACTIVITY 5.1.4: Cache terminology. Q
©zyBooks 05/16/25 23:11 2475

Jaheim Attri
A memory hierarchy is composed of an upper level and a lower level! Datetid e quissted By
the processor. 9 out of 10 requests find the data in the upper level and returns the data in
0.4 ns. The remaining requests require 0.7 ns to return the data.

Determine the corresponding values for the upper level memory.

How to use this tool Vv
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0.9 0.4 0.1 0.7

Hit rate
Miss rate ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
. FIUEEL4709CSpring2025
Hit time
Miss penalty

Reset

As we will see in this chapter, the concepts used to build memory systems affect many other
aspects of a computer, including how the operating system manages memory and 1/0, how
compilers generate code, and even how applications use the computer. Of course, because all
programs spend much of their time accessing memory, the memory system is necessarily a major
factor in determining performance. The reliance on memory hierarchies to achieve performance
has meant that programmers, who are trained to think of memory as a flat, random access storage
device, need to understand that memory is a hierarchy to get good performance. We show how
important this understanding is in later examples, such as COD Figure 5.18 (The implementation of
a four-way set-associative cache ...), and COD Section 5.14 (Going faster: cache blocking and
matrix multiply), which shows how to double matrix multiply performance.

Since memory systems are critical to performance, computer designers devote a great deal of
attention to these systems and develop sophisticated mechanisms for improving the performance
of the memory system. In this chapter, we discuss the major conceptual ideas, although we use
many simplifications and abstractions to keep the material manageable in length and complexity.

The Big Picture

©zyBooks 05/16/25 23:11 2475274

Programs exhibit both temporal locality, the tendency to reuse recéﬁ ym Attri
EL4T ?CSpnngZOZS

accessed data items, and spatial locality, the tendency to reference
items that are close to other recently accessed items. Memory hierarchies
take advantage of temporal locality by keeping more recently accessed data
items closer to the processor. Memory hierarchies take advantage of spatial
locality by moving blocks consisting of multiple contiguous words in

memory to upper levels of the hierarchy.
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The figure below shows that a memory hierarchy uses smaller and faster

memory technologies close to the processor. Thus, accesses that hit in the
highest level of the hierarchy can be processed quickly. Accesses that miss
go to lower levels of the hierarchy, which are larger but slower. If the hit rate
is high enough, the memory hierarchy has an effective access time close to

that of the highest (and fastest) level and a size equal t(@%@%gﬁg@%}gwggtﬂﬂ 2475274
(and largest) level. Jaheim Attri

FIUEEL4709CSpring2025
In most systems, the memory is a true hierarchy, meaning that data cannot
be present in level i unless it is also present in level i + 1.

Figure 5.1.2: This diagram shows the structure of a memory hierarchy: as
the distance from the processor increases, so does the size (COD Figure
5.3).

This structure, with the appropriate operating mechanisms, allows the processor to have
an access time that is determined primarily by level 1 of the hierarchy and yet have a
memory as large as level n. Maintaining this illusion is the subject of this chapter. Although
the local disk is normally the bottom of the hierarchy, some systems use tape or a file
server over a local area network as the next levels of the hierarchy.

CPU
|

Increasing distance
Level 1

from the CPU in

\\access time

Levels in the
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Jaheim Attri
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Level n
Size of the memory at each level
I PARTICIPATION
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I ACTIVITY 5.1.5: Check yourself: Memory hierarchy. | |

Which of the following statements are generally true?

1) Memory hierarchies take advantage D
of temporal locality.
O True ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
O False FIUEEL4709CSpring2025
2) On aread, the value returned depends D
on which blocks are in the cache.
O True
O False
3) Most of the cost of the memory L]
hierarchy is at the highest level.
O True
() False
4) Most of the capacity of the memory D
hierarchy is at the lowest level.
O True
O False

5.2 Memory technologies

There are four primary technologies used today in memory hierarchies. Main memory is
implemented from DRAM (dynamic random access memory), while levels closer to the processor
(caches) use SRAM (static random access memory). DRAM is less costly per bit than SRAM,
although it is substantially slower. The price difference arises because DRAM uses significantly
less area per bit of memory, and DRAMs thus have larger capacity for the same amount of silicon,
the speed difference arises from several factors described in CODS8&ction B9 (Nerndryl elémeénts:
SRAMs and DRAMSs) of Appendix B. The third technology is flash merggé/Effykléeg&%%lﬁg%nemory
is the secondary memory in Personal Mobile Devices. The fourth technology, used to implement
the largest and slowest level in the hierarchy in servers, is magnetic disk. The access time and

price per bit vary widely among these technologies, as the table below shows, using typical values

for 2020:
ma schnolog) Typical access time $ per GiB in 2020
| SRAM semiconductor memory | 0.5-2.5ns | $500-$1000 |
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DRAM semiconductor memory 50-70ns $3-$6
Flash semiconductor memory 5,000-50,000ns $0.06-$0.12
Magnetic disk 5,000,000-20,000,000ns $0.01-$0.02
PARTICIPATION . . . )
ACTIVITY 5.2.1: Primary technologies used in memories.

©zyBooks 05/16/25 23:11 2475274

Jaheim Attri
Processor FIUEEL4709@§B?mgt§BE§OIOgy
A
\ 4
Cache SRAM
A
A 4
Main memory
Memory DRAM
hierarchy
A
\ 4
Disk
Magnetic disk

Head )
* Flash memory used in
personal mobile devices

Animation content:

Static figure: A memory hierarchy is made up of 4 levels. The first level is the Processor. Data
flows between each adjacent level.

Step 1: Memory systems are implemented as a hierarchy.

Step 2: Closer memory levels are implemented with faster tecl*@%gjﬁsg B%D%'E/%W%MM
levels are implemented with slower technologies with larger capacity.  Jaheim Attri

The second level is the Cache, with the current technology equivalent‘Béihty SRAN TH& third level
is the Main memory, with the current technology equivalent being DRAM. The fourth level is the

Disk, with the current technology equivalent being a magnetic disk, or flash memory in mobile
devices.

Step 3: Data requested by the processor similarly moves between levels.
Data exists on the Disk in the fourth level, which is read by the head within the Disk. This data is
then transferred to the third level, the main memory, and then to the second level, the Cache.
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Finally, the data is transferred to the Processor.
Animation captions:

1. Memory systems are implemented as a hierarchy.
2. Closer memory levels are implemented with faster technologies, while lower memory levels
are implemented with slower technologies with larger ca%acl_jtgoks 05/16/25 23:11 2475274

3. Data requested by the processor similarly moves between Ievels Jaheim Attri
FIUEEL4709CSpring2025

We describe each memory technology in the remainder of this section.
SRAM technology

SRAM s are simply integrated circuits that are memory arrays with (usually) a single access port
that can provide either a read or a write. SRAMs have a fixed access time to any datum, though the
read and write access times may differ.

SRAMs don't need to refresh and so the access time is very close to the cycle time. SRAMs
typically use six to eight transistors per bit to prevent the information from being disturbed when
read. SRAM needs only minimal power to retain the charge in standby mode.

In the past, most PCs and server systems used separate SRAM chips for either their primary,
secondary, or even tertiary caches. Today, thanks to Moore's Law, all levels of caches are integrated
onto the processor chip, so the market for separate SRAM chips has nearly evaporated.

DRAM technology

In a SRAM, as long as power is applied, the value can be kept indefinitely. In a dynamic RAM
(DRAM), the value kept in a cell is stored as a charge in a capacitor. A single transistor is then used
to access this stored charge, either to read the value or to overwrite the charge stored there.
Because DRAMSs use only a single transistor per bit of storage, they are much denser and cheaper
per bit than SRAM. As DRAMs store the charge on a capacitor, it cannot be kept indefinitely and
must periodically be refreshed. That is why this memory structure is called dynamic, as opposed to
the static storage in an SRAM cell.

To refresh the cell, we merely read its contents and write it back.@%gg@g@g/q%gﬁezbeﬁt for seyeral
milliseconds. If every bit had to be read out of the DRAM and then written baakeindividually, we

would constantly be refreshing the DRAM, leaving no time for accessﬂﬁ%%gﬁ%%%?@.@%ﬂgﬁl\/ls use
a two-level decoding structure, and this allows us to refresh an entire row (which shares a word
line) with a read cycle followed immediately by a write cycle.

Zg':IT\',fT'zATION 5.2.2: Memory technologies: SRAM and DRAM.
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Select the memory technology that most closely matches the statements below.
1) Used to implement the memory levels D
closest to the processor.
() SRAM

) DRAM

©zyBooks 05/16/25 23:11 24752
2) Has fewer transistors per bit of Jaheim Attri
memory. FIUEEL4709CSpring2025

() SRAM
) DRAM

3) Requires a periodic refresh. D
(O SRAM
O DRAM

The animation below shows the internal organization of a DRAM, and the subsequent figure shows
how the density, cost, and access time of DRAMs have changed over the years.

Z?;IT\',(I:T'?,ATION 5.2.3: Internal organization of a DRAM (COD Figure 5.4).

Column ——— Bank —
Rd/Wr __I__l_l |
| 4 l

Act

— Pre - g

R&yBooks 05/16/25 23:11 2475274
Jaheim Attri
FIUEEL4709CSpring2025

Buffers

Animation content:

Static Figure: Shown are four identical blocks that represent the organization of a DRAM. Each
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block represents a bank that is composed of smaller horizontally adjacent blocks called rows.
Each row is composed of smaller vertically adjacent blocks called columns. Also shown are four
buffers, one for each bank. Each buffer can store a single row. An arrow from the buffers to the
banks is labeled Pre, and an arrow from the banks to the buffers is labeled Act. Finally, a small
block next to the buffers is labeled Column with a left-right arrow labeled Rd/Wr.

Step 1: Modern DRAMSs are organized in banks, typically four for DDR4.

The four banks appear. ©zyBooks 05/16/25 23:11 2475274
Step 2: Each bank consists of a series of rows. Sending a PRE (precharge)@ammamnd opens or

closes a bank. FIUEEL4709CSpring2025
Rows in a bank are successively highlighted. Then the arrow labeled Pre appears, and the entire
bank is highlighted.

Step 3: A row address is sent with an Act (activate) command, which causes the row to transfer
to a buffer.

The arrow labeled Act appears. The Pre label disappears, but the arrow remains. Then, the four
buffers appear, and a single highlighted row is copied from a bank to a buffer.

Step 4: When the row is in the buffer, it can be transferred by successive column addresses at
whatever the width of the DRAM is (typically 4, 8, or 16 bits in DDR4) or by specifying a block
transfer and the starting address.

The row stored in the buffer splits into columns. The left-right arrow with the Column label
appears. Successive columns of the row stored in the buffer move from the buffer to the left-right
arrow and then disappear.

Step 5: Each command, as well as block transfers, is synchronized with a clock.

The static figure reappears.

Animation captions:

1. Modern DRAMSs are organized in banks, typically four for DDR4.

2. Each bank consists of a series of rows. Sending a PRE (precharge) command opens or
closes a bank.

3. Arow address is sent with an Act (activate), which causes the row to transfer to a buffer.

4. When the row is in the buffer, it can be transferred by successive column addresses at
whatever the width of the DRAM is (typically 4, 8, or 16 bits in DDR4) or by specifying a
block transfer and the starting address.

5. Each command, as well as block transfers, is synchronized with a clock.

©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
FIUEEL4709CSpring2025

Figure 5.2.1: DRAM size increased by multiples of four approximately once
every three years until 1996, and thereafter considerably slower (COD
Figure 5.5).

The improvements in access time have been slower but continuous, and cost roughly
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tracks density improvements, although cost is often affected by other issues, such as
availability and demand. The cost per gibibyte is not adjusted for inflation. Price source is
https://jcmit.net/memoryprice.htm

Average column

Total access time to access time to
Year introduced $ per GiB a new row/coluasn a=isting row

1980 64 Kibibit | $6,480,000 250 ns R T
1983 256 Kibibit | $1,980,000 185 ns ~ 100mns
1985 1 Mebibit $720,000 135 ns 40 ns

1989 4 Mebibit $128,000 110 ns 40 ns

1992 16 Mebibit $30,000 90 ns 30 ns

1996 64 Mebibit $9,000 60 ns 12 ns

1998 128 Mebibit $900 60 ns 10 ns

2000 256 Mebibit $840 55 ns 7ns

2004 512 Mebibit $150 50 ns 5ns

2007 1 Gibibit $40 45 ns 1.25ns

2010 2 Gibibit $13 40 ns 1ns

2012 4 Gibibit $5 35ns 0.8 ns

2015 8 Gibibit $7 30 ns 0.6 ns

2018 16 Gibibit $6 25 ns 0.4 ns

The row organization that helps with refresh also helps with performance. To improve
performance, DRAMSs buffer rows for repeated access. The buffer acts like an SRAM; by changing
the address, random bits can be accessed in the buffer until the next row access. This capability
improves the access time significantly, since the access time to bits in the row is much lower.
Making the chip wider also improves the memory bandwidth of the chip. When the row is in the
buffer, it can be transferred by successive addresses at whatever the width of the DRAM is
(typically 4, 8, or 16 bits), or by specifying a block transfer and the starting address within the
buffer.

To further improve the interface to processors, DRAMs added clocks and are properly called
synchronous DRAMs or SDRAMSs. The advantage of SDRAMs is that the use of a clock eliminates
the time for the memory and processor to synchronize. The speed advantage of synchronous
DRAMs comes from the ability to transfer the bits in the burst withotbhevirg t6/8pecifyl ddditional
address bits. Instead, the clock transfers the successive bits in a burs&&ﬁf%%%%sﬁg%s called
Double Data Rate (DDR) SDRAM. The name means data transfers on both the rising and falling
edge of the clock, thereby getting twice as much bandwidth as you might expect based on the
clock rate and the data width. The latest version of this technology is called DDR4. A DDR4-3200
DRAM can do 3200 million transfers per second, which means it has a 1600-MHz clock.

Sustaining that much bandwidth requires clever organization inside the DRAM. Instead of just a
faster row buffer, the DRAM can be internally organized to read or write from multiple banks, with
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each having its own row buffer. Sending an address to several banks permits them all to read or
write simultaneously. For example, with four banks, there is just one access time and then
accesses rotate between the four banks to supply four times the bandwidth. This rotating access
scheme is called address interleaving.

Although personal mobile devices like the iPad (see COD Chapter 1 (Computer Abstractions and
Technology)) use individual DRAMs, memory for servers is commonly sold on small boards called
dual inline memory modules (DIMMSs). DIMMs typically contain 4@@@%@5&%%8? are’ddaally
organized to be 8 bytes wide for server systems. A DIMM using DDR%&%@Q ﬁ%%‘[ransfer
at 8 x 3200 = 25,600 megabytes per second. Such DIMMs are named after their bandwidth:
PC25600. Since a DIMM can have so many DRAM chips that only a portion of them are used for a
particular transfer, we need a term to refer to the subset of chips in a DIMM that share common
address lines. To avoid confusion with the internal DRAM names of row and banks, we use the
term memory rank for such a subset of chips in a DIMM.

Zéf\',ﬂzmo” 5.2.4: DRAM organization and trends.

1) Modern DRAMS are organized in D
banks. Each bank consists of a series
of

() columns
) rows
() buffers

2) DRAMSs enable fast access to data by D
transferring bits in bursts. Successive
bits are transferred on each

(O Act command
() address
O clock edge

3) Between 1980 and 2012, the average D
column access time to an existing

row ©zyBooks 05/1 6/25 23:.11 2475274
Jaheim Attri

() increased FIUEEL4709CSpring2025

() decreased

4) Which of the following is NOT a D
technique that improves a DRAM's
performance?
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DIMM
Address interleaving

Increased chip width

Elaboration ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
FIUEEL4709CSpring2025
One way to measure the performance of the memory system behind the caches is the

Stream benchmark [McCalpin, 1995]. It measures the performance of long vector
operations. They have no temporal locality and they access arrays that are larger than
the cache of the computer being tested.

Flash memory

Flash memory is a type of electrically erasable programmable read-only memory (EEPROM).

Unlike disks and DRAM, but like other EEPROM technologies, writes can wear out flash memory
bits. To cope with such limits, most flash products include a controller to spread the writes by
remapping blocks that have been written many times to less trodden blocks. This technique is
called wear leveling. With wear leveling, personal mobile devices are very unlikely to exceed the
write limits in the flash. Such wear leveling lowers the potential performance of flash, but it is
needed unless higher-level software monitors block wear. Flash controllers that perform wear
leveling can also improve yield by mapping out memory cells that were manufactured incorrectly.

Disk memory

As the figure below shows, a magnetic hard disk consists of a collection of platters, which rotate
on a spindle at 5400 to 15,000 revolutions per minute. The metal platters are covered with
magnetic recording material on both sides, similar to the material found on a cassette or videotape.
To read and write information on a hard disk, a movable arm containing a small electromagnetic
coil called a read-write head is located just above each surface. The entire drive is permanently
sealed to control the environment inside the drive, which, in turn, @g¥es kb€ disk/ heads ta2bésnuch

. Jaheim Attri
closer to the drive surface. FIUEEL4709CSpring2025

Figure 5.2.2: A disk showing 10 disk platters and the read/write heads (COD
Figure 5.6).

The diameter of today's disks is 2.5 or 3.5 inches, and there are typically one or two
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platters per drive today.

s 05/16/25 23:11 2475274
Jaheim Attri
EEL4709CSpring2025

Each disk surface is divided into concentric circles, called tracks. There are typically tens of
thousands of tracks per surface. Each track is in turn divided into sectors that contain the
information; each track may have thousands of sectors. Sectors are typically 512 to 4096 bytes in
size. The sequence recorded on the magnetic media is a sector number, a gap, the information for
that sector including error correction code (see COD Section 5.5 (Dependable Memory Hierarchy)),
a gap, the sector number of the next sector, and so on.

Track: One of thousands of concentric circles that make up the surface of a magnetic disk.

Sector: One of the segments that make up a track on a magnetic disk; a sector is the smallest

amount of information that is read or written on a disk. ©zyBooks Oj’é;gi/r?ﬁf’r}” 2475274

FIUEEL4709CSpring2025

The disk heads for each surface are connected together and move in conjunction, so that every
head is over the same track of every surface. The term cylinder is used to refer to all the tracks
under the heads at a given point on all surfaces.

To access data, the operating system must direct the disk through a three-stage process. The first
step is to position the head over the proper track. This operation is called a seek, and the time to

18 of 246 5/16/2025, 11:52 PM



zyBooks https://learn.zybooks.com/zybook/FIUEEL4709CSpring2025/chapter/5/print

move the head to the desired track is called the seek time.

Seek: The process of positioning a read/write head over the proper track on a disk.

Disk manufacturers report minimum seek time, maximum seek time, and average seek time in their
manuals. The first two are easy to measure, but the average is open to wide interpretation because
it depends on the seek distance. The industry calculates averagecseek tirne a3 thesstsm of 4hedime
for all possible seeks divided by the number of possible seeks. Avera%eUsEee%fg?@fggé?é %%szglly
advertised as 3 ms to 13 ms, but, depending on the application and sc edEuLIing of dpis greques’[s,
the actual average seek time may be only 25% to 33% of the advertised number because of locality
of disk references. This locality arises both because of successive accesses to the same file and

because the operating system tries to schedule such accesses together.

Once the head has reached the correct track, we must wait for the desired sector to rotate under
the read/write head. This time is called the rotational latency or rotational delay. The average latency
to the desired information is halfway around the disk. Disks rotate at 5400 RPM to 15,000 RPM.
The average rotational latency at 5400 RPM is

Average rotational latency = 0.5 rotation _ 0.5 rotation
~ 5400 RPM
seconds
5400 RPM / (60 m)

= (0.0056 seconds

= 5.6 ms

Rotational latency: Also called rotational delay. The time required for the desired sector of a disk
to rotate under the read/write head; usually assumed to be half the rotation time.

The last component of a disk access, transfer time, is the time to transfer a block of bits. The
transfer time is a function of the sector size, the rotation speed, and the recording density of a
track. Transfer rates in 2020 were between 150 and 250 MB/sec.

One complication is that most disk controllers have a built-in cache that stores sectors as they are
passed over; transfer rates from the cache are typically higher, and were up to 1500 MB/sec (12

Gbit/sec) in 2020. ©zyBooks 05/16/25 23:11 2475274
. o Jaheim Attri
Alas, where block numbers are located is no longer intuitive. The assumjptionsiottheiseeiostrack-

cylinder model above are that nearby blocks are on the same track, blocks in the same cylinder
take less time to access since there is no seek time, and some tracks are closer than others. The
reason for the change was the raising of the level of the disk interfaces. To speed-up sequential
transfers, these higher-level interfaces organize disks more like tapes than like random access
devices. The logical blocks are ordered in serpentine fashion across a single surface, trying to
capture all the sectors that are recorded at the same bit density to try to get best performance.
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Hence, sequential blocks may be on different tracks.

In summary, the two primary differences between magnetic disks and semiconductor memory
technologies are that disks have a slower access time because they are mechanical devices—flash
latency is 1000 times as fast and DRAM is 100,000 times as fast—yet they are cheaper per bit
because they have very high storage capacity at a modest cost—disks are 6 to 300 times cheaper.
Magnetic disks are nonvolatile like flash, but unlike flash there is no write wear-out problem.

However, flash is much more rugged and hence a better match t@%h%%“s%lﬂ%ﬂﬁﬁei%ﬁh persofal
aheim I

mobile devices. FIUEEL4709CSpring2025

PARTICIPATION

ACTIVITY 5.2.5: Magnetic disk access times.

How to use this tool Vv

Seek time Transfer time Rotational latency

The time required to move the head
to the desired track.

The time required for the desired
sector to rotate under the head.

The time required to transfer a

block of bits.
Reset
ZﬁilT\',fT'sATION 5.2.6: Memory technologies: Flash and disk memories. L
1) A magnetic diskisatypeof ___. D

() mechanical device
©zyBooks 05/16/25 23:11 2475274

(O semiconductor memory Jaheim Attri
FIUEEL4709CSpring2025

2) Writes to the same locationina_____ D
can wear out memory bits.

) flash memory

() magnetic disk
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3) Memories in personal mobile devices D
are typically .

O flash memory

() magnetic disk

4) In a magnetic disk, sequential block D
numbers are placed next to one ©zyBooks 05/16/25 23:11 2475274
) : Jaheim Attri
another on a track. Ex: Block 207 is FIUEEL 4709CSpring2025
placed after block 206.

) True
() False

5) Magnetic disks are volatile. D
O True
() False

5.3 The basics of caches

i Cache: a safe place for hiding or storing things.

Webster's New World Dictionary of the American Language, Third College Edition, 1988

In our library example, the desk acted as a cache—a safe place to store things (books) that we
needed to examine. Cache was the name chosen to represent the level of the memory hierarchy
between the processor and main memory in the first commercial computer to have this extra level.
The memories in the datapath in COD Chapter 4 (The Processor) are simply replaced by caches.
Today, although this remains the dominant use of the word cache, the term is also used to refer to
any storage managed to take advantage of locality of access. Caches first appeared in research
computers in the early 1960s and in production computers later in that same decade; every

general-purpose computer built today from servers to low-powerehedded processors, ncldes
caches Jaheim Attri
' FIUEEL4709CSpring2025

In this section, we begin by looking at a very simple cache in which the processor requests are
each one word and the blocks also consist of a single word. (Readers already familiar with cache
basics may want to skip to COD Section 5.4 (Measuring and improving cache performance)). The
figure below shows such a simple cache, before and after requesting a data item that is not initially
in the cache. Before the request, the cache contains a collection of recent references X7, Xy, ..., X1
, and the processor requests a word X,, that is not in the cache. This request results in a miss, and
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the word X, is brought from memory into the cache.

Figure 5.3.1: The cache just before and just after a reference to a word Xn
that is not initially in the cache (COD Figure 5.7).

This reference causes a miss that forces the cache to fetch Xn@%mﬁher@?i@&ﬁﬁﬁéérﬂﬁﬂm
aheim Attri

into the cache. FIUEEL4709CSpring2025
X4 X4
X1 xl
Xn_2 xn—2
Xo-1 Xn-1
X5 X5
Xn
X3 X3

a. Before the reference to X,  b. After the reference to X,

In looking at the scenario in the figure above, there are two questions to answer: How do we know
if a data item is in the cache? Moreover, if it is, how do we find it? The answers are related. If each
word can go in exactly one place in the cache, then it is straightforward to find the word if it is in the
cache. The simplest way to assign a location in the cache for each word in memory is to assign the
cache location based on the address of the word in memory. This cache structure is called direct
mapped, since each memory location is mapped directly to exactly one location in the cache. The
typical mapping between addresses and cache locations for a direct-mapped cache is usually
simple. For example, almost all direct-mapped caches use this mapping to find a block:

(Block address) modulo (Number of blocks in the cache)

©zyBooks 05/16/25 23:11 2475274

. - . . . . . i r.
Direct mgppgd cache: A cache structure in which each memory IocaFt||6)EE|L§j% pﬁ rEl)z%é%ctly
one location in the cache.

If the number of entries in the cache is a power of 2, then modulo can be computed simply by
using the low-order log, (cache size in blocks) bits of the address. Thus, an 8-block cache uses the
three lowest bits (8 = 23) of the block address. For example, the animation below shows how the
memory addresses between Tien (00007 1yo) and 29en (11107 4wo) Map to locations Tien (00T4y0)
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and 5ien (1074y0) in a direct-mapped cache of eight words.

5.3.1: A direct-mapped cache with eight entries showing the addresses of
Z’gi,T\',fT'sATION memory words between 0 and 31 that map to the same cache locations
(COD Figure 5.8).

©zyBooks 05/16/25 23:11 2475274

Jaheim Attri
Cache (8 entries) Cache index £ X moautep8ing2025
O -9 -9 = o~ = 10001, modulo 1000,
O O « —w O O v«
O O O O v~ v« v
L L = 001,
a
00001 00101 01001 01101 10001 10101 11001 11101

Memory

Animation content:

Static figure: An 8-block direct-mapped cache is shown. The 8 storage locations are labeled from
'000'to 111" in binary. Also shown is a portion of memory with 32 storage locations. The 4
storage locations in memory with the lower 3 address bits equal to ‘001" are highlighted, and
arrows point from the memory locations to the cache entry labeled '001". Likewise, the 4 storage
locations with the lower 3 address bits equal to '101" are highIig%zlyeBd‘?%\knS %EFSY/}E?S/&&H ré?%%%e
memory locations to the cache entry labeled 107", FIUEEL4709CSpring2025

Step 1: Because there are eight words in the cache, an address X maps to the direct-mapped
cache word X modulo 8.

The address X equal to 10001 is mapped to the cache using the following calculations:

Cache index = X modulo 8 = 100012 modulo 10005 = 001,.

The memory storage location at address 10001 is then mapped to the cache storage location
001, represented by an arrow from the memory storage location to the cache storage location.
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Step 2: If the number of entries is a power of 2, then modulo can be computed simply by using
the low-order log, (cache size in blocks) bits of the address.

The modulo shortcut can be applied using the following calculations:

lowest order log,(cache size in blocks)

lowest order log,(8) =3

Then, using 3 of the bits of the memory address, the cache storage location is mapped. In this
example, the last 3 bits of address 10001 are 001, and so cachesterage locatian 081 i mappéed.
Step 3: Each cache location can contain the contents of a number oglSEEE%&%Hi{%%I%ations.
Addresses 000014, 010015, 100015, and 110015 all map to entry 0014 of the cache.

The 4 memory storage locations are highlighted, each with an arrow from the memory storage
location to the cache storage location 001.

Step 4: Addresses 001015, 011015, 101012, and 111015 all map to entry 1015 of the cache.
The 4 memory storage locations are highlighted, each with an arrow from the memory storage
location to the cache storage location 101.

Animation captions:

1. Because there are eight words in the cache, an address X maps to the direct-mapped cache
word X modulo 8.

2. If the number of entries is a power of 2, then modulo can be computed simply by using the
low-order log, (cache size in blocks) bits of the address.

3. Each cache location can contain the contents of a number of different memory locations.
Addresses 000012, 010015, 100014, and 110015 all map to entry 0015 of the cache.

4. Addresses 001015, 011015, 101015, and 111015 all map to entry 1014 of the cache.

PARTICIPATION

ACTIVITY 5.3.2: Cache index. L

Determine the cache index given the direct-mapped cache size and block address.
Type the cache index as a binary value. Ex: 110

1) Direct-mapped cache size: 8 D
one-word blocks
Block address: 00011, ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri

FIUEEL4709CSpring2025

Check Show answer

2) Direct-mapped cache size: 8 D
one-word blocks

24 of 246 5/16/2025, 11:52 PM



zyBooks https://learn.zybooks.com/zybook/FIUEEL4709CSpring2025/chapter/5/print

Block address: 10101,

Check Show answer

3) Direct-mapped cache size: 8 Q
©zyBooks 05/16/25 23:11 247527

one-word blocks Jaheim Attri
Block address: 100001015, FIUEEL4709CSpring2025
Check Show answer
4) Direct-mapped cache size: 16 D

one-word blocks
Block address: 00101100,

Check Show answer

Because each cache location can contain the contents of a number of different memory locations,
how do we know whether the data in the cache corresponds to a requested word? That is, how do
we know whether a requested word is in the cache or not? We answer this question by adding a set
of tags to the cache. The tags contain the address information required to identify whether a word
in the cache corresponds to the requested word. The tag needs only to contain the upper portion of
the address, corresponding to the bits that are not used as an index into the cache. For example, in
the animation above we need only have the upper 2 of the 5 address bits in the tag, since the lower
3-bit index field of the address selects the block. Architects omit the index bits because they are
redundant, since by definition the index field of any address of a cache block must be that block
number.

Tag: A field in a table used for a memory hierarchy that contains the address information

required to identify whether the associated block in the hierarcfzé)/z%(r)roq;sg@g}qg/t?sazg:eﬂu;gggm

word. Jaheim Attri
FIUEEL4709CSpring2025

We also need a way to recognize that a cache block does not have valid information. For instance,
when a processor starts up, the cache does not have good data, and the tag fields will be
meaningless. Even after executing many instructions, some of the cache entries may still be empty,
as in COD Figure 5.7 (The cache just before and just after a reference to a word ...). Thus, we need
to know that the tag should be ignored for such entries. The most common method is to add a
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valid bit to indicate whether an entry contains a valid address. If the bit is not set, there cannot be a
match for this block.

Valid bit: A field in the tables of a memory hierarchy that indicates that the associated block in
the hierarchy contains valid data.

©zyBooks 05/16/25 23:11 2475274

Jaheim Attri
PARTICIPATION . . . .
ACTIVITY 5.3.3: Accessing a cache using the tag and valid bits:jueEL4709CSpring2025

Memory reference:

Index \% Tag Data
10111, hit 000 Y 10 4o Memory (10000, )
10000,,, miss (fetched from memory) 001 Y M o Memory (11001,,,)
11101, miss 010 N
011 N
100 Y 00, Memory (00100, )
101 N
110 N
111 Y 10 1o Memory(10111 )
Invalid
data

Animation content:

Static figure: An 8-block cache is shown, represented as a table with 4 columns and 8 rows. The
first column is labeled index, with values in the rows from ‘000" to 111" in binary. The second
column is labeled V (for valid bit) with values in rows either Y or N. The third column is labeled
tag, and rows with the valid bit equal to Y have 2-bit values. The fourth column is labeled data,
and rows with the valid bit equal to Y have memory address valuesirepreserited ir¥binafs Nextto
the cache system are various memory references to blocks within TP%EE?%@@% 'gation
of either hit or miss.

Step 1: The three lowest bits of the memory reference are used to determine which cache block
the memory reference is mapped to.

The given memory reference, 10111, has 111 as the three lowest bits, which is used as the index
of the corresponding cache block.
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Step 2: The corresponding tag is compared to the upper 2 bits of the memory reference to
determine if the word in the cache corresponds to the requested word.

The tag corresponding to this memory reference is 10, and the upper two bits of the memory
reference are also 10.

Step 3: The valid bit indicates that the cache entry contains val'tgzi},rgggggq}'y%/)zg%bﬁ hit-pecurs
if the valid bit is set and the tag matches the upper bits of the memory reféerericeAttri

Because both the valid bit is set and the tag matches the upper bits! tHeTrHeSry teféretce
10111 indicates a cache hit.

Step 4: A cache miss occurs if the requested word is not in the cache.

The memory reference 10000 is mapped to cache index 000. The tag within this cache is 01, but
the memory reference's upper two bits are 10, so the valid bit indicates that the information does
not match. This causes the cache miss.

Step 5: Upon a miss, the requested word is fetched from memory and inserted into the cache.
After the miss, the cache with index 000 updates its tag to be 10, and updates the data with the
word fetched from memory.

Step 6: A cache miss also occurs if the cache block does not contain valid data, which would also
result in fetching the requested word from memory.

The memory reference 111071 is mapped to cache index 101, which contains no tag and no data,
causing a cache miss.

Animation captions:

1. The three lowest bits of the memory reference are used to determine which cache block
the memory reference is mapped to.
2. The corresponding tag is compared to the upper 2 bits of the memory reference to
determine if the word in the cache corresponds to the requested word.
3. The valid bit indicates that the cache entry contains valid information. A cache hit occurs if
the valid bit is set and the tag matches the upper bits of the memory reference.
4. A cache miss occurs if the requested word is not in the cache.
5. Upon a miss, the requested word is fetched from memory and inserted into the cache.
6. A cache miss also occurs if the cache block does not contain valid data, which would also
result in fetching the requested word from memory.
©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
For the rest of this section, we will focus on explaining how a cache d’é'éﬁ'é%ﬁ@?@aﬁ?ém%z@@ﬁeral,
handling reads is a little simpler than handling writes, since reads do not have to change the
contents of the cache. After seeing the basics of how reads work and how cache misses can be
handled, we'll examine the cache designs for real computers and detail how these caches handle
writes.
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The Big Picture

Caching is perhaps the most important example of the big idea of
prediction. It relies on the principle of locality to try to find the desired data in
the higher levels of the memory hierarchy, and prowdes meChanlsm

I%ooks 05/16 25 23:11 2475274
ensure that when the prediction is wrong it finds and usesthe properdata i
from the lower levels of the memory hierarchy. The hit rates ifttié ¢aeheSpring2025
prediction on modern computers are often higher than 95% (see COD Figure

5.47 (The L1, L2, and L3 data cache miss rates ...)).

Accessing a cache

Below is a sequence of nine memory references to an empty eight-block cache,
including the action for each reference. COD Figure 5.9 (The cache contents are
shown after each reference request that misses ...) shows how the contents of the
cache change on each miss. Since there are eight blocks in the cache, the low-

order three bits of an address give the block number: rrREmreTow
Assigned cache block
h-l or placed)
10110, miss (5.6b) (10110, mod 8) =
26 11010_ | miss (5.6¢) | (110 xm mod s)_L
22 10110,“ it (10110, w Mod 8)= -
26 11010, it (11010, mod 8) = 010,
16 10000, miss (5.6d) (10000, mod 8) = '\':3:-7_,,.3
3 00011:'“) miss (5.6e) | (0001 L . mod 8) =0
16 10000, hit (10000,  mod 8) = 000, _
18 10010, miss (5.6f) (10010, mod 8) = 010,
16 10000,"“> hit (10000, mod 8) = 000,

Since the cache is empty, several of the first references are misses; the caption of the figure below
describes the actions for each memory reference. On the eighth reference we have conflicting
demands for a block. The word at address 18 (10010:,0) Should be brought into cache block 2
(01 04w0). Hence, it must replace the word at address 26 (110704,,), Which is already in cache block
2 (0104wo). This behavior allows a cache to take advantage of temp\t')raf)h) j/16/25%23§|1y1 rze é?enced

words replace less recently referenced words. FIUEEL4709CSpring2025

Figure 5.3.2: The cache contents are shown after each reference request
that misses, with the index and tag fields shown in binary for the sequence
of addresses in the above table (COD Figure 5.9).
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The cache is initially empty, with all valid bits (V entry in cache) turned off (N). The
processor requests the following addresses: 107 10uyo (Miss), 17107 0xyo (Miss), T0171 040
(hit), 7107 04y (hit), 7000040 (Miss), 0007 T4ye (Miss), TO000, (hit), 700104y (Miss), and
100004, (hit). The figures show the cache contents after each miss in the sequence has
been handled. When address 100104, (18) is referenced, the entry for address 110100
(26) must be replaced, and a reference to 110704y, Will cause a subsequent miss. The ta

. . . ©zyBooks 05/16/25,23:11 2475274
field will contain only the upper portion of the address. The full ac}'gress Oﬁ%\@’fﬂ‘rg\ttri
contained in cache block i with tag field j for this cache is j x 8 + i, oF eguivaléenthptheg2025
concatenation of the tag field j and the index i. For example, in cache f below, index 0104y,

has tag 104, and corresponds to address 1007 Ogyo.

index | v | Tog |  Data | index | v | tag |  pata |
000 N 000 N

a. The initial state of the cache after power-on

ndox | v | teg |  vata |
000 N

c. After handling a miss of address (11010,

indox | v | Tag |
000 | v 10,,.

001 N 001 N
010 N 010 N
011 N 011 N
100 N 100 N
101 N 101 N
110 N 110 Y 10, Memory (10110,,.)
111 N 111 N

b. After handling a miss of address (10110p,,)

000 Y 10, Memory (10000,

001 | N 001 | N

010 | v 11 Memory (11010 pu, 010 | ¥ 114, Memory (11010 o)
011 | N 011 | N

100 | N 100 | N

101 | N 101 | N

110 | v 10,,. Memory (10110 10 110 | ¥ 1040 Memory (10110 )
111 | N 111 | N - T

d. After handling a miss of address (10000,

[index | v_
000 Y

Memory (10000,,.) 10,.. Memory (10000 ,_.)
001 N 001 N
010 Y 11,0 Memory (11010,,,) 010 Y 1040 Memory (10010,,.)
011 Y 00,,. Memory (00011, 011 Y o Memory (00011, )
100 N 100 N
101 | N o1 |~ | L ]
110 | v 10,,. Memory (10110 ,,0) 10 | YO P100. )| Menfory 10110 o) 274
111 N 111 N . JdllICITT AT

i bonanao - PaVaVa¥
TULLLS/7UTJ0OoPIMyZuZo

—
e. After handling a miss of address (00011, f. After handling a miss of address (10010,,,,)

PARTICIPATION

ACTIVITY 5.3.4: Cache hits and misses.

]
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1) Arequest to address 001074, results

inacache ____
m-—
N
001 Y 00, Memory (00001,, )
010 N
o1 Y Mo Memory (11011,)
100 Y Mo Memory (11100, )
101 N
110 Y 01, Memory (01110,,)
1Y | 10,, Memory (10111,
O hit
) miss

2) After a request to address 00110y,
the tag in cache block 1104, is

two-
m-—
N
001 Y 00,,, Memory (00001, )
010 N
o1 N
100 Y Mo Memory (11100, )
101 N
110 N
111 Y 10,,, Memory (10111, )
10
) 00

3) Arequest to address 000014, results
inacache ____

<

Y Memory (01000,, )
001 Y 11m Memory (11001, )
010 [ Y| 01, Memory (01010,,,)
o1 Y 00,,, Memory (00011, )
100 N
101 N
110 N
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L]
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y tp y y pring p p

| m INI
O hit
() miss
4) After a request to address 00107y, D
the data in cache block 10140 IS
Memory(— o). ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
Y Memory (01000,, )
001 | N
010 | N
o1 Y 00,,, Memory (00011, )
100 | N
101 |y | 1, Memory (11101,
10 | vy | oo, Memory (00110, )
M | N
O 11101
(0 00101
5) Arequest to address 1017114, results D
in a cache
m-—
N
001 | N
o0 [ Y| 1, Memory (11010, )
oM | N
100 Y 10,,, Memory (10100, )
101 [N
10 | Y| oo, Memory (00110, )
mnm Y 10, Memory (10111, )
O hit
O miss ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
6) After a request to address 1000040, FIUEEL4709CSpring2025 D

the data in cache block 00040

<

Y Memory (10000,, )
001 Y oom Memory (00001, )
010 Y Mo Memory (11010, )
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011 Y Mo Memory (11011, )
100 Y 10,,, Memory (10100, )
101 Y o Memory (00101, )
110 Y 00“m Memory (00110,)
m [y | 10, Memory (10111, )
) is empty
(O does not change ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
7) Cache block 1174y With tag 00uc FIUEEL4709CSpring2025 [ ]
corresponds to memory address
two-
() 11100
) 00111

This situation is directly analogous to needing a book from the shelves and having no more space
on your desk—some book already on your desk must be returned to the shelves. In a direct-mapped
cache, there is only one place to put the newly requested item and hence only one choice of what
to replace.

We know where to look in the cache for each possible address: the low-order bits of an address
can be used to find the unique cache entry to which the address could map. The figure below
shows how a referenced address is divided into

» Atag field, which is used to compare with the value of the tag field of the cache
= A cache index, which is used to select the block

Figure 5.3.3: For this cache, the lower portion of the address is used to
select a cache entry consisting of a data word and a tag (COD Figure 5.10).

This cache holds 1024 words or 4 KiB. We assume 32-bit addresses in this chapter. The

tag from the cache is compared against the upper portion of the address to determine
whether the entry in the cache corresponds to the requested address. Because the cache

has 210 (or 1024) words and a block size of one word, 10 bits are used to index the cache,
leaving 32 - 10 - 2 = 20 bits to be compared against the tag. If t@@%{j’%@j’tﬁé@@ﬁﬂﬁ%ﬁzm
the address are equal and the valid bit is on, then the request hits inpﬁbgg_a%k@ém@b@i%ggzg;
word is supplied to the processor. Otherwise, a miss occurs.

Address (showing bit positions)
3130 --- 131211---2 10

Byte
i 20 +1 0
Hit Tan +

offset
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Index Data
Index Valid Tag Data
0
1
2
' ©zyBooks 05/[16/25 23:11 2475274
Jaheim Attri
1021 FIUEEL4709CSpring2025
1022
1023
J20 J32
(=

The index of a cache block, together with the tag contents of that block, uniquely specifies the
memory address of the word contained in the cache block. Because the index field is used as an
address to reference the cache, and because an n-bit field has 2" values, the total number of entries
in a direct-mapped cache must be a power of 2. In the MIPS architecture, since words are aligned
to multiples of four bytes, the least significant two bits of every address specify a byte within a
word. Hence, the least significant two bits are ignored when selecting a word in the block.

The total number of bits needed for a cache is a function of the cache size and the address size,
because the cache includes both the storage for the data and the tags. The size of the block above
was one word , but normally it is several. For the following situation:

32-bit addresses

A direct-mapped cache

The cache size is 2" blocks, so n bits are used for the index

The block size is 2™ words (2™*2 bytes), so m bits are used for the word within the block, and
two bits are used for the byte part of the address

the size of the tag field is
©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
32— (n+m+2). FIUEEL4709CSpring2025

The total number of bits in a direct-mapped cache is
2" x (block size + tag size + valid field size).

Since the block size is 2™ words (2™*° bits), and we need 1 bit for the valid field, the number of bits
in such a cache is
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2" x (2™ x 32+ (32—n—-m—2)+1)=2"x (2" x 32+ 31 —n — m).

Although this is the actual size in bits, the naming convention is to exclude the size of the tag and
valid field and to count only the size of the data. Thus, the cache in the figure above is called a 4 KiB
cache, even though it actually contains 1.375 KiB of tags and valid bits plus 4 KiB of data.

. . ©zyBooks 05/16/25 23:11 2475274
Example 5.3.1: Bits in a cache. g et

FIUEEL4709CSpring2025

How many total bits are required for a direct-mapped cache with 16 KiB of data and 4-
word blocks, assuming a 32-bit address?

Answer

We know that 16 KiB is 4096 (2'2) words. With a block size of 4 words (22), there are 1024
(279 blocks. Each block has 4 x 32 or 128 bits of data plus a tag, which is 32-10-2-2
bits, plus a valid bit. Thus, the total cache size is

210 x (4 x 324 (32 — 10 — 2 — 2) + 1) = 2% x 147 = 147 Kibibits

or 18.4 KiB for a 16 KiB cache. For this cache, the total number of bits in the cache is
about 1.15 times as many as needed just for the storage of the data.

PARTICIPATION ) . )
ACTIVITY 5.3.5: Calculating cache size. D

Assume a direct-mapped cache with the following parameters:
Address size: 32 bits

Cache data size: 2 KiB

Cache block: 2 words

1) The cache contains _____ words. D

©zyBooks 05/16/25 23:11 2475274

Check Show answer Jaheim Attri
FIUEEL4709CSpring2025

2) The cache contains L]
blocks.
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Check Show answer
3) The size of the tag fieldis ]
bits.

©zyBooks 05/16/25 23:11 2475274
Check Show answer Jaheim Attri
FIUEEL4709CSpring2025

4) The size of a blockis _____ bits. D
Check Show answer

5) The total cache sizeis _____ bits. D
Check Show answer

Example 5.3.2: Mapping an address to a multiword cache block.

Consider a cache with 64 blocks and a block size of 16 bytes. To what block number does
byte address 1200 map?

Answer

The block is given by
(Block address) modulo (Number of blocks in the cache)

where the address of the block is

©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
Byte address FIUEEL4709CSpring2025

Bytes per block

Notice that this block address is the block containing all addresses between

{ Byte address

Byt block
Bytes per blockJ X Dytes per bloc
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and

{ Byte address

Bytes per blockJ xBytes per block + (Bytes per block —1)

Thus, with 16 bytes per block, byte address 1200 is block address

1200 ©zyBooks 05/16/25 23:11 2475274
— | =175 Jaheim Attri
16 FIUEEL4709CSpring2025

which maps to cache block number (75 modulo 64) = 11. In fact, this block maps all
addresses between 1200 and 1215.

PARTICIPATION , : .
ACTIVITY 5.3.6: Calculating cache size.

Assume a direct-mapped cache with 32 blocks and a block size of 8 bytes.

1) Byte address 400 maps to block D
address .
Check Show answer
2) Byte address 400 maps to block D
number .
Check Show answer
3) Byte address 360 maps to block D
number .

©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
FIUEEL4709CSpring2025

Check Show answer

Larger blocks exploit spatial locality to lower miss rates. As the figure below shows, increasing the
block size usually decreases the miss rate. The miss rate may go up eventually if the block size
becomes a significant fraction of the cache size, because the number of blocks that can be held in
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the cache will become small, and there will be a great deal of competition for those blocks. As a
result, a block will be bumped out of the cache before many of its words are accessed. Stated
alternatively, spatial locality among the words in a block decreases with a very large block;
consequently, the benefits in the miss rate become smaller.

Figure 5.3.4: Miss rate versus block size (COD Figure 5.1 18.
©zyBooks 05/16/25 23:11 2475274
Jaheim Attri

Note that the miss rate actually goes up if the block size is too IargeFlr% aEt|T\A/'g %Q[%%ng 8%5
size. Each line represents a cache of different size. (This figure is independent of
associativity, discussed soon.)

10%

Miss

o L e T o D o o A S o O e G L A Ao
rate

L
——

0% . - : 4 256K
16 32 64 128 256
Block size

A more serious problem associated with just increasing the block size is that the cost of a miss
increases. The miss penalty is determined by the time required to fetch the block from the next
lower level of the hierarchy and load it into the cache. The time to fetch the block has two parts: the
latency to the first word and the transfer time for the rest of the block. Clearly, unless we change
the memory system, the transfer time—and hence the miss penalty—will likely increase as the block
size increases. Furthermore, the improvement in the miss rate starts to decrease as the blocks
become larger. The result is that the increase in the miss penalty overwhelms the decrease in the
miss rate for blocks that are too large, and cache performance tffus/ decredsést G course At we4
design the memory to transfer larger blocks more efficiently, we can 'Eﬂ@@é@ﬁ%@%ﬁ%f&% and
obtain further improvements in cache performance. We discuss this topic in the next section.

Elaboration

Although it is hard to do anything about the longer latency component of the miss
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penalty for large blocks, we may be able to hide some of the transfer time so that the
miss penalty is effectively smaller. The simplest method for doing this, called early
restart, is simply to resume execution as soon as the requested word of the block is
returned, rather than wait for the entire block. Many processors use this technique for
instruction access, where it works best. Instruction accesses are largely sequential, so

if the memory system can deliver a word every clock cycle, the processor may be able

to restart operation when the requested word is returned, Wit@{@lgdg@@@ﬂ@%%m 2475274
delivering new instruction words just in time. This technique is usually les$&ffeétivie

for data caches because it is likely that the words will be requeste%“f%”’?fpeg bIER #7420
less predictable way, and the probability that the processor will need another word

from a different cache block before the transfer completes is high. If the processor
cannot access the data cache because a transfer is ongoing, then it must stall.

An even more sophisticated scheme is to organize the memory so that the requested
word is transferred from the memory to the cache first. The remainder of the block is
then transferred, starting with the address after the requested word and wrapping
around to the beginning of the block. This technique, called requested word first or
critical word first, can be slightly faster than early restart, but it is limited by the same
properties that limit early restart.

Handling cache misses

Before we look at the cache of a real system, let's see how the control unit deals with cache misses.
(We describe a cache controller in detail in COD Section 5.9 (Using a finite-state machine to control
a simple cache). The control unit must detect a miss and process the miss by fetching the
requested data from memory (or, as we shall see, a lower-level cache). If the cache reports a hit,
the computer continues using the data as if nothing happened.

Cache miss: A request for data from the cache that cannot be filled because the data is not
present in the cache.

Modifying the control of a processor to handle a hit is trivial, misses, however, require some extra
work. The cache miss handling is done in collaboration with the grocesseri¢ontrabuit ard ¥itha
separate controller that initiates the memory access and refills the CaEIU%E[@@@ﬁénganQgZ%f a
cache miss creates a pipeline stall (COD Chapter 4 (The Processor)) as opposed to an mterrupt
which would require saving the state of all registers. For a cache miss, we can stall the entire
processor, essentially freezing the contents of the temporary and programmer-visible registers,
while we wait for memory. More sophisticated out-of-order processors can allow execution of
instructions while waiting for a cache miss, but we'll assume in-order processors that stall on

cache misses in this section.
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Let's look a little more closely at how instruction misses are handled; the same approach can be
easily extended to handle data misses. If an instruction access results in a miss, then the content
of the Instruction register is invalid. To get the proper instruction into the cache, we must be able to
instruct the lower level in the memory hierarchy to perform a read. Since the program counter is
incremented in the first clock cycle of execution, the address of the instruction that generates an
instruction cache miss is equal to the value of the program counter minus 4. Once we have the
address, we need to instruct the main memory to perform a rea%yyga/ggg(f@h@@m@%%zm
respond (since the access will take multiple clock cycles), and then write théawondgicontaining the
desired instruction into the cache. FIUEEL4709CSpring2025

We can now define the steps to be taken on an instruction cache miss:

1. Send the original PC value (current PC - 4) to the memory.

2. Instruct main memory to perform a read and wait for the memory to complete its access.

3. Write the cache entry, putting the data from memory in the data portion of the entry, writing
the upper bits of the address (from the ALU) into the tag field, and turning the valid bit on if it
was not on already.

4. Restart the instruction execution at the first step, which will refetch the instruction, this time
finding it in the cache.

The control of the cache on a data access is essentially identical: on a miss, we simply stall the
processor until the memory responds with the data.

PARTICIPATION . .
ACTIVITY 5.3.7: Cache misses.
1) The miss rate may increase if the D

block size becomes a significant
fraction of the cache size.

) True
() False
2) Which of the following items does D
NOT contribute to the cost of a miss
penalty?
(O Latency to access the first word ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
(O Transfer time of the block FIUEEL4709CSpring2025
Latency to determine the cache
O
block
3) The processing of a cache miss D
createsa____.
O pipeline stall
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interrupt

4) If an instruction access results in a D
miss, then the address of the
instruction at ____is fetched from
the memory.

PC ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
PC-4 FIUEEL4709CSpring2025

PC+4

Handling writes

Writes work somewhat differently. Suppose on a store instruction, we wrote the data into only the
data cache (without changing main memory); then, after the write into the cache, memory would
have a different value from that in the cache. In such a case, the cache and memory are said to be
inconsistent. The simplest way to keep the main memory and the cache consistent is always to
write the data into both the memory and the cache. This scheme is called write-through.

Write-through: A scheme in which writes always update both the cache and the next lower level
of the memory hierarchy, ensuring that data is always consistent between the two.

The other key aspect of writes is what occurs on a write miss. We first fetch the words of the block
from memory. After the block is fetched and placed into the cache, we can overwrite the word that
caused the miss into the cache block. We also write the word to main memory using the full
address.

Although this design handles writes very simply, it would not provide very good performance. With
a write-through scheme, every write causes the data to be written to main memory. These writes
will take a long time, likely at least 100 processor clock cycles, and could slow down the processor
considerably. For example, suppose 10% of the instructions are stores. If the CPI without cache
misses was 1.0, spending 100 extra cycles on every write would lead to a CPI of 1.0 + 100 x 10% =
11, reducing performance by more than a factor of 10.

One solution to this problem is to use a write buffer. A write buffer stores the data while it is waiting
to be written to memory. After writing the data into the cache an@ e @ﬁgm@l%@wwm
processor can continue execution. When a write to main memory completes,theeptiyimthe write
buffer is freed. If the write buffer is full when the processor reaches a write, the processor must
stall until there is an empty position in the write buffer. Of course, if the rate at which the memory
can complete writes is less than the rate at which the processor is generating writes, no amount of
buffering can help, because writes are being generated faster than the memory system can accept
them.
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Write buffer: A queue that holds data while the data is waiting to be written to memory.

The rate at which writes are generated may also be less than the rate at which the memory can
accept them, and yet stalls may still occur. This can happen when the writes occur in bursts. To
reduce the occurrence of such stalls, processors usually increase the depth of the write buffer

beyond a single entry.
y g y ©zyBooks 05/16/25 23:11 2475274

The alternative to a write-through scheme is a scheme called write-back. In-§Wiite85tk scheme,

, B , FIUEEL4709CSpr, 2&)%? ,
when a write occurs, the new value is written only to the block in the cache. The modified block is
written to the lower level of the hierarchy when it is replaced. Write-back schemes can improve
performance, especially when processors can generate writes as fast or faster than the writes can
be handled by main memory; a write-back scheme is, however, more complex to implement than
write-through.

Write-back: A scheme that handles writes by updating values only to the block in the cache, then
writing the modified block to the lower level of the hierarchy when the block is replaced.

In the rest of this section, we describe caches from real processors, and we examine how they
handle both reads and writes. In COD Section 5.8 (A common framework for memory hierarchy),
we will describe the handling of writes in more detail.

Elaboration

Writes introduce several complications into caches that are not present for reads.
Here we discuss two of them: the policy on write misses and efficient implementation
of writes in write-back caches.

Consider a miss in a write-through cache. The most common strategy is to allocate a

block in the cache, called write allocate. The block is fetched from memory and then

the appropriate portion of the block is overwritten. An alternative strategy is to update

the portion of the block in memory but not put it in the cache, called no write allocate.

The motivation is that sometimes programs write entire blocks of data, such as when

the operating system zeros a page of memory. In such cases, the fetch associated

with the initial write miss may be unnecessary. Some computersealiew the write23:11 2475274

allocation policy to be changed on a per-page basis. Jaheim Attri
FIUEEL4709CSpring2025

Actually implementing stores efficiently in a cache that uses a write-back strategy is
more complex than in a write-through cache. A write-through cache can write the data
into the cache and read the tag; if the tag mismatches, then a miss occurs. Because
the cache is write-through, the overwriting of the block in the cache is not
catastrophic, since memory has the correct value. In a write-back cache, we must first
write the block back to memory if the data in the cache is modified and we have a
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cache miss. If we simply overwrote the block on a store instruction before we knew
whether the store had hit in the cache (as we could for a write-through cache), we
would destroy the contents of the block, which is not backed up in the next lower level
of the memory hierarchy.

In a write-back cache, because we cannot overwrite the block, stores either require

two cycles (a cycle to check for a hit followed by a cycle to actually perform the write)

or require a write buffer to hold that data—effectively allowin§ BB S¥6r 0 take ohly 1 2475274
T . Jaheim Attfi

one cycle by pipelining it. When a store buffer is used, the process[%g@@@%g:@%gfﬁ@zo%

lookup and places the data in the store buffer during the normal cache access cycle.

Assuming a cache hit, the new data is written from the store buffer into the cache on

the next unused cache access cycle.

By comparison, in a write-through cache, writes can always be done in one cycle. We
read the tag and write the data portion of the selected block. If the tag matches the
address of the block being written, the processor can continue normally, since the
correct block has been updated. If the tag does not match, the processor generates a
write miss to fetch the rest of the block corresponding to that address.

Many write-back caches also include write buffers that are used to reduce the miss
penalty when a miss replaces a modified block. In such a case, the modified block is
moved to a write-back buffer associated with the cache while the requested block is
read from memory. The write-back buffer is later written back to memory. Assuming
another miss does not occur immediately, this technique halves the miss penalty
when a dirty block must be replaced.

PARTICIPATION .
ACTIVITY 5.3.8: Cache writes.

How to use this tool Vv

Write buffer Write-back scheme Write-through scheme

©zyBooks 05/16/25 23:11 2475274
. Jaheim Attri
A value is read from the pacheandcspring2025

modified. The modified value is
written to the cache and the
corresponding memory location.

A value is read from the cache and
modified. The modified value is
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written to the cache and to a queue
that stores the value while waiting
to be written to the corresponding
memory location.

A value is read from the cache and
m‘?d'ﬁed' The modifie %%k“seo'_?/m/zzs 23:11 2475274
written to the cache. The modifiedm Attri

value is only written from!thé '¢achiéSpring2025
to memory when the cache block is
replaced.

Reset

An example cache: The Intrinsity FastMATH processor

The Intrinsity FastMATH is an embedded microprocessor that uses the MIPS architecture and a
simple cache implementation. Near the end of the chapter, we will examine the more complex
cache designs of ARM and Intel microprocessors, but we start with this simple, yet real, example
for pedagogical reasons. The figure below shows the organization of the Intrinsity FastMATH data
cache.

Figure 5.3.5: The 16 KiB caches in the Intrinsity FastMATH each contain
256 blocks with 16 words per block (COD Figure 5.12).

The tag field is 18 bits wide and the index field is 8 bits wide, while a 4-bit field (bits 5-2) is
used to index the block and select the word from the block using a 16-to-1 multiplexor. In
practice, to eliminate the multiplexor, caches use a separate large RAM for the data and a
smaller RAM for the tags, with the block offset supplying the extra address bits for the
large data RAM. In this case, the large RAM is 32 bits wide and must have 16 times as
many words as blocks in the cache.

Address (showing bit positions) ©zyBooks 05/16/25 23:11 2475274
31 - 1413---65---210 Jaheim Attri
FIUEEL4709CSpring2025
: 418 48 J4 Byte Data
Hit Tag oﬁystet
Index Block offset
18 bits 51@57 B
V  Tag Data

5/16/2025, 11:52 PM



zyBooks https://learn.zybooks.com/zybook/FIUEEL4709CSpring2025/chapter/5/print

L e 256
3 ’ . 1 entries

J18 432 432 . 4.32
= IC\ ]I ©zyBooks 05/16/25 23:114}5274
Mux ] JatremrAttr
Ja2 FIUEEL4709CSpring202$

This processor has a 12-stage pipeline. When operating at peak speed, the processor can request
both an instruction word and a data word on every clock. To satisfy the demands of the pipeline
without stalling, separate instruction and data caches are used. Each cache is 16 KiB, or 4096
words, with 16-word blocks.

Read requests for the cache are straightforward. Because there are separate data and instruction
caches, we need separate control signals to read and write each cache. (Remember that we need
to update the instruction cache when a miss occurs.) Thus, the steps for a read request to either
cache are as follows:

1. Send the address to the appropriate cache. The address comes either from the PC (for an
instruction) or from the ALU (for data).

2. If the cache signals hit, the requested word is available on the data lines. Since there are 16
words in the desired block, we need to select the right one. A block index field is used to
control the multiplexor (shown at the bottom of the figure), which selects the requested word
from the 16 words in the indexed block.

3. If the cache signals miss, we send the address to the main memory. When the memory
returns with the data, we write it into the cache and then read it to fulfill the request.

For writes, the Intrinsity FastMATH offers both write-through and write-back, leaving it up to the
operating system to decide which strategy to use for an application. It has a one-entry write buffer.

What cache miss rates are attained with a cache structure like that used by the Intrinsity
FastMATH? The figure below shows the miss rates for the instruction and data caches. The

combined miss rate is the effective miss rate per reference for e%%%glgg%@?g}% aecquiting for

the differing frequency of instruction and data accesses. Jaheim Attri
FIUEEL4709CSpring2025

Figure 5.3.6: Approximate instruction and data miss rates for the Intrinsity
FastMATH processor for SPEC CPU2000 benchmarks (COD Figure 5.13).

The combined miss rate is the effective miss rate seen for the combination of the 16 KiB
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instruction cache and 16 KiB data cache. It is obtained by weighting the instruction and
data individual miss rates by the frequency of instruction and data references.

Instruction miss rate Effective combined miss rate

[ 0.4% | 11.4% | 3.2% |

©zyBooks 05/16/25 23:11 2475274
Jaheim Attri

Although miss rate is an important characteristic of cache designs, thelditiriate Peasar@ivill be
the effect of the memory system on program execution time; we'll see how miss rate and execution
time are related shortly.

Elaboration

A combined cache with a total size equal to the sum of the two split caches will
usually have a better hit rate. This higher rate occurs because the combined cache
does not rigidly divide the number of entries that may be used by instructions from
those that may be used by data. Nonetheless, almost all processors today use split
instruction and data caches to increase cache bandwidth to match what modern
pipelines expect. (There may also be fewer conflict misses; see COD Section 5.8 (A
common framework for memory hierarchy)

Here are miss rates for caches the size of those found in the Intrinsity FastMATH
processor, and for a combined cache whose size is equal to the sum of the two
caches:

= Total cache size: 32 KiB
= Split cache effective miss rate: 3.24%
» Combined cache miss rate: 3.18%

The miss rate of the split cache is only slightly worse.

The advantage of doubling the cache bandwidth, by supporting both an instruction
and data access simultaneously, easily overcomes the disadvantage of a slightly
increased miss rate. This observation cautions us that we cannot use miss rate as the

sole measure of cache performance, as COD Section 5.4 (M&@@M%H? /;]f%?%A\%fr@ﬂ 2475274
aneim I

cache performance) shows. FIUEEL4709CSpring2025

Summary

We began the previous section by examining the simplest of caches: a direct-mapped cache with a
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Split cache: A scheme in which a level of the memory hierarchy is composed of two
independent caches that operate in parallel with each other, with one handling instructions and
one handling data.

one-word block. In such a cache, both hits and misses are simple, since a word can go in exactly

one location and there is a separate tag for every word. To keep the cache and memory consistent,
) . ©zyBooks 05/16/25 23:11 2475274

a write-through scheme can be used, so that every write into the cache alsojgausesipemory to be

updated. The alternative to write-through is a write-back scheme thatfdgpiég &Blook ibackto

memory when it is replaced; we'll discuss this scheme further in upcoming sections.

To take advantage of spatial locality, a cache must have a block size larger than one word. The use
of a larger block decreases the miss rate and improves the efficiency of the cache hardware by
reducing the amount of tag storage relative to the amount of data storage in the cache. Although a
larger block size decreases the miss rate, it can also increase the miss penalty. If the miss penalty
increased linearly with the block size, larger blocks could easily lead to lower performance.

To avoid performance loss, the bandwidth of main memory is increased to transfer cache blocks
more efficiently. Common methods for increasing bandwidth external to the DRAM are making the
memory wider and interleaving. DRAM designers have steadily improved the interface between the
processor and memory to increase the bandwidth of burst mode transfers to reduce the cost of
larger cache block sizes.

PARTICIPATION

ACTIVITY 5.3.9: Check yourself: Cache design. L

The speed of the memory system affects the designer's decision on the size of the cache
block. Complete the following cache designer guidelines.

1) The shorter the memory latency, the D
_____the cache block.
) smaller
O larger
2) The higher the memory bandwidth, ]

the ____the cache block.

©zyBooks 05/16/25 23:11 2475274
() smaller Jaheim Attri

O larger FIUEEL4709CSpring2025

5.4 Measuring and improving cache
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performance

In this section, we begin by examining ways to measure and analyze cache performance. We then
explore two different techniques for improving cache performance. One focuses on reducing the
miss rate by reducing the probability that two different memory blocks will contend for the same
cache location. The second technique reduces the miss penalty @é%@p@ﬁr}@gg%@{ leyelto the
hierarchy. This technique, called multilevel caching, first appeared in high-enthsemputers selling for
more than $100,000 in 1990; since then it has become common on pefserdt Mdbile devices selling
for a few hundred dollars!

CPU time can be divided into the clock cycles that the CPU spends executing the program and the
clock cycles that the CPU spends waiting for the memory system. Normally, we assume that the
costs of cache accesses that are hits are part of the normal CPU execution cycles. Thus,

CPU time = (CPU execution clock cycles + Memory-stall clock cycles) x Clock cycl

The memory-stall clock cycles come primarily from cache misses, and we make that assumption
here. We also restrict the discussion to a simplified model of the memory system. In real
processors, the stalls generated by reads and writes can be quite complex, and accurate
performance prediction usually requires very detailed simulations of the processor and memory
system.

Memory-stall clock cycles can be defined as the sum of the stall cycles coming from reads plus
those coming from writes:

Memory-stall clock cycles = (Read-stall cycles + Write-stall cycles)

The read-stall cycles can be defined in terms of the number of read accesses per program, the
miss penalty in clock cycles for a read, and the read miss rate:

Reads
Read-stall cycles = ——  xRead miss rate X Read miss penalty
Program

Writes are more complicated. For a write-through scheme, we have two sources of stalls: write
misses, which usually require that we fetch the block before continuing the write (see the
Elaboration in COD Section 5.3 (The basics of caches) for more detalls on dealing with writes and
Ooks 05/16 23:1 247
write buffer stalls, which occur when the write buffer is full when a Write ocggﬁgi/% us; the cyc és

stalled for writes equal the sum of these two: FIUEEL4709CSpring2025

Writes

Write-stall cycles = (—
Program

X Write miss rate X Write miss penalty) +Write b

Because the write buffer stalls depend on the proximity of writes, and not just the frequency, it is
not possible to give a simple equation to compute such stalls. Fortunately, in systems with a
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reasonable write buffer depth (e.g., four or more words) and a memory capable of accepting writes
at a rate that significantly exceeds the average write frequency in programs (e.g., by a factor of 2),
the write buffer stalls will be small, and we can safely ignore them. If a system did not meet these
criteria, it would not be well designed; instead, the designer should have used either a deeper write
buffer or a write-back organization.

Write-back schemes also have potential additional stalls arising from the need to write a cache
block back to memory when the block is replaced. We will discus@%@%@?ﬁﬁ%@zt@}é&t?dﬁ@y@
common framework for memory hierarchy). F|UEELf7§9|rgSprirr:g2025

In most write-through cache organizations, the read and write miss penalties are the same (the
time to fetch the block from memory). If we assume that the write buffer stalls are negligible, we

can combine the reads and writes by using a single miss rate and the miss penalty:

Memory accesses . )
Y X Miss rate x Miss penalty

Memory-stall clock cycles =
Program

We can also factor this as

Instructions Misses

Memory-stall clock cycles = x Miss penalty

X
Program Instruction

Let's consider a simple example to help us understand the impact of cache performance on
processor performance.

Example 5.4.1: Calculating cache performance.

Assume the miss rate of an instruction cache is 2% and the miss rate of the data cache is
4%. If a processor has a CPI of 2 without any memory stalls, and the miss penalty is 100
cycles for all misses, determine how much faster a processor would run with a perfect
cache that never missed. Assume the frequency of all loads and stores is 36%.

Answer

The number of memory miss cycles for instructions in terms of the Instruction count (1) is

. . ©zyBooks 05/16/25 23:11 2475274
Instruction miss cycles = I x 2% x 100 =2.00 X Eheim Attri
FIUEEL4709CSpring2025

As the frequency of all loads and stores is 36%, we can find the number of memory miss
cycles for data references:

Data miss cycles = I x 36% x 4% x 100 = 1.44 x I

The total number of memory-stall cycles is 2.00 | + 1.44 | = 3.44 |. This is more than three
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cycles of memory stall per instruction. Accordingly, the total CPI including memory stalls
is 2+ 3.44 = 5.44. Since there is no change in instruction count or clock rate, the ratio of
the CPU execution times is

CPU time with stalls I x CPIgan x Clock cycle
CPU time with perfect cache I X CPlIerfect X Clock cycle

CPL.1 ©zyBooks 05/16/25 23:11 2475274
CPI— Jaheim Attri
perfect FIUEEL4709CSpring2025
5.44
2

The performance with the perfect cache is better by % = 2.72.

PARTICIPATION ) .
ACTIVITY 5.4.1: Calculating cache performance. L

Consider the example above.

1) The instruction cache miss rate is D
O 2%
O 4%
) 36%

2) The number of memory-stall cycles ]

for data misses in terms of the
instruction count () is ____

() Ix4% x 100
() 1x36% x 4%
() 1x36%x 4% x 100

3) Thetotal CPlis . ©zyBooks 05/16/25 23:11 24752@
Jaheim Attri
() 1.44 FIUEEL4709CSpring2025
() 3.44
() 544

What happens if the processor is made faster, but the memory system is not? The amount of time
spent on memory stalls will take up an increasing fraction of the execution time; Amdahl's Law,
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which we examined in COD Chapter 1 (Computer Abstractions and Technology), reminds us of this
fact. A few simple examples show how serious this problem can be. Suppose we speed-up the
computer in the previous example by reducing its CPI from 2 to 1 without changing the clock rate,
which might be done with an improved pipeline. The system with cache misses would then have a
CPlof 1+ 3.44 = 4.44, and the system with the perfect cache would be

4.44 )
—— = 4.44 times as fastozyBooks 05/16/25 23:11 2475274
1 Jaheim Attri

o ~ FIUEEL4709CSpring2025
The amount of execution time spent on memory stalls would have risen from

3.44

5.44 63%
1o

3.44

4.44 %

Similarly, increasing the clock rate without changing the memory system also increases the
performance lost due to cache misses.

The previous examples and equations assume that the hit time is not a factor in determining cache
performance. Clearly, if the hit time increases, the total time to access a word from the memory
system will increase, possibly causing an increase in the processor cycle time. Although we will see
additional examples of what can increase hit time shortly, one example is increasing the cache
size. A larger cache could clearly have a longer access time, just as, if your desk in the library was
very large (say, 3 square meters), it would take longer to locate a book on the desk. An increase in
hit time likely adds another stage to the pipeline, since it may take multiple cycles for a cache hit.
Although it is more complex to calculate the performance impact of a deeper pipeline, at some
point the increase in hit time for a larger cache could dominate the improvement in hit rate, leading
to a decrease in processor performance.

To capture the fact that the time to access data for both hits and misses affects performance,
designers sometimes use average memory access time (AMAT) as a way to examine alternative
cache designs. Average memory access time is the average time to access memory considering
both hits and misses and the frequency of different accesses; it is equal to the following:

. . . ©ﬁ[300k5 05/16/25 23:11 2475274
AMAT = Time for a hit + Miss rate x Miss penaltyn Atiri
FIUEEL4709CSpring2025

Example 5.4.2: Calculating average memory access time.

Find the AMAT for a processor with a 1 ns clock cycle time, a miss penalty of 20 clock
cycles, a miss rate of 0.05 misses per instruction, and a cache access time (including hit
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detection) of 1 clock cycle. Assume that the read and write miss penalties are the same
and ignore other write stalls.

Answer

The average memory access time per instruction is

AMAT = Time for a hit + Miss rate x 1\@1@@8%‘3‘&?@ 6/2523:11 2475274

eim Attri
— 1+ 0.05 x 20 FIUEEL4709CSpring2025
= 2 clock cycles
or2ns.
zéilT\',fT'sAmN 5.4.2: Affecting cache performance. G
1) If the clock rate is increased without D

changing the memory system, the
fraction of execution time due to
cache misses _____ relative to total
execution time.

() increases

() decreases

2) AMAT considers the average time to D
access data for .

() misses

(O both hits and misses

The next subsection discusses alternative cache organizations that decrease miss rate but may
sometimes increase hit time; additional examples appear in COD Section 5.16 (Fallacies and

pitfalls). ©zyBooks 05/16/25 23:11 2475274

Jaheim Attri
Reducing cache misses by more flexible placement of blockis-L4709CSpring2025

So far, when we place a block in the cache, we have used a simple placement scheme: A block can
go in exactly one place in the cache. As mentioned earlier, it is called direct mapped because there
is a direct mapping from any block address in memory to a single location in the upper level of the
hierarchy. However, there is actually a whole range of schemes for placing blocks. Direct mapped,
where a block can be placed in exactly one location, is at one extreme.
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At the other extreme is a scheme where a block can be placed in any location in the cache. Such a
scheme is called fully associative, because a block in memory may be associated with any entry in
the cache. To find a given block in a fully associative cache, all the entries in the cache must be
searched because a block can be placed in any one. To make the search practical, it is done in
parallel with a comparator associated with each cache entry. These comparators significantly
increase the hardware cost, effectively making fully associative placement practical only for caches

with small numbers of blocks. ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
Fully associative cache: A cache structure in which a block can be placetlifaR§ foeatdwin the
cache.

The middle range of designs between direct mapped and fully associative is called set associative.
In a set-associative cache, there are a fixed number of locations where each block can be placed. A
set-associative cache with n locations for a block is called an n-way set-associative cache. An n-
way set-associative cache consists of a number of sets, each of which consists of n blocks. Each
block in the memory maps to a unique set in the cache given by the index field, and a block can be
placed in any element of that set. Thus, a set-associative placement combines direct-mapped
placement and fully associative placement: a block is directly mapped into a set, and then all the
blocks in the set are searched for a match. For example, the figure below shows where block 12
may be placed in a cache with eight blocks total, according to the three block placement policies.

Set-associative cache: A cache that has a fixed number of locations (at least two) where each
block can be placed.

Figure 5.4.1: The location of a memory block whose addressis 12 in a
cache with eight blocks varies for direct-mapped, set-associative, and fully
associative placement (COD Figure 5.14).

In direct-mapped placement, there is only one cache block where memory block 12 can be
found, and that block is given by (12 modulo 8) = 4. In a two-way set-associative cache,

there would be four sets, and memory block 12 must be in set (12 mod 4) = 0; the memory
block could be in either element of the set. In a fully associativeplaceraartt, the Aiemory475274

block for block address 12 can appear in any of the eight cache bIOEFUSEEI:JA%h&irgST)t:irrigZOZS
Direct mapped Set associative Fully associative
Block# 01234567 Set# 0 1

Data ‘ I ‘ | ‘ Data I Data I
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Remember that in a direct-mapped cache, the position of a memory block is:givien Ayri
FIUEEL4709CSpring2025

(Block number) modulo (Number of blocks in the cache)
In a set-associative cache, the set containing a memory block is given by
(Block number) modulo (Number of sets in the cache)

Since the block may be placed in any element of the set, all the tags of all the elements of the set
must be searched. In a fully associative cache, the block can go anywhere, and all tags of all the
blocks in the cache must be searched.

PARTICIPATION

ACTIVITY 5.4.3: Mapping a memory block to different types of caches.

Assume a cache with 8 one-word blocks. Determine the cache position given the cache
configuration and memory block.

1) Cache configuration: Direct-mapped D
Memory block: 15
) Block #7
) Block #15
(O Any of the eight cache blocks
2) Cache configuration: Two-way set- G

associative
Memory block: 15

() Set #7
©zyBooks 05/16/25 23:11 2475274

() Set #3 Jaheim Attri
. FIUEEL4709CSpring2025
() Any of the eight cache blocks

3) Cache configuration: Fully associative D
Memory block: 15

() Block #7
() Set #3
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(O Any of the eight cache blocks

We can also think of all block placement strategies as a variation on set associativity. The figure
below shows the possible associativity structures for an eight-block cache. A direct-mapped cache
is simply a one-way set-associative cache: each cache entry holds one block and each set has one
element. A fully associative cache with m entries is simply an m-way set-associative cache; it has
one set with m blocks, and an entry can reside in any block withi®thabvset.05/16/25 23:11 2475274

Jaheim Attri
5.4.4: An eight-block cache configured as direct mapped; twWovay'$&§202°
PARTICIPATION iative. f e dfull . COD Fi
ACTIVITY associative, four-way set associative, and fully associative ( Igure
5.15).
One-way set associative
(direct mapped)
Block Tag Data
0 Two-way set associative
1 Set Tag Data Tag Data
2 0
3 1
4 2
5 3
6
7

Four-way set associative
Set Tag Data Tag Data Tag Data Tag Data
0

1

Eight way set associative (fully associative)
Tag Data Tag Data Tag Data Tag Data Tag Data Tag Data Tag Data Tag Data

©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
FIUEEL4709CSpring2025

Animation content:

Static figure: An 8-block cache is configured in 4 different associativities. The one-way set-
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associative cache (direct mapped) has 8 blocks indexed from 0 to 7, and each block contains a
tag and a data value. A two-way set-associative cache has 4 sets indexed from 0 to 3, with each
set containing 2 blocks. A four-way set-associative cache has 2 sets indexed from 0 to 1, with
each set containing 4 blocks. An eight-way set-associative cache (fully associative) has one set,
and all 8 blocks are contained within the one set.

Step 1: An eight-block cache can be configured with different associativities.

The 8-block cache appears. ©zyBooks 05/16/25 23:11 2475274
Step 2: A direct-mapped cache is simply a one-way set-associative cacheleashcache entry
holds one block and each set has one element. FIUEEL4709CSpring2025

A one-way set-associative cache with one tag and data value per block is identified as a direct
mapped cache.

Step 3: Increasing the associativity decreases the number of sets while increasing the number of
elements per set.

A two-way set-associative cache contains four sets, with 2 blocks per set. Thus, each set
contains 2 data values with 2 tags, one for each of the data values.

Step 4: A four-way set-associative cache contains two sets; each entry set has four elements.

A four-way set-associative cache contains two sets, with 4 blocks per set. Thus, each set
contains 4 data values, with 4 tags, one for each of the data values.

Step 5: With eight blocks, an eight-way set-associative cache is the same as a fully associative
cache.

An eight-way set-associative cache contains one set, with all 8 blocks in the set. Thus, the set
contains 8 tags, one for each of the data values. Since all blocks are contained within one set, it is
the same as a fully associative cache.

Animation captions:

1. An eight-block cache can be configured with different associativities.

2. A direct-mapped cache is simply a one-way set-associative cache: each cache entry holds
one block and each set has one element.

3. Increasing the associativity decreases the number of sets while increasing the number of
elements per set. A two-way set-associative cache contains four sets; each entry set has
two elements.

4. A four-way set-associative cache contains two sets; each entry set has four elements.

5. With eight blocks, an eight-way set-associative cache is the same as a fully associative
cache. ©zyBooks 05/16/25 23:11 2475274

Jaheim Attri
FIUEEL4709CSpring2025
The total size of the cache in blocks is equal to the number of sets times the associativity. Thus, for
a fixed cache size, increasing the associativity decreases the number of sets while increasing the
number of elements per set. With eight blocks, an eight-way set-associative cache is the same as a
fully associative cache.

The advantage of increasing the degree of associativity is that it usually decreases the miss rate,
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as the next example shows. The main disadvantage, which we discuss in more detail shortly, is a
potential increase in the hit time.

Example 5.4.3: Misses and associativity in caches.

Assume there are three small caches, each consisting of four engwerd bg)q:gﬁzmﬂagzmszm
is fully associative, a second is two-way set-associative, and the third i |s dJ@@ﬂfﬁﬁ He

| EL4709CS r|n%20]25
Find the number of misses for each cache organization given the following seq ue

block addresses: 0, 8, 0, 6, and 8.
Answer

The direct-mapped case is easiest. First, let's determine to which cache block each block
address maps:

0 (O modulo 4) = 0
(5] (6 modulo 4) = 2
8 (8 modulo 4) =

Now we can fill in the cache contents after each reference, using a blank entry to mean
that the block is invalid, colored text to show a new entry added to the cache for the
associated reference, and plain text to show an old entry in the cache:

-E Contents of cache blocks after reference
----.

0 miss Memor

8 miss .m@ 18]

0 miss Memory[0)

8 miss Memory{0] Memory[6)
8 miss ' Memory(8) l Memory[6] I

The direct-mapped cache generates five misses for the five accesses.

The set-associative cache has two sets (with indices 0 and 1) with two elements per set.

Let's first determine to which set each block address maps:
©zyBooks 05/16/25 23:11 2475274

T T Jahelm At
FIUEEL4709CSpring2025
, (O modulo 2) =
6 | (6 modulo 2) =
(8 modulo 2) = 0

Because we have a choice of which entry in a set to replace on a miss, we need a
replacement rule. Set-associative caches usually replace the least recently used block
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within a set; that is, the block that was used furthest in the past is replaced. (We will
discuss other replacement rules in more detail shortly.) Using this replacement rule, the
contents of the set-associative cache after each reference looks like this:

Address of memory Contents of cache blocks after reference
|_Set0 | Set0o | Seti | Seti

| 0 ‘ miss | Memonry[O] | | |
8 { miss | Memory[0] | Memory8] |  ©zyBooks 05/16/25|23:11 2475274
0 hit Memory[0] | Memory(8] Jaheim Attri
z miss | Memory(0] A Memory(6] | FIUEEL4709CSpring2025
8 miss | Memory(8] - Memory({6) . '

Notice that when block 6 is referenced, it replaces block 8, since block 8 has been less
recently referenced than block 0. The two-way set-associative cache has four misses, one
less than the direct-mapped cache.

The fully associative cache has four cache blocks (in a single set); any memory block can
be stored in any cache block. The fully associative cache has the best performance, with
only three misses:

Address of memory Contents of cache blocks after reference
El:mm

0 miss Memory[0]

8 miss Memory[0] Memory(8]

0 hit Memory[0] Memory[8]

6 miss Memory[0] Memory[8] Memory{6]
8 hit Memory[0] Memory[8] Memory{6]

For this series of references, three misses is the best we can do, because three unique
block addresses are accessed. Notice that if we had eight blocks in the cache, there would
be no replacements in the two-way set-associative cache (check this for yourself), and it
would have the same number of misses as the fully associative cache. Similarly, if we had
16 blocks, all 3 caches would have the same number of misses. Even this trivial example
shows that cache size and associativity are not independent in determining cache
performance.

How much of a reduction in the miss rate is achieved by associativity? e figure below showsthe
improvement for a 64 KiB data cache with a 16-word block, and associativitiarangiagrfrom direct

mapped to eight-way. Going from one-way to two-way associativity detrease& tHe RS 4te by
about 15%, but there is little further improvement in going to higher associativity.

Figure 5.4.2: The data cache miss rates for an organization like the Intrinsity
FastMATH processor for SPEC CPU2000 benchmarks with associativity
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varying from one-way to eight-way (COD Figure 5.16).

These results for 10 SPEC CPU2000 programs are from Hennessy and Patterson

(2003).
| Mssociativiy | Datawharwe  KRVIEIWN

1 10.3% Jaheim Attri
? 8.6% FTUEELA709CSpring2025
4 8.3%
8 8.1%

PARTICIPATION . . .

ACTIVITY 5.4.5: Misses in a direct-mapped cache.

Assume a direct-mapped cache with 8 one-word blocks. Given the following sequence of
block addresses, indicate if each request results in a cache hit or miss: 1,9, 6, 5, 1, 6.

Cache block mapping:
e Block address 1 maps to cache block 1
e Block address 5 maps to cache block 5

e Block address 6 maps to cache block 6
¢ Block address 9 maps to cache block 1

1) Memory block 1 D
O Hit
() Miss

2) Memory block 9 ]
O Hit
) Miss

3) Memory block 6 ©2yBooks 05/16/25 23:11 2475274)

. Jaheim Attri
O Hit FIUEEL4709CSpring2025

() Miss

4) Memory block 5 D
O Hit
() Miss
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5) Memory block 1
O Hit
) Miss

6) Memory block 6
O Hit
) Miss

PARTICIPATION
ACTIVITY
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]

]

©zyBooks 05/16/25 23:11 2475274

Jaheim Attri
FIUEEL4709CSpring2025

5.4.6: Misses in a two-way set associative cache.

Assume a two-way set-associative cache with 8-one word blocks. Given the following

sequence of block addresses, indicate if each request results in a cache hit or miss: 1, 9, 6,

51,6.

Cache set mapping:
e Block address 1 maps to cache set 1
¢ Block address 5 maps to cache set 1

¢ Block address 6 maps to cache set 2
e Block address 9 maps to cache set 1

1) Memory block 1
() Hit
() Miss

2) Memory block 9
() Hit
) Miss

3) Memory block 6
() Hit
) Miss

4) Memory block 5
() Hit
) Miss

5) Memory block 1
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() Hit
() Miss

6) Memory block 6 ]
O Hit
) Miss ©zyBooks 05/16/25 23:11 2475274

Jaheim Attri
FIUEEL4709CSpring2025

PARTICIPATION e : .
ACTIVITY 5.4.7: Misses in a fully associative cache.

Assume a fully associative cache with 8-one word blocks. Given the following sequence
of block addresses, indicate if each request results in a cache hit or miss: 1,9, 6, 5, 1, 6.

1) Memory block 1 D
O Hit
) Miss

2) Memory block 9 D
O Hit
) Miss

3) Memory block 6 ]
O Hit
) Miss

4) Memory block 5 D
O Hit
) Miss

5) Memory block 1 ]
() Hit ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
) Miss FIUEEL4709CSpring2025
6) Memory block 6 ]
O Hit
) Miss
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Locating a block in the cache

Now, let's consider the task of finding a block in a cache that is set associative. Just as in a direct-
mapped cache, each block in a set-associative cache includes an address tag that gives the block
address. The tag of every cache block within the appropriate set is checked to see if it matches the
block address from the processor. The figure below decompose%@th% aq<dr8§§1 6/9@ %dﬁ( f}g%i
used to select the set containing the address of interest, and the tags of all 1heblogksiin the set
must be searched. Because speed is of the essence, all the tags in thélselectéePsétrarasearched in
parallel. As in a fully associative cache, a sequential search would make the hit time of a set-
associative cache too slow.

Figure 5.4.3: The three portions of an address in a set-associative or direct-
mapped cache (COD Figure 5.17).

The index is used to select the set, then the tag is used to choose the block by comparison
with the blocks in the selected set. The block offset is the address of the desired data
within the block.

| Tag ] Index [ Block offset |

If the total cache size is kept the same, increasing the associativity increases the number of blocks
per set, which is the number of simultaneous compares needed to perform the search in parallel:
each increase by a factor of 2 in associativity doubles the number of blocks per set and halves the
number of sets. Accordingly, each factor-of-2 increase in associativity decreases the size of the
index by 1 bit and increases the size of the tag by 1 bit. In a fully associative cache, there is
effectively only one set, and all the blocks must be checked in parallel. Thus, there is no index, and
the entire address, excluding the block offset, is compared against the tag of every block. In other
words, we search the entire cache without any indexing.

In a direct-mapped cache, only a single comparator is needed, because the entry can be in only one
block, and we access the cache simply by indexing. The figure below shows that in a four-way set-
associative cache, four comparators are needed, together with a@zt’@qohﬁtﬂ’éﬂlék%'ﬁé thabge?/4
among the four potential members of the selected set. The cache ac%§ﬁg9§g%n§§f |5g§2gng the
appropriate set and then searching the tags of the set. The costs of an associative cache are the
extra comparators and any delay imposed by having to do the compare and select from among the

elements of the set.

Figure 5.4.4: The implementation of a four-way set-associative cache
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requires four comparators and a 4-to-1 multiplexor (COD Figure 5.18).

The comparators determine which element of the selected set (if any) matches the tag.

The output of the comparators is used to select the data from one of the four blocks of the
indexed set, using a multiplexor with a decoded select signal. In some implementations,

the Output enable signals on the data portions of the cache RAMs can be used to select

the entry in the set that drives the output. The Output enable si%ﬁ%ﬁ;%%kr%ggéﬁgﬁf’z\%%ﬂ 2475274
comparators, causing the element that matches to drive the data oatpets4ThiS Spring2025

organization eliminates the need for the multiplexor.

Address
3130---12111098--:3210

I ]

422 48
Tag
Index
Index V Tag Data V Tag Data V Tag Data V Tag Data
0
1
2
p

253
254
255

J22 |32

. I

4-to-1 multiplexor,

Hit Data

The choice among direct-mapped, set-associative, or fully associative mapping in any memory
hierarchy will depend on the cost of a miss versus the cost of implererkirg assasiativityy hoih/in

. . Jaheim Attri
time and in extra hardware. FIUEEL4709CSpring2025

Elaboration

A Content Addressable Memory (CAM) is a circuit that combines comparison and
storage in a single device. Instead of supplying an address and reading a word like a
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RAM, you supply the data and the CAM looks to see if it has a copy and returns the
index of the matching row. CAMs mean that cache designers can afford to implement
much higher set associativity than if they needed to build the hardware out of SRAMs
and comparators. In 2020, the greater size and power of CAM generally leads to 2-
way and 4-way set associativity being built from standard SRAMs and comparators,
with 8-way and above built using CAMS.

©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
FIUEEL4709CSpring2025

Choosing which block to replace

When a miss occurs in a direct-mapped cache, the requested block can go in exactly one position,
and the block occupying that position must be replaced. In an associative cache, we have a choice
of where to place the requested block, and hence a choice of which block to replace. In a fully
associative cache, all blocks are candidates for replacement. In a set-associative cache, we must
choose among the blocks in the selected set.

The most commonly used scheme is least recently used (LRU), which we used in the previous
example. In an LRU scheme, the block replaced is the one that has been unused for the longest
time. The earlier set associative example (Misses and associativity in caches) uses LRU, which is
why we replaced Memory(0) instead of Memory(6).

Least recently used (LRU): A replacement scheme in which the block replaced is the one that
has been unused for the longest time.

LRU replacement is implemented by keeping track of when each element in a set was used relative
to the other elements in the set. For a two-way set-associative cache, tracking when the two
elements were used can be implemented by keeping a single bit in each set and setting the bit to
indicate an element whenever that element is referenced. As associativity increases, implementing
LRU gets harder; in COD Section 5.8 (A common framework for memory hierarchy), we will see an
alternative scheme for replacement.

Example 5.4.4: Size of tags versus set associativity.

©zyBooks 05/16/25 23:11 2475274

Increasing associativity requires more comparators and more tag bﬂg@gﬁ%@@gﬁ‘ﬁg&o%
Assuming a cache of 4096 blocks, a 4-word block size, and a 32-bit address, find the total
number of sets and the total number of tag bits for caches that are direct mapped, two-
way and four-way set associative, and fully associative.

Answer
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Since there are 16 (= 2%) bytes per block, a 32-bit address yields 32 - 4 = 28 bits to be used
for index and tag. The direct-mapped cache has the same number of sets as blocks, and
hence 12 bits of index, since log,(4096) = 12; hence, the total number is (28 - 12) x 4096 =
16 x 4096 = 66 K tag bits.

Each degree of associativity decreases the number of sets by a factor of 2 and thus

decreases the number of bits used to index the cache by 1 and increases the number of

bits in the tag by 1. Thus, for a two-way set-associative cache, #gFeare Q@)’4@/§ét§tt3aHoQﬂw7e5274
elim I

total number of tag bits is (28 - 11) x 2 x 2048 = 34 x 2048 = 70 K tqu@@gj%@@sf&wgwfs

set-associative cache, the total number of sets is 1024, and the total number is (28 - 10) x

4 x 1024 =72 x 1024 = 74 K tag bits.

For a fully associative cache, there is only one set with 4096 blocks, and the tag is 28 bits,
leading to 28 x 4096 x 1 = 115 K tag bits.

Zﬁ:IT\',fT'sATION 5.4.8: Finding and replacing a block in a cache. L
1) The ___ of every cache block within D

the appropriate set of a set-
associative cache is checked for a
match against the memory block
address.

() index
O tag
() block offset

2) A four-way set-associative cache with D
32-one word blocks requires ______
comparators to compare the tags of
each element within the set.

O 4
8
©zyBooks 05/16/25 23:11 2475274
) 32 Jaheim Attri
FIUEEL4709CSpring2025
3) A direct mapped cache with 32-one D

word blocks requires _____
comparator(s) to compare the tags of
of an element with the memory block
address.

O1
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32

4) Which block in the cache is replaced D
by memory block 297

Cache configuration: 4-way set-

associative cache with 8-one word

blocks ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri

Replacement scheme: LRU FIUEEL4709CSpring2025

Sequence of previously accessed

block addresses: 5, 13,21, 13,5

(Note: All memory block addresses

map to cache set 1)

) Meml[5]
) Mem[13]
O Mem|[21]

None. An elementinset 1is
() unused, so Mem[29] is placed in
the fourth element of set 1.

Reducing the miss penalty using multilevel caches

All modern computers make use of caches. To close the gap further between the fast clock rates
of modern processors and the increasingly long time required to access DRAMS, most
microprocessors support an additional level of caching. This second-level cache is normally on the
same chip and is accessed whenever a miss occurs in the primary cache. If the second-level cache
contains the desired data, the miss penalty for the first-level cache will be essentially the access
time of the second-level cache, which will be much less than the access time of main memory. If
neither the primary nor the secondary cache contains the data, a main memory access is required,
and a larger miss penalty is incurred.

How significant is the performance improvement from the use of a secondary cache? The next
example shows us.

©zyBooks 05/16/25 23:11 2475274
) Jaheim Attri
Example 5.4.5: Performance of multilevel caches.  FIUEEL4709CSpring2025

Suppose we have a processor with a base CPI of 1.0, assuming all references hit in the

primary cache, and a clock rate of 4 GHz. Assume a main memory access time of 100 ns,
including all the miss handling. Suppose the miss rate per instruction at the primary cache
is 2%. How much faster will the processor be if we add a secondary cache that has a 5 ns
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access time for either a hit or a miss and is large enough to reduce the miss rate to main
memory to 0.5%7

Answer

The miss penalty to main memory is

100 ns ©zyBooks 05/16/25 23:11 2475274
s = 400 clock cycles Jaheim Attri
0.25 FIUEEL4709CSpring2025

clock cycle

The effective CPI with one level of caching is given by
Total CPI = Base CPI + Memory-stall cycles per instruction

For the processor with one level of caching.

Total CPI = 1.0+Memory-stall cycles per instruction
= 1.0+ 2% x 400
=9
With two levels of caching, a miss in the primary (or first-level) cache can be satisfied either

by the secondary cache or by main memory. The miss penalty for an access to the second-
level cache is

5 ns
0.25 =—=

clock cycle

= 20 clock cycles

If the miss is satisfied in the secondary cache, then this is the entire miss penalty. If the
miss needs to go to main memory, then the total miss penalty is the sum of the secondary
cache access time and the main memory access time.

Thus, for a two-level cache, total CPI is the sum of the stall cycles from both levels of cache
and the base CPI:

Total CPI = 14+Primary stalls per instruction 4+ Secondary stalls per instruction

— ©zyBooks 05/16/25 23:11 2475274
=142% x 20 + 0.5% x 400 O
=14+0.4+2.0 FIUEEL4709CSpring2025
=34

Thus, the processor with the secondary cache is faster by
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9.0

— =2.
3.4 6

Alternatively, we could have computed the stall cycles by summing the stall cycles of those
references that hit in the secondary cache ((2% - 0.5%) x 20 = 0.3). Those references that go
to main memory, which must include the cost to access the secondary cache as well as the
main memory access time, are (0.5% x (20 + 400) = 2.1). The 3(8598(1)0@(;@3)3] £/2:,15,:39810597.4

3.4. Jaheim Attri
FIUEEL4709CSpring2025

The design considerations for a primary and secondary cache are significantly different, because
the presence of the other cache changes the best choice versus a single-level cache. In particular, a
two-level cache structure allows the primary cache to focus on minimizing hit time to yield a
shorter clock cycle or fewer pipeline stages, while allowing the secondary cache to focus on miss
rate to reduce the penalty of long memory access times.

The effect of these changes on the two caches can be seen by comparing each cache to the
optimal design for a single level of cache. In comparison to a single-level cache, the primary cache
of a multilevel cache is often smaller. Furthermore, the primary cache may use a smaller block size,
to go with the smaller cache size and also to reduce the miss penalty. In comparison, the
secondary cache will be much larger than in a single-level cache, since the access time of the
secondary cache is less critical. With a larger total size, the secondary cache may use a larger
block size than appropriate with a single-level cache. It often uses higher associativity than the
primary cache given the focus of reducing miss rates.

Multilevel cache: A memory hierarchy with multiple levels of caches, rather than just a cache
and main memory.

Understanding program performance

Sorting has been exhaustively analyzed to find better algorithms: Bubble Sort,

Quicksort, Radix Sort, and so on. ltem a in the figure below shows instructions

executed by item searched for Radix Sort versus Quicksort@ﬂBeoxoggcQ[?aﬁji/pﬁﬁzf’gy 2475274
arrays, Radix Sort has an algorithmic advantage over Quicksort MUermis afCrimbern25

of operations. Item b in the figure below shows time per key instead of instructions
executed. We see that the lines start on the same trajectory as in item a in the

figure below, but then the Radix Sort line diverges as the data to sort increases.

What is going on? Item ¢ in the figure below answers by looking at the cache

misses per item sorted: Quicksort consistently has many fewer misses per item to

be sorted.
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Alas, standard algorithmic analysis often ignores the impact of the memory
hierarchy. As faster clock rates and Moore's Law allowed architects to squeeze all
of the performance out of a stream of instructions, using the memory hierarchy
well is critical to high performance. As we said in the introduction, understanding
the behavior of the memory hierarchy is critical to understanding the performance
of programs on today's computers.

©zyBooks 05/16/25 23:11 2475274

Jahei

m Attri

FIUEEL4709CSpring2025

Figure 5.4.5: Comparing Quicksort and Radix Sort (a) instructions executed
per item sorted, (b) time per item sorted, and (c) cache misses per item
sorted (COD Figure 5.19).

This data is from a paper by LaMarca and Ladner [1996]. Due to such results, new
versions of Radix Sort have been invented that take memory hierarchy into account, to
regain its algorithmic advantages (see COD Section 5.16 (Fallacies and pitfalls)). The basic
idea of cache optimizations is to use all the data in a block repeatedly before it is replaced

on a miss.

Instructions/item

Clock cycles/item

1200

1000 -

800 -

600 -

400

200 -

Radix Sort

Quicksort

2000

4 8 16 32 64 128 256 512 1024 2048.4096
Size (K items to sort)
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400
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0 T T T T T T T T T T L
4 8 16 32 64 128 256 512 1024 2048 4096
b. Size (K items to sort)
5
Radix Sort
4 -
§ ©zyBooks 05/16{/25 23:11 2475274
% 34 Jahejm Attri
§ FIUEEL4709CSpring2025
=
2 27
o
«
O
14
Quicksort
0 T T L] T L] T T 1] T ]
4 8 16 32 64 128 256 512 1024 2048 4096
c. Size (K items to sort)
PARTICIPATION . .
ACTIVITY 5.4.9: Cache miss penalty.
1) The second-level cache in a multi- ]

level cache is typically used to reduce
the multi-level cache's _____.

() hit time
() miss penalty

2) Refer to the above figure (COD Figure D
5.19 (Comparing Quicksort and Radix
Sort ...)). As the number of items to
sort increases, Radix Sort requires
__ clock cycles compared to

Quicksort.
O fewer
O th ©zyBooks 05/16/25 23:11 2475274
© same Jaheim Attri
() more FIUEEL4709CSpring2025

Software optimization via blocking

Given the importance of the memory hierarchy to program performance, not surprisingly many
software optimizations were invented that can dramatically improve performance by reusing data
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within the cache and hence lower miss rates due to improved temporal locality.

When dealing with arrays, we can get good performance from the memory system if we store the
array in memory so that accesses to the array are sequential in memory. Suppose that we are

dealing with multiple arrays, however, with some arrays accessed by rows and some by columns.
Storing the arrays row-by-row (called row major order) or column-by-column (column major order)

does not solve the problem because both rows and columns are used in every loop iteration.

. . ©zyBooks 05/16/25 23:11 2475274
Instead of operating on entire rows or columns of an array, blocked algorithpas©perate on

submatrices or blocks. The goal is to maximize accesses to the data [0d8edifitethe caéRébefore
the data are replaced; that is, improve temporal locality to reduce cache misses.

For example, the inner loops of DGEMM (lines 4 through 9 of COD Figure 3.22 (Unoptimized C
version of a double precision matrix multiply ...)) are

for (int j = 0; J < n; ++3j) {
double cij = C[i1 + j * n]; /* cij = C[i][J] */

for(int k = 0; k < n; k++ )
cij += A[1 + k * n] * B[k + 7 * n]; /* cij += A[1i][k]1*B[k][J] */

Cli +3J * n] = cij; /* Cli][J] = cij */

It reads all N-by-N elements of B, reads the same N elements in what corresponds to one row of A
repeatedly, and writes what corresponds to one row of N elements of C. (The comments make the
rows and columns of the matrices easier to identify.) The figure below gives a snapshot of the
accesses to the three arrays. A dark shade indicates a recent access, a light shade indicates an
older access, and white means not yet accessed.

Figure 5.4.6: A snapshot of three arrays C, A,and Bwhen N =6 and i =1
(COD Figure 5.20).

The age of accesses to the array elements is indicated by shac&%gg@s@gﬁ@ﬁo}@{ﬂ 0475974
touched, light means older accesses, and dark means newer accesses. Comparédto COD

Figure 5.22 (The age of accesses to the arrays C, A, and B when BL@'@&%?@Q%P@@%%S
of A and B are read repeatedly to calculate new elements of x. The variables 1, §, and k
are shown along the rows or columns used to access the arrays.
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The number of capacity misses clearly depends on N and the size of theCacHE F TPEARTAH all
three N-by-N matrices, then all is well, provided there are no cache conflicts. We purposely picked

the matrix size of DGEMM for COD Chapters 3 (Arithmetic for Computers) and 4 (The Processor)
so that this would be the case.

If the cache can hold one N-by-N matrix and one row of N, then at least the ith row of A and the
array B may stay in the cache. Less than that and misses may occur for both B and C. In the worst
case, there would be 2 N° + N2 memory words accessed for N° operations.

To ensure that the elements being accessed can fit in the cache, the original code is changed to
compute on a submatrix. Hence, we essentially invoke the version of DGEMM from COD Figure
4.78 (Optimized C version of DGEMM using C intrinsics ...) repeatedly on matrices of size
BLOCKSIZE by BLOCKSIZE. BLOCKSIZE is called the blocking factor.

The figure below shows the blocked version of DGEMM. The function do_block is DGEMM from
COD Figure 3.22 (Unoptimized C version of a double precision matrix multiply ...) with three new
parameters si, sj, and sk to specify the starting position of each submatrix of A, B,and c. The
two inner loops of the do_block now compute in steps of size BLOCKSIZE rather than the full
length of B and C. The gcc optimizer removes any function call overhead by "inlining" the function;

that is, it inserts the code directly to avoid the conventional parameter passing and return address
bookkeeping instructions.

Figure 5.4.7: Cache blocked version of DGEMM (COD Figure 5.21).

Assume C is initialized to zero. The do_block function is basically DGEMM from COD Chapter 3
(Arithmetic for Computers) with new parameters to specify the starting positions of the
submatrices of BLOCKSIZE. The gcc optimizer can remove th@fupoticriéyeshieadinstrdctions by

. . Jaheim Attri
inlining the do_block function. FIUEEL4709CSpring2025

1 #define BLOCKSIZE 32
2 void do block (int n, int si, int sj, int sk, double *A,
3 double *B, double *C)
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(int 1 = si; 1 < si+BLOCKSIZE; ++1i)

(int j = sj; J < sJj+BLOCKSIZE; ++7)

{
double cij = C[1 + J*n]l; /* cij = Cl[i]1[]J] */
for(int k = sk; k < sk+BLOCKSIZE; k++)

cij += A[i+k*n] * B[k+j*RF:Books B/ eLR P31 RIFBIM |-
L y - L Jaheim Attri
Clit3*n] = cij; /* CUIII] = ci30eEL4709CSpring2025

(int n, double* A, double* B, double* C)

(int sjJ = 0; sj < n; sj += BLOCKSIZE)

(int si = 0; si < n; si += BLOCKSIZE)
for (int sk = 0; sk < n; sk += BLOCKSIZE)
do block(n, si, sj, sk, A, B, C);

The figure below illustrates the accesses to the three arrays using blocking. Looking only at
capacity misses, the total number of memory words accessed is 2 N°/BLOCKSIZE + N2 . This
total is an improvement by about a factor of BLOCKSIZE. Hence, blocking exploits a combination
of spatial and temporal locality, since A benefits from spatial locality and B benefits from temporal
locality. Depending on the computer and size of the matrices, blocking can improve performance

by about a factor of 2 to more than a factor of 10 (see Section 5.14).

Figure 5.4.8: The age of accesses to the arrays C, A, and B when
BLOCKSIZE = 3 (COD Figure 5.22).

Note that, in contrast to COD Figure 5.20 (A snapshot of the three arrays C, A, and B when
N=6andi=1), fewer elements are accessed.

©zyBooks 05/16/25 23:11 2475274
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Although we have aimed at reducing cache misses, blocking can also be used to help register

allocation. By taking a small blogking , such that thg block can b%@?@o@sreo@ﬁtg/@s\%??sz%@%ize
the number of loads and stores in the program, which also improves performaaaee atri
FIUEEL4709CSpring2025

PARTICIPATION
ACTIVITY 5.4.10: Cache blocked DGEMM example.
1) The cache blocked version of D

DGEMM improves performance by
operating on submatrices, rather than
operating on entire rows or columns
of an array.

O True
() False

2) Callstodo block () degrade ]
performance due to parameter
passing and return address
bookkeeping instructions associated
with function calls.

) True
() False

3) The performance of the cached D
blocked version of DGEMM is halved
for the largest matrix.

O True
) False
©zyBooks 05/16/2523:11 2475274
Jaheim Attri
Flaboration FIUEEL4709CSpring2025

Multilevel caches create several complications. First, there are now several different
types of misses and corresponding miss rates. In the previous example (Performance
of multilevel caches), we saw the primary cache miss rate and the global miss rate—
the fraction of references that missed in all cache levels. There is also a miss rate for
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the secondary cache, which is the ratio of all misses in the secondary cache divided

by the number of accesses to it. This miss rate is called the local miss rate of the

secondary cache. Because the primary cache filters accesses, especially those with

good spatial and temporal locality, the local miss rate of the secondary cache is much

higher than the global miss rate. For this example, we can compute the local miss

rate of the secondary cache as 0.5%/2% = 25%! Luckily, the global miss rate dictates

how often we must access the main memory. ©zyBooks 05/16/25 23:11 2475274

Jaheim Attri
FIUEEL4709CSpring2025

Global miss rate: The fraction of references that miss in all levels of a multilevel cache.

Local miss rate: The fraction of references to one level of a cache that miss; used in multilevel
hierarchies.

Elaboration

With out-of-order processors (see COD Chapter 4 (The Processor)), performance is more comple
since they execute instructions during the miss penalty. Instead of instruction miss rates and dat
rates, we use misses per instruction, and this formula:

Memory - stall cycles ~ Misses

- = — X (Total miss latency — Overlapped mis:
Instruction Instruction

There is no general way to calculate overlapped miss latency, so evaluations of memory hierarch.
out-of-order processors inevitably require simulation of the processor and the memory hierarchy.
by seeing the execution of the processor during each miss can we see if the processor stalls wai
for data or simply finds other work to do. A guideline is that the processor often hides the miss p:
for an L1 cache miss that hits in the L2 cache, but it rarely hides a miss to the L2 cache.

©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
FIUEEL4709CSpring2025

Elaboration

The performance challenge for algorithms is that the memory hierarchy varies
between different implementations of the same architecture in cache size,
associativity, block size, and number of caches. To cope with such variability, some
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recent numerical libraries parameterize their algorithms and then search the
parameter space at runtime to find the best combination for a particular computer.
This approach is called autotuning.
©zyBooks 05/16/25 23:11 2475
PARTICIPATION .
ACTIVITY 5.4.11: Check yourself: Multi-level caches. Jaheim Attri
FIUEEL4709CSpring2025
1) First-level caches are more concerned G
about ___.
hit time
miss rate
2) Second-level caches are more D
concerned about .
hit time
miss rate
Summary

In this section, we focused on four topics: cache performance, using associativity to reduce miss
rates, the use of multilevel cache hierarchies to reduce miss penalties, and software optimizations
to improve effectiveness of caches.

The memory system has a significant effect on program execution time. The number of memory-
stall cycles depends on both the miss rate and the miss penalty. The challenge, as we will see in
COD Section 5.8 (A common framework for memory hierarchy), is to reduce one of these factors
without significantly affecting other critical factors in the memory hierarchy.

To reduce the miss rate, we examined the use of associative placement schemes. Such schemes
can reduce the miss rate of a cache by allowing more flexible placement of blocks within the
cache. Fully associative schemes allow blocks to be placed anywhere, but also require that every
block in the cache be searched to satisfy a request. The higher costs make Iar%e fully associative

. . e . ©zyBooks 05/16/25 23:11 2475274
caches impractical. Set-associative caches are a practical alternative, since we.need only search
among the elements of a unique set that is chosen by indexing. Set-aggagiativeocachestiave higher
miss rates but are faster to access. The amount of associativity that yields the best performance

depends on both the technology and the details of the implementation.

We looked at multilevel caches as a technique to reduce the miss penalty by allowing a larger
secondary cache to handle misses to the primary cache. Second-level caches have become
commonplace as designers find that limited silicon and the goals of high clock rates prevent

5/16/2025, 11:52 PM



zyBooks https://learn.zybooks.com/zybook/FIUEEL4709CSpring2025/chapter/5/print

primary caches from becoming large. The secondary cache, which is often ten or more times
larger than the primary cache, handles many accesses that miss in the primary cache. In such
cases, the miss penalty is that of the access time to the secondary cache (typically < 10 processor
cycles) versus the access time to memory (typically > 100 processor cycles). As with associativity,
the design tradeoffs between the size of the secondary cache and its access time depend on a
number of aspects of the implementation.

Finally, given the importance of the memory hierarchy in performanéewe %ﬁ@@é&zﬁdw 16/cHdrge
algorithms to improve cache behavior, with blocking being an importw@@gﬁa@@%ﬁﬁgaﬁalmg
with large arrays.

5.5 Dependable memory hierarchy

Implicit in all the prior discussion is that the memory hierarchy doesn't forget. Fast ﬂl____
but undependable is not very attractive. As we learned in COD Chapter 1

(Computer Abstractions and Technology), the one great idea for dependability is

redundancy. In this section we'll first go over the terms to define terms and

measures associated with failure, and then show how redundancy can make nearly unforgettable
memories.

DEPENDABILITY

Defining failure

We start with an assumption that you have a specification of proper service. Users can then see a
system alternating between two states of delivered service with respect to the service
specification:

1. Service accomplishment, where the service is delivered as specified
2. Service interruption, where the delivered service is different from the specified service

Transitions from state 1 to state 2 are caused by failures, and transitions from state 2 to state 1 are
called restorations. Failures can be permanent or intermittent. The latter is the more difficult case; it
is harder to diagnose the problem when a system oscillates between the two states. Permanent
failures are far easier to diagnose.

This definition leads to two related terms: reliability and availabilig. B0k 05/16/95 9311 2475074
zyBooks :

Reliability is a measure of the continuous service accomplishment—or, egui@@f@ﬁﬂ Vof the time to
failure—from a reference point. Hence, mean time to failure (MTTF) is o Yefiabil ?/Cm SR related
term is annual failure rate (AFR), which is just the percentage of devices that would be expected to
fail in a year for a given MTTF. When MTTF gets large it can be misleading, while AFR leads to

better intuition.

Example 5.5.1: MTTF vs. AFR of disks.

76 of 246 5/16/2025, 11:52 PM



zyBooks https://learn.zybooks.com/zybook/FIUEEL4709CSpring2025/chapter/5/print

Some disks today are quoted to have a 1,000,000-hour MTTF. As 1,000,000 hours is
1,000,000/(365 x 24) = 114 years, it would seem like they practically never fail. Warehouse-
scale computers (see COD Section 6.7) that run Internet services such as Search might
have 50,000 servers. Assume each server has 2 disks. Use AFR to calculate how many
disks we would expect to fail per year.

©zyBooks 05/16/25 23:11 2475274
FIUEEL4709CSpring2025

One year is 365 x 24 = 8760 hours. A 1,000,000-hour MTTF means an AFR of
8760/1,000,000 = 0.876%. With 100,000 disks, we could expect 876 disks to fail per year,
or on average more than 2 disk failures per day!

e ATON 5 5 1: Reliability and availability. L
1) The following is an example of ___: D

A database query delivers the
information requested by the user.

(O service accomplishment
() restoration

(0 service interruption

2) The following is an example of a(n) ]
____failure:

A user submits a database query.
Occasionally the query fails, so a user
keeps submitting the same query
until the desired information is
returned. Eventually the query
succeeds and returns the desired ©zyBooks 05/16/25 23:11 2475274
information. Jaheim Attri
FIUEEL4709CSpring2025
() permanent
() intermittent

Neither. The query eventually
succeeds.

3) In the above example (MTTF vs. AFR D
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of disks), 0.876% is the of disks.
mean time to failure

annual failure rate

Service interruption is measured as mean time to repair (MTTR). Mean time between failures

(MTBF) is simply the sum of MTTF + MTTR. Although MTBF is W@@%%ﬁ%sb‘lﬂﬁ@g@fﬁ%%m
more appropriate term. Availability is then a measure of service accomplishimeeitrwithirespect to

the alternation between the two states of accomplishment and interrption“AVafiaBilitg 182>
statistically quantified as

MTTF

Availability = MTTEF + MTTR

Note that reliability and availability are actually quantifiable measures, rather than just synonyms
for dependability. Shrinking MTTR can help availability as much as increasing MTTF. For example,
tools for fault detection, diagnosis, and repair can help reduce the time to repair faults and thereby
improve availability.

We want availability to be very high. One shorthand is to quote the number of "nines of availability"
per year. For example, a very good Internet service today offers 4 or 5 nines of availability. Given
365 days per year, which is 365 x 24 x 60 = 526,000 minutes, then the shorthand is decoded as

follows:
One nine: 90% => 36.5 days of repair/year
Two nines: 99% => 3.65 days of repair/year
Three nines: 99.9% => 526 minutes of repair/year
Four nines: 99.99% => 52.6 minutes of repair/year
Five nines: 99.999% => 5.26 minutes of repair/year

and so on. (Five nines means 5 minutes of repair per year, which is a memory aid.)

To increase MTTF, you can improve the quality of the components or design

systems to continue operation in the presence of components that have failed.
Hence, failure needs to be defined with respect to a context, as f%lurBe LS 05/16/25 23:
component may not lead to a failure of the system. To make this dIS’[InC’[IOQJ;Q»l,@ﬁﬁ Attri
the term fault is used to mean failure of a component. Here are three WSt/ 09CSpringgOpe=
improve MTTF:

1. Fault avoidance: Preventing fault occurrence by construction.

2. Fault tolerance: Using redundancy to allow the service to comply with the service
specification despite faults occurring.

3. Fault forecasting: Predicting the presence and creation of faults, allowing the component to
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be replaced before it fails.

PARTICIPATION )
ACTIVITY 5.5.2: Terms and measures.
1) Four nines of availability per year ]

indicates that the service is available
% of th ©zyBooks 05/16/25 23:11 2475274
o Ofthe year. Jaheim Attri
(0 99.99 FIUEEL4709CSpring2025

© 99

2) The term fault refers to failure of D

() a component

() the entire system

3) Designers can improve the mean time D
between failures through fault
avoidance, tolerance,and ______

() forecasting

() creation

The hamming single error correcting, double error detecting code (SEC/DED)

Richard Hamming invented a popular redundancy scheme for memory, for which he received the
Turing Award in 1968. To invent redundant codes, it is helpful to talk about how "close" correct bit
patterns can be. What we call the Hamming distance is just the minimum number of bits that are
different between any two correct bit patterns. For example, the distance between 0110171 and
001111 is two. What happens if the minimum distance between members of a code is two, and we
get a one-bit error? It will turn a valid pattern in a code to an invalid one. Thus, if we can detect
whether members of a code are valid or not, we can detect single bit errors, and can say we have a
single bit error detection code.

Error detection code: A code that enables the detection of an ergayiivdeatd Bl Aot Ahe prédise/ 4

. . Jaheim Attri
location and, hence, correction of the error. FIUEEL4709CSpring2025

Hamming used a parity code for error detection. In a parity code, the number of 1sin a word is
counted; the word has odd parity if the number of 1s is odd and even otherwise. When a word is
written into memory, the parity bit is also written (1 for odd, 0 for even). That is, the parity of the
N+1 bit word should always be even. Then, when the word is read out, the parity bit is read and
checked. If the parity of the memory word and the stored parity bit do not match, an error has
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occurred.

Example 5.5.2: Parity code for error detection.

Calculate the parity of a byte with the value 31, and show the pattern stored to memory.
Assume the parity bit is on the right. Suppose the most significanideitwas invertesing 2475274
memory, and then you read it back. Did you detect the error? What happer@ifithé tiwo

o . . FIUEEL4709CSpring2025
most significant bits are inverted?

Answer

3Tien 1S 0001111140, Which has five 1s. To make parity even, we need to write a 1 in the
parity bit, or 00011111 14wo. If the most significant bit is inverted when we read it back, we
would see 10011111140 Which has seven 1s. Since we expect even parity and calculated
odd parity, we would signal an error. If the two most significant bits are inverted, we would
see 11011111 74wo Which has eight 1s or even parity, and we would not signal an error.

If there are 2 bits of error, then a 1-bit parity scheme will not detect any errors, since the parity will
match the data with two errors. (Actually, a 1-bit parity scheme can detect any odd number of
errors; however, the probability of having 3 errors is much lower than the probability of having two,
so, in practice, a 1-bit parity code is limited to detecting a single bit of error.)

iﬁ:,T\',fT':’,ATION 5.5.3: Parity code for error detection.
1) What is the Hamming distance D

of the bit patterns below?

0001 1100

11111100

Check Show answer
©zyBooks 05/16/25 23:11 2475274
Jaheim Attri

2) Show the 9-bit pattern used to FIUEEL4709CSpring2025 D

store 424en, 0r 0070 107040, IN
memory. Assume words are
written to memory with even
parity, and the parity bit is
located on the right.
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two

Check Show answer

3) 0011 0017 Ty is read from ]
memory. Should the system

. ©zyBooks 05/16/25 23:11 2475274
signal an error? Type: yes or no.

Jaheim Attri
FIUEEL4709CSpring2025

Check Show answer

4) 1000 1000 Oy is read from L]
memory. Should the system
signal an error? Type: yes or no.

Check Show answer

Of course, a parity code cannot correct errors, which Hamming wanted to do as well as detect
them. If we used a code that had a minimum distance of 3, then any single bit error would be closer
to the correct pattern than to any other valid pattern. He came up with an easy to understand
mapping of data into a distance 3 code that we call Hamming Error Correction Code (ECC) in his
honor. We use extra parity bits to allow the position identification of a single error. Here are the
steps to calculate Hamming ECC

1. Start numbering bits from 1 on the left, as opposed to the traditional number of the rightmost
bit being 0.
2. Mark all bit positions that are powers of 2 as parity bits (positions 1, 2, 4, 8, 16, ...).
3. All other bit positions are used for data bits (positions 3, 5,6,7,9,10,11, 12,13, 14,15, ...).
4. The position of parity bit determines sequence of data bits that it check (the figure below
shows this coverage graphically) is:
» Bit 1 (00074y0) checks bits (1,3, 5,7,9, 11, ...), which are bits where ri%htmpst bit of
address is 1 (00070, 001 Tro 011 o, 100140, 101 Tgeryes Vi1 0720 23 11 2475274
» Bit 2 (00704y0) checks bits (2,3, 6,7,10, 11, 14, 15, ...), which @re4Hebigsrwhere ihe
second bit to the right in the address is 1.
» Bit 4 (01004y0) checks bits (4-7, 12-15, 20-23, ...), which are the bits where the third bit to
the right in the address is 1.
» Bit 8 (10004y0) checks bits (8-15, 24-31, 40-47, ...), which are the bits where the fourth
bit to the right in the address is 1.

Note that each bit is covered by two or more parity bits.
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5. Set parity bits to create even parity for each group.

Figure 5.5.1: Parity bits, data bits, and field coverage in a Hamming ECC
code for eight data bits (COD Figure 5.23).

R o lalel Tl o e - S
eim Attri

Encoded data bits UERIE87/09CSpring2025
pl | X X X X X X
Parity p2 X | X X | x X | x
bit
coverage pd Tt | X % X
pS X [ x [ x| x| x

In what seems like a magic trick, you can then determine whether bits are incorrect by looking at
the parity bits. Using the 12 bit code in the figure above, if the value of the four parity calculations
(p8, p4, p2, p1) was 0000, then there was no error. However, if the pattern was, say, 1010, which is
104en, then Hamming ECC tells us that bit 10 (d6) is an error. Since the number is binary, we can
correct the error just by inverting the value of bit 10.

Example 5.5.3: Hamming ECC code.

Assume one byte data value is 1001107 04yo. First show the Hamming ECC code for that
byte, and then invert bit 10 and show that the ECC code finds and corrects the single bit
error.

Answer

Leaving spaces for the parity bits, the 12 bit patternis__1_001_1010.

Position 1 checks bits 1, 3, 5, 7,9 and 11, which we highlight: __1_001_1010. To
make the group even parity, we should set bit 1 to 0.

Position 2 checks bits 2,3, 6, 7,10, 11, whichisO_1_001_101 0 or odd parity, so we
- ©zyBooks 05/16/2523:11 2475274
set position2toa 1. Jaheim Attri

Position 4 checks bits 4. 5, 6,7, 12, whichis011_001_1010, so we set 1t 1047192070

Position 8 checks bits 8,9, 10, 11, 12, whichis01111001_-1010,sowesetittoa0.
The final code word is 011100101010. Inverting bit 10 changes it 011100101110.
Parity bit 1is 0 (011100101110 is four 1s, so even parity; this group is OK).

Parity bit 2is 1 (011100101110 is five s, so odd parity; there is an error somewhere).
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Parity bit 4is 1 (011100101110 is two 1s, so even parity; this group is OK).
Parity bit 8is 0 (011100101110 is three 1s, so odd parity; there is an error somewhere).

Parity bits 2 and 8 are incorrect. As 2 + 8 = 10, bit 10 must be wrong. Hence we can
correct the error by inverting bit 10: 0111007070170. Voila!

©zyBooks 05/16/2523:11 2475274
Jaheim A

Hamming did not stop at single bit error correction code. At the cost 9\‘@@_@8@%%&3{&% make
the minimum Hamming distance in a code be 4. This means we can correct single bit errors and
detect double bit errors. The idea is to add a parity bit that is calculated over the whole word. Let's
use a four-bit data word as an example, which would only need 7 bits for single bit error detection.
Hamming parity bits H (p1 p2 p3) are computed (even parity as usual) plus the even parity over the
entire word, p4:

1T 2 3 45 6 7 8
p1 pp di p3 dp d3 ds ps

Then the algorithm to correct one error and detect two is just to calculate parity over the ECC
groups (H) as before plus one more over the whole group (p4). There are four cases:

1. His even and p4 is even, so no error occurred.

2. His odd and p4 is odd, so a correctable single error occurred. (p4 should calculate odd parity
if one error occurred.)

3. His even and py4 is 0dd, a single error occurred in p4 bit, not in the rest of the word, so correct
the p4 bit.

4. His odd and py4 is even, a double error occurred. (p4 should calculate even parity if two errors
occurred.)

Single Error Correcting / Double Error Detecting (SEC/DED) is common in memory for servers
today. Conveniently, eight byte data blocks can get SEC/DED with just one more byte, which is why
many DIMMs are 72 bits wide.

PARTICIPATION .
ACTIVITY 5.5.4: Hamming ECC code.

Determine the 12-bit Hamming ECC code given a one byte dat&¢4i0 6t @ﬁfglé/‘?iﬁ]? L AT5274

copy of COD Figure 5.24 (Parity bits, data bits, and field coverage ... )rig provigdedbelow,025

Encoded data bits
pl | X X X X
Parity p2 X | X X X
oov*;fage p4 X | X X X
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| B [ [ [ [ [ [ [x[x[x[x][x]
1)?2_0_000_1111 L]
O 1
OO0
©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
2)_?20.000_1111 FIUEEL4709CSpring2025 ]
O 1
OO0
3) __02000_1111 L]
O 1
OO0
4) __0_000?21111 L]
O 1
OO0
5) Given an ECC code of 0001 0000 L]
111040, Which bit contains the error?
Parity bit 1's group contains two 1s:
0007100001110
Parity bit 2's group contains two 1s:
0007 0000 1110
Parity bit 4's group contains one 1s:
0001 00001110
Parity bit 8's group contains three 1s:
0001 00001110
O 4
12 ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
FIUEEL4709CSpring2025
Elaboration

To calculate how many bits are needed for SEC, let p be total number of parity bits
and d number of data bits in p + d bit word. If p error correction bits are to point to
error bit (p + d cases) plus one case to indicate that no error exists, we need:
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2P >p+d+1bits,and thus p > log(p +d + 1).

For example, for 8 bits data means d =8and 2P >p + 8+ 1,so p = 4. Similarly,p = 5
for 16 bits of data, 6 for 32 bits, 7 for 64 bits, and so on.

©zyBooks 05/16/25 23:11 2475274
Jaheim Attri

Elaboration FIUEEL4709CSpring2025

In very large systems, the possibility of multiple errors as well as complete failure of a
single wide memory chip becomes significant. IBM introduced chipkill to solve this
problem, and many very large systems use this technology. (Intel calls their version
SDDC.) Similar in nature to the RAID approach used for disks (see COD Section 5.71
(Parallelism and memory hierarchy: redundant arrays of inexpensive disks)), Chipkill
distributes the data and ECC information, so that the complete failure of a single
memory chip can be handled by supporting the reconstruction of the missing data
from the remaining memory chips. Assuming a 10,000-processor cluster with 4 GiB
per processor, IBM calculated the following rates of unrecoverable memory errors in
three years of operation:

» Parity only—about 90,000, or one unrecoverable (or undetected) failure every 17
minutes.

» SEC/DED only—about 3500, or about one undetected or unrecoverable failure
every 7.5 hours.

= Chipkill—6, or about one undetected or unrecoverable failure every 2 months.

Hence, Chipkill is a requirement for warehouse-scale computers (see COD Section
6.7).

Elaboration

©zyBooks 05/16/25 23:11 2475274
Jaheim Attri

While single or double bit errors are typical for memory systems, hétworks'Canhave2025
bursts of bit errors. One solution is called Cyclic Redundancy Check. For a block of

bits, a transmitter generates an n-k bit frame check sequence. It transmits n bits

exactly divisible by some number. The receiver divides frame by that number. If there

is no remainder, it assumes there is no error. If there is, the receiver rejects the

message, and asks the transmitter to send again. As you might guess from COD
Chapter 3 (Arithmetic for Computers), it is easy to calculate division for some binary
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numbers with a shift register, which made CRC codes popular even when hardware
was more precious. Going even further, Reed-Solomon codes use Galois fields to
correct multibit transmission errors, but now data is considered coefficients of a
polynomial and the code space is values of a polynomial. The Reed-Solomon
calculation is considerably more complicated than binary division!

©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
FIUEEL4709CSpring2025

5.6 Virtual machines

Virtual Machines (VM) were first developed in the mid-1960s, and they have remained an important
part of mainframe computing over the years. Although largely ignored in the single user PC era in
the 1980s and 1990s, they have recently gained popularity due to

The increasing importance of isolation and security in modern systems

The failures in security and reliability of standard operating systems

The sharing of a single computer among many unrelated users, in particular for cloud
computing

The dramatic increases in raw speed of processors over the decades, which made the
overhead of VMs more acceptable

The broadest definition of VMs includes basically all emulation methods that provide a standard
software interface, such as the Java VM. In this section, we are interested in VMs that provide a
complete system-level environment at the binary instruction set architecture (ISA) level. Although
some VMs run different ISAs in the VM from the native hardware, we assume they always match
the hardware. Such VMs are called (Operating) System Virtual Machines. IBM VM/370, VirtualBox,
VMware ESX Server, and Xen are examples.

System virtual machines present the illusion that the users have an entire computer to themselves,
including a copy of the operating system. A single computer runs multiple VMs and can support a
number of different operating systems (OSes). On a conventional platform, a single OS "owns" all
the hardware resources, but with a VM, multiple OSes all share the hardware resources.

The software that supports VMs is called a virtual machine monitor (é/l\/l M) or hé//oervisor; the VMM

. . . ) ©zy ?o s’05/1 ZEI 23112475274

is the heart of virtual machine technology. The underlying hardware platformyis.¢alled;the host, and
its resources are shared among the guest VMs. The VMM determines Réwlte/A¥apvimaalfesources
to physical resources: a physical resource may be time-shared, partitioned, or even emulated in
software. The VMM is much smaller than a traditional OS; the isolation portion of a VMM is

perhaps only 10,000 lines of code.

Although our interest here is in VMs for improving protection, VMs provide two other benefits that
are commercially significant:
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1. Managing software. VMs provide an abstraction that can run the complete software stack,
even including old operating systems like DOS. A typical deployment might be some VMs
running legacy OSes, many running the current stable OS release, and a few testing the next
OS release.

2. Managing hardware. One reason for multiple servers is to have each application running with
the compatible version of the operating system on separate computers, as this separation
can improve dependability. VMs allow these separate softv&r}%g@gg%}%% independently
yet share hardware, thereby consolidating the number of servers. Anathieriexarmple is that
some VMMSs support migration of a running VM to a different cSH%E%&éZ%ﬁ%HWB%’ane
load or to evacuate from failing hardware.

Hardware/Software Interface

Amazon Web Services (AWS) uses the virtual machines in its cloud computing
offering EC2 for five reasons:

1. It allows AWS to protect users from each other while sharing the same server.

2. It simplifies software distribution within a warehouse scale computer. A
customer installs a virtual machine image configured with the appropriate
software, and AWS distributes it to all the instances a customer wants to use.

3. Customers (and AWS) can reliably "kill" a VM to control resource usage when
customers complete their work.

4. Virtual machines hide the identity of the hardware on which the customer is
running, which means AWS can keep using old servers and introduce new,
more efficient servers. The customer expects performance for instances to
match their ratings in "EC2 Compute Units," which AWS defines: to "provide
the equivalent CPU capacity of a 1.0-1.2 GHz 2007 AMD Opteron or 2007 Intel
Xeon processor." Newer servers usually offer more EC2 Compute Units than
older ones, but AWS can keep renting old servers as long as they are
economical.

5. Virtual Machine Monitors can control the rate that a VM uses the processor,
the network, and disk space, which allows AWS to offer many price points of
instances of different types running on the same underlying servers. For
example, in 2020 AWS offered more than 200 instanc%zt%%%iﬁrogﬁi’{é%ﬁ? | 2475274
half a cent per hour (t3a.nano at $0.0047) to more than S25(paemIoRCSpring2025
optimized x1e.32xlarge at $26.69), a price range of over 5000:1.

In general, the cost of processor virtualization depends on the workload. User-level processor-
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bound programs have zero virtualization overhead, because the OS is rarely invoked, so everything
runs at native speeds. I/0-intensive workloads are generally also OS-intensive, executing many
system calls and privileged instructions that can result in high virtualization overhead. On the other
hand, if the I/0-intensive workload is also I/0-bound, the cost of processor virtualization can be
completely hidden, since the processor is often idle waiting for I/0.

The overhead is determined by both the number of instructions that must be emulated by the VMM

and by how much time each takes to emulate them. Hence, whe@%M%@@éQﬁW\%Zﬁgﬁt%%@l@A
as the host, as we assume here, the goal of the architecture and the %@%&@géﬁ%&%&gll

instructions directly on the native hardware.

PARTICIPATION N . .
ACTIVITY 5.6.7: Virtual machine basics.
1) Avirtual machine (VM) is an |
emulation that provides a hardware
interface.
) True
() False
2) A system VM allows a computer to D

share hardware resources amongst
multiple operating systems.

) True

() False
3) When a computer runs multiple VMs, ]
the first VM launched is called the

host, and the other VMs are called the
guests.

) True
() False

88 0f 246

4) Another name fora VMM is a
hypervisor.

) True
() False

5) AVMM is the same size as the
corresponding OS.

) True
() False

]
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Requirements of a virtual machine monitor

What must a VM monitor do? It presents a software interface to guest software, it must isolate the
state of guests from each other, and it must protect itself from guest software (including guest
OSes). The qualitative requirements are:

= Guest software should behave on a VM exactly as if it Were©rﬂ'r$r‘ﬁ%$8ﬁa/§b2el/rﬁaﬁi%§ }15?‘5\%%

except for performance-related behavior or limitations of fixed resources) sharedbymultiple
VMs.
= Guest software should not be able to change allocation of real system resources directly.

To "virtualize" the processor, the VMM must control just about everything—access to privileged
state, /0, exceptions, and interrupts—even though the guest VM and OS currently running are
temporarily using them.

For example, in the case of a timer interrupt, the VMM would suspend the currently running guest
VM, save its state, handle the interrupt, determine which guest VM to run next, and then load its
state. Guest VMs that rely on a timer interrupt are provided with a virtual timer and an emulated
timer interrupt by the VMM.

To be in charge, the VMM must be at a higher privilege level than the guest VM, which generally
runs in user mode; this also ensures that the execution of any privileged instruction will be handled
by the VMM. The basic requirements of system virtual:

= At least two processor modes, system and user.
» A privileged subset of instructions that is available only in system mode, resulting in a trap if
executed in user mode; all system resources must be controllable only via these instructions.

iﬁ:,T\',fT'sATION 9.6.2: VMM requirements. L
1) A VMM should not allow a guest VM D
to change how resources are
allocated.
O True
() False ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri

2) A VMM runs in system mode, while a FIUEEL4709CSpring2025 [
guest VM runs in user mode.
O True

() False
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(Lack of) Instruction set architecture support for virtual machines

If VMs are planned for during the design of the ISA, it's relatively easy to reduce both the number of
instructions that must be executed by a VMM and improve their emulation speed. An architecture
that allows the VM to execute directly on the hardware earns the title virtualizable, and the IBM 370

architecture proudly bears that label. ©2yBooks 05/16/25 23:11 2475274

Alas, since VMs have been considered for PC and server apphcannquUE/ ﬁ’iﬂ%@sﬁg Itg\ﬁ(SE‘QSt
instruction sets were created without virtualization in mind. These culprits include ><86 and most
RISC architectures, including ARMv7 and MIPS.

Because the VMM must ensure that the guest system only interacts with virtual resources, a
conventional guest OS runs as a user mode program on top of the VMM. Then, if a guest OS
attempts to access or modify information related to hardware resources via a privileged instruction
—for example, reading or writing a status bit that enables interrupts—it will trap to the VMM. The
VMM can then affect the appropriate changes to corresponding real resources.

Hence, if any instruction that tries to read or write such sensitive information traps when executed
in user mode, the VMM can intercept it and support a virtual version of the sensitive information, as
the guest OS expects.

In the absence of such support, other measures must be taken. A VMM must take special
precautions to locate all problematic instructions and ensure that they behave correctly when
executed by a guest OS, thereby increasing the complexity of the VMM and reducing the
performance of running the VM.

Protection and instruction set architecture

Protection is a joint effort of architecture and operating systems, but architects had to modify
some awkward details of existing instruction set architectures when virtual memory became
popular.

For example, the x86 instruction POPF loads the flag registers from the top of the stack in memory.
One of the flags is the Interrupt Enable (IE) flag. If you run the POPF instruction in user mode, rather
than trap it, it simply changes all the flags except IE. In system mode, it does change the IE. Since a
guest OS runs in user mode inside a VM, this is a problem, as it expects to see a changed IE.

Historically, IBM mainframe hardware and VMM took three steps@@’ﬁ’ﬂ@f%@éﬁé%?%ﬁk%@ﬁ%ﬁal

eim Attri
machines: FIUEEL4709CSpring2025

1. Reduce the cost of processor virtualization.
2. Reduce the interrupt overhead cost due to the virtualization.
3. Reduce interrupt cost by steering interrupts to the proper VM without invoking VMM.

AMD and Intel tried to address the first point in 2006 by reducing the cost of processor
virtualization. It will be interesting to see how many generations of architecture and VMM
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modifications it will take to address all three points, and how long before virtual machines of the
21st century will be as efficient as the IBM mainframes and VMMs of the 1970s.

Elaboration

The final portion of the architecture to virtualize is I/0. This ischy #abthe)mostdiffieult 2475274
part of system virtualization because of the increasing number of /0 deViegigh Attri

attached to the computer and the increasing diversity of 1/0 devic'él%JyEpEel‘sAfwggﬁ%'rngzOZS
difficulty is the sharing of a real device among multiple VMs, and yet another comes

from supporting the myriad of device drivers that are required, especially if different

guest OSes are supported on the same VM system. The VM illusion can be

maintained by giving each VM generic versions of each type of /0 device driver, and

then leaving it to the VMM to handle real /0.

e ATON 5 6 3 VMs and 1SAs. G
1) Most ISAs were created to be D
virtualizable.
O True
() False
2) Ifa guest VM tries to execute an D

instruction that reads or writes a
status bit and enables an interrupt,
the instruction will result in a trap.

) True
() False

©zyBooks 05/16/25 23:11 2475274

5.7 Virtual memory e ocaningos

(

.. a system has been devised to make the core drum combination appear to the
programmer as a single level store, the requisite transfers taking place automatically.
Kilburn et al., One-level storage system, 1962.
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In earlier sections, we saw how caches provided fast access to recently-used portions of a
program's code and data. Similarly, the main memory can act as a "cache" for the secondary
storage, usually implemented with magnetic disks. This technique is called virtual memory.
Historically, there were two major motivations for virtual memory: to allow efficient and safe
sharing of memory among multiple programs, such as for the memory needed by multiple virtual
machines for Cloud computing, and to remove the programming burdens of a small, limited

amount of main memory. Five decades after its invention, it's the@gy@agkgqﬁu,wg/ggaﬂqig@y@gﬂy.

Jaheim Attri
Virtual memory: A technique that uses main memory as a "cache" for ' seeehdafySstorage’>

Of course, to allow multiple virtual machines to share the same memory, we must be able to
protect the virtual machines from each other, ensuring that a program can only read and write the
portions of main memory that have been assigned to it. Main memory need contain only the active
portions of the many virtual machines, just as a cache contains only the active portion of one
program. Thus, the principle of locality enables virtual memory as well as caches, and virtual
memory allows us to efficiently share the processor as well as the main memory.

We cannot know which virtual machines will share the memory with other virtual machines when
we compile them. In fact, the virtual machines sharing the memory change dynamically while the
virtual machines are running. Because of this dynamic interaction, we would like to compile each
program into its own address space—a separate range of memory locations accessible only to this
program. Virtual memory implements the translation of a program's address space to physical
addresses. This translation process enforces protection of a program's address space from other
virtual machines.

Physical address: An address in main memory.

Protection: A set of mechanisms for ensuring that multiple processes sharing the processor,
memory, or /0 devices cannot interfere, intentionally or unintentionally, with one another by
reading or writing each other's data. These mechanisms also isolate the operating system from
a user process.

The second motivation for virtual memory is to allow a single user program to exceed the size of
primary memory. Formerly, if a program beACfdme too large for m%?%g&%%%%%?%g% 0475974
programmer to make it fit. Programmers divided programs into pieces and 1hgriigdentified the
pieces that were mutually exclusive. These overlays were loaded or uhleadet/dAdepiiserBrogram
control during execution, with the programmer ensuring that the program never tried to access an
overlay that was not loaded and that the overlays loaded never exceeded the total size of the
memory. Overlays were traditionally organized as modules, each containing both code and data.
Calls between procedures in different modules would lead to overlaying of one module with
another.
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As you can well imagine, this responsibility was a substantial burden on programmers. Virtual
memory, which was invented to relieve programmers of this difficulty, automatically manages the
two levels of the memory hierarchy represented by main memory (sometimes called physical
memory to distinguish it from virtual memory) and secondary storage.

Although the concepts at work in virtual memory and in caches are the same, their differing
historical roots have led to the use of different terminology. A virtual memory block is called a page,

and a virtual memory miss is called a page fault. With virtual merfidryome B%&@é%’i)?%ﬂé%@@%\“
virtual address, which is translated by a combination of hardware andﬁggwg%(ﬁg@?ptﬁﬁ&@%l
address, which in turn can be used to access main memory. The figure below shows the virtually
addressed memory with pages mapped to main memory. This process is called address mapping
or address translation. Today, the two memory hierarchy levels controlled by virtual memory are
usually DRAMs and flash memory in personal mobile devices and DRAMs and magnetic disks in
servers (see COD Section 5.2 (Memory technologies)). If we return to our library analogy, we can
think of a virtual address as the title of a book and a physical address as the location of that book

in the library, such as might be given by the Library of Congress call number.

Page fault: An event that occurs when an accessed page is not present in main memory.

Virtual address: An address that corresponds to a location in virtual space and is translated by
address mapping to a physical address when memory is accessed.

Address translation: Also called address mapping. The process by which a virtual address is
mapped to an address used to access memory.

Figure 5.7.1: In virtual memory, blocks of memory (called pages) are
mapped from one set of addresses (called virtual addresses) to another set
(called physical addresses) (COD Figure 5.24).

The processor generates virtual addresses while the memory is accessed using physical
addresses. Both the virtual memory and the physical memory arg broken intepages; 0475274
that a virtual page is mapped to a physical page. Of course, it is also possibiteiforawvirtual
page to be absent from main memory and not be mapped to a phySicaiaddress iithat”°
case, the page resides on disk. Physical pages can be shared by having two virtual

addresses point to the same physical address. This capability is used to allow two

different programs to share data or code.

Virtual addresses Physical addresses
[ .~ | Address translation | |
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PARTICIPATION o .
ACTIVITY 5.7.1: Virtual memory basics.

How to use this tool Vv

Protection Address mapping Virtual address Page fault Virtual memory

Mechanisms that prevent multiple
processes that use the same
hardware from interfering with
each other.

A technique where main memory is
used as a cache for secondary
storage.

The process of mapping a virtual
address to a physical address.

An address that corresponds to a
location in virtual space.

Jaheim Attri

FIUEEL4709CSpring2025
Reset

Virtual memory also simplifies loading the program for execution by providing relocation.
Relocation maps the virtual addresses used by a program to different physical addresses before
the addresses are used to access memory. This relocation allows us to load the program anywhere
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in main memory. Furthermore, all virtual memory systems in use today relocate the program as a
set of fixed-size blocks (pages), thereby eliminating the need to find a contiguous block of memory
to allocate to a program; instead, the operating system need only find a sufficient number of free
pages in main memory.

In virtual memory, the address is broken into a virtual page number and a page offset. The figure
below shows the translation of the virtual page number to a physical page number. The physical
page number constitutes the upper portion of the physical addre8sy#ile the Fage dffsetwhicHtis
not changed, constitutes the lower portion. The number of bits in the p@g@&%eérgg%mg%%mines
the page size. The number of pages addressable with the virtual address need not match the
number of pages addressable with the physical address. Having a larger number of virtual pages
than physical pages is the basis for the illusion of an essentially unbounded amount of virtual
memory.

Figure 5.7.2: Mapping from a virtual to a physical address (COD Figure
5.25).

The page size is 2'? = 4 KiB. The number of physical pages allowed in memory is 28
since the physical page number has 18 bits in it. Thus, main memory can have at most 1
GiB, while the virtual address space is 4 GiB.

Virtual address

3130292827 «+rrveeernneeaninnens 1514131211109 8 -oooeveee 3210

Virtual page number Page offset

2028 27 +-reerrenfouroareanses 5141312111098 ---p-oeo 3210
{ Physical page number Page offset
©ZyBoOKS 05716/25 23:11 2475274
Physical address Jaheim Attri

FIUEEL4709CSpring2025

Many design choices in virtual memory systems are motivated by the high cost of a page fault. A
page fault to disk will take millions of clock cycles to process. (The table in COD Section 5.2
(Memory technologies) shows that main memory latency is about 100,000 times quicker than
disk.) This enormous miss penalty, dominated by the time to get the first word for typical page
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sizes, leads to several key decisions in designing virtual memory systems:

= Pages should be large enough to try to amortize the high access time. Sizes from 4 KiBto 16
KiB are typical today. New desktop and server systems are being developed to support 32 KiB
and 64 KiB pages, but new embedded systems are going in the other direction, to 1 KiB
pages.

= Organizations that reduce the page fault rate are attractive.@The prlimary technique used here
is to allow fully associative placement of pages in memory. #/Books Oja:]gi/r?ﬁfr}ﬂ S

= Page faults can be handled in software because the overhead willbélstizECCompared to the
disk access time. In addition, software can afford to use clever algorithms for choosing how
to place pages because even small reductions in the miss rate will pay for the cost of such
algorithms.

= Write-through will not work for virtual memory, since writes take too long. Instead, virtual

memory systems use write-back.

The next few subsections address these factors in virtual memory design.

Elaboration

We present the motivation for virtual memory as many virtual machines sharing the
same memory, but virtual memory was originally invented so that many programs
could share a computer as part of a timesharing system. Since many readers today
have no experience with time-sharing systems, we use virtual machines to motivate
this section.

Elaboration

For servers and PCs, 32-bit address processors are problematic. Although we
normally think of virtual addresses as much larger than physical addresses, the
opposite can occur when the processor address size is small relative to the state of

the memory technology. No single program or virtual machired&A benefit! ?{Lﬁ%ﬁf 12475274

Jah
collection of programs or virtual machines running at the same tim@@@_rfb@@@ébfr@@ozg;

not having to be swapped to memory or by running on parallel processors.

Elaboration

96 of 246 5/16/2025, 11:52 PM



zyBooks

97 of 246

https://learn.zybooks.com/zybook/FIUEEL4709CSpring2025/chapter/5/print

The discussion of virtual memory in this book focuses on paging, which uses fixed-

size blocks. There is also a variable-size block scheme called segmentation. In
segmentation, an address consists of two parts: a segment number and a segment
offset. The segment number is mapped to a physical address, and the offset is added

to find the actual physical address. Because the segment can vary in size, a bounds
check is also needed to make sure that the offset is within thesegriendsThe nagjor 1 2475274
gse of segmentation is to support. more powerful methods ofproﬁ%gg’%’@@éﬁ#ggz 095
in an address space. Most operating system textbooks contain extensive discussions
of segmentation compared to paging and of the use of segmentation to logically

share the address space. The major disadvantage of segmentation is that it splits the
address space into logically separate pieces that must be manipulated as a two-part
address: the segment number and the offset. Paging, in contrast, makes the boundary
between page number and offset invisible to programmers and compilers.

Segments have also been used as a method to extend the address space without
changing the word size of the computer. Such attempts have been unsuccessful
because of the awkwardness and performance penalties inherent in a two-part
address, of which programmers and compilers must be aware.

Many architectures divide the address space into large fixed-size blocks that simplify
protection between the operating system and user programs and increase the
efficiency of implementing paging. Although these divisions are often called
'segments,” this mechanism is much simpler than variable block size segmentation
and is not visible to user programs; we discuss it in more detail shortly.

Segmentation: A variable-size address mapping scheme in which an address consists of two
parts: a segment number, which is mapped to a physical address, and a segment offset.

Placing a page and finding it again

Because of the incredibly high penalty for a page fault, designersweducepagel faalt freguencyby
optimizing page placement. If we allow a virtual page to be mapped tgla%ﬂﬂ}%@@iﬁ?&%}@e
operating system can then choose to replace any page it wants when a page fault occurs. For
example, the operating system can use a sophisticated algorithm and complex data structures that
track page usage to try to choose a page that will not be needed for a long time. The ability to use a
clever and flexible replacement scheme reduces the page fault rate and simplifies the use of fully
associative placement of pages.

As mentioned in COD Section 5.4 (Measuring and improving cache performance), the difficulty in
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using fully associative placement is in locating an entry, since it can be anywhere in the upper level
of the hierarchy. A full search is impractical. In virtual memory systems, we locate pages by using a
table that indexes the memory; this structure is called a page table, and it resides in memory. A
page table is indexed with the page number from the virtual address to discover the corresponding
physical page number. Each program has its own page table, which maps the virtual address space
of that program to main memory. In our library analogy, the page table corresponds to a mapping
between book titles and library locations. Just as the card wtalo&w&gg@%%%%ﬁqwgﬁ in
another library on campus rather than the local branch library, we will see thatithe page table may
contain entries for pages not present in memory. To indicate the Iocaﬁ%@f"tﬁ%gﬁ%@i%%?n
memory, the hardware includes a register that points to the start of the page table; we call this the
page table register. Assume for now that the page table is in a fixed and contiguous area of
memory.

Page table: The table containing the virtual to physical address translations in a virtual memory
system. The table, which is stored in memory, is typically indexed by the virtual page number;
each entry in the table contains the physical page number for that virtual page if the page is
currently in memory.

Hardware/Software Interface

©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
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The page table, together with the program counter and the registers, specifies the

state of a virtual machine. If we want to allow another virtual machine to use the
processor, we must save this state. Later, after restoring this state, the virtual

machine can continue execution. We often refer to this state as a process. The

process is considered active when it is in possession of the processor; otherwise, it

is considered inactive. The operating system can make a procgssactivélibydoading 2475274
the process's state, including the program counter, which will '”'Eﬁ%ﬁﬁ%@@@*tﬁgzo%
the value of the saved program counter.

The process's address space, and hence all the data it can access in memory, is
defined by its page table, which resides in memory. Rather than save the entire
page table, the operating system simply loads the page table register to point to the
page table of the process it wants to make active. Each process has its own page
table, since different processes use the same virtual addresses. The operating
system is responsible for allocating the physical memory and updating the page
tables, so that the virtual address spaces of different processes do not collide. As
we will see shortly, the use of separate page tables also provides protection of one
process from another.

The figure below uses the page table register, the virtual address, and the indicated page table to

show how the hardware can form a physical address. A valid bit is used in each page table entry,

just as we did in a cache. If the bit is off, the page is not present in main memory and a page fault
occurs. If the bit is on, the page is in memory and the entry contains the physical page number.

Figure 5.7.3: The page table is indexed with the virtual page number to
obtain the corresponding portion of the physical address (COD Figure 5.26).

We assume a 32-bit address. The page table pointer gives the starting address of the page

table. In this figure, the page size is 212 bytes, or 4 KiB. The virtual address space is 232

bytes, or 4 GiB, and the physical address space is 2% bytes, Whlch allows main memory of
300ks 05/16/25 23:11 2475274

up to 1 GiB. The number of entries in the page table is 2%°, or 1 million entriesi i heval é

for each entry indicates whether the mapping is legal. If it is off, theRthelpage iSnatg2025

present in memory. Although the page table entry shown here need only be 19 bits wide, it

would typically be rounded up to 32 bits for ease of indexing. The extra bits would be used

to store additional information that needs to be kept on a per-page basis, such as

protection.

| Page table reqister
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Virtual address
31 30 29 28 27 crrerrenrrarranrranias 1514 13 12 11 10 9 8 «rrvvves 8.:92°1=0
Virtual page number Page offset
420 412
Valid Physical page number

©zyBookd 05/16/25 23:11 2475274
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Page table

418
If 0 then page is not
present in memory
29 28 27:tcertantiantantinniansansians ...15 14 13 12 11 10 9 8- 3210

Physical page number

Page offset

Physical address

Because the page table contains a mapping for every possible virtual page, no tags are required. In
cache terminology, the index that is used to access the page table consists of the full block

address, which is the virtual page number.

PARTICIPATION

ACTIVITY 5.7.2: Page tables.

1) Each program has a page table.
O True
O False

2) In a page table, a physical address is
located by indexing a virtual page
number.

) True
() False

3) The virtual address indicates the
location of the page table in memory.
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True

False

Page faults

If the valid bit for a virtual page is off, a page fault occurs. The operatln system must e iven
ﬁ s 05/1 7527ﬂ1
control. This transfer is done with the exception mechanism, whic we- saw i, G apter 4 (The
Processor) and will discuss again later in this section. Once the operatingtsysterm getsueontrol, it
must find the page in the next level of the hierarchy (usually flash memory or magnetic disk) and
decide where to place the requested page in main memory.

The virtual address alone does not immediately tell us where the page is on disk. Returning to our
library analogy, we cannot find the location of a library book on the shelves just by knowing its title.
Instead, we go to the catalog and look up the book, obtaining an address for the location on the
shelves, such as the Library of Congress call number. Likewise, in a virtual memory system, we
must keep track of the location on disk of each page in virtual address space.

Because we do not know ahead of time when a page in memory will be replaced, the operating
system usually creates the space on flash memory or disk for all the pages of a process when it
creates the process. This space is called the swap space. At that time, it also creates a data
structure to record where each virtual page is stored on disk. This data structure may be part of the
page table or may be an auxiliary data structure indexed in the same way as the page table. The
figure below shows the organization when a single table holds either the physical page number or
the disk address.

Swap space: The space on the disk reserved for the full virtual memory space of a process.

Figure 5.7.4: The page table maps each page in virtual memory to either a
page in main memory or a page stored on disk, which is the next level in the
hierarchy (COD Figure 5.27).

The virtual page number is used to index the page table. If the valid bit is on, the page table

supplies the physical page number (i.e., the starting address of@cﬂ/e p%lés Oféﬁgﬁgﬁpﬂ 2475274

corresponding to the virtual page. If the valid bit is off, the page CurmuﬂgmemdeSmtmgms
disk, at a specified disk address. In many systems, the table of physical page addresses
and disk page addresses, while logically one table, is stored in two separate data
structures. Dual tables are justified in part because we must keep the disk addresses of all
the pages, even if they are currently in main memory. Remember that the pages in main

memory and the pages on disk are the same size.
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Virtual page
number

| | Page table

Physical page or Physical memory
Valid disk address
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The operating system also creates a data structure that tracks which processes and which virtual
addresses use each physical page. When a page fault occurs, if all the pages in main memory are
in use, the operating system must choose a page to replace. Because we want to minimize the
number of page faults, most operating systems try to choose a page that they hypothesize will not
be needed in the near future. Using the past to predict the future, operating systems follow the least
recently used (LRU) replacement scheme, which we mentioned in COD Section 5.4 (Measuring and
improving cache performance). The operating system searches for the least recently used page,
assuming that a page that has not been used in a long time is less likely to be needed than a more
recently accessed page. The replaced pages are written to swap space on the disk. In case you are
wondering, the operating system is just another process, and these tables controlling memory are
in memory; the details of this seeming contradiction will be explained shortly.

Hardware/Software Interface

Implementing a completely accurate LRU scheme is too expensivesSineesitrequires 475274
updating a data structure on every memory reference. Instead, most oléfatinttri

systems approximate LRU by keeping track of which pages havglgr%"vf'/mcgrg%%%negszozs
have not been recently used. To help the operating system estimate the LRU pages,
some computers provide a reference bit or use bit, which is set whenever a page is
accessed. The operating system periodically clears the reference bits and later
records them so it can determine which pages were touched during a particular

time period. With this usage information, the operating system can select a page
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that is among the least recently referenced (detected by having its reference bit
off). If this bit is not provided by the hardware, the operating system must find
another way to estimate which pages have been accessed.

. . _ ©zyBooks 05/16/25 23:11 2475274
Reference bit: Also called use bit. A field that is set whenever a page is acgessed and that is

used to implement LRU or other replacement schemes. FIUEEL4709CSpring2025
Elaboration

With a 32-bit virtual address, 4 KiB pages, and 4 bytes per page table entry, we can
compute the total page table size:

32
Number of page table entries = o1 = 220
byt
Size of page table = 220 page table entries x 22 yres = 4 MiB
page table entry

That is, we would need to use 4 MiB of memory for each program in execution at any
time. This amount is not so bad for a single process. What if there are hundreds of
processes running, each with their own page table? And how should we handle 64-bit
addresses, which by this calculation would need 2°2 words?

A range of techniques is used to reduce the amount of storage required for the page
table. The five techniques below aim at reducing the total maximum storage required
as well as minimizing the main memory dedicated to page tables:

1. The simplest technique is to keep a limit register that restricts the size of the
page table for a given process. If the virtual page number becomes larger than
the contents of the limit register, entries must be added to the page table. This
technique allows the page table to grow as a process consuimies hore/space] 1 2475274
Thus, the page table will only be large if the process is us/n%mgegﬁ@%%%}ﬂ 2095
virtual address space. This technique requires that the address space expand in
only one direction.

2. Allowing growth in only one direction is not sufficient, since most languages
require two areas whose size is expandable: one area holds the stack and the
other area holds the heap. Because of this duality, it is convenient to divide the
page table and let it grow from the highest address down, as well as from the
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lowest address up. This means that there will be two separate page tables and
two separate limits. The use of two page tables breaks the address space into

two segments. The high-order bit of an address usually determines which
segment and thus which page table to use for that address. Since the high-order
address bit specifies the segment, each segment can be as large as one-half of
the address space. A limit register for each segment specifies the current size of
the segment, which grows in units of pages. This type @‘ﬁgggp@fﬁgﬂ@;ﬁg 5889 2475274
by many architectures, including MIPS. Unlike the type of segmentatiom Attri
discussed in a previous elaboration, this form of segmem‘atBH G iAvISIbIEY S e 2
application program, although not to the operating system. The major
disadvantage of this scheme is that it does not work well when the address

space is used in a sparse fashion rather than as a contiguous set of virtual
addresses.

3. Another approach to reducing the page table size is to apply a hashing function
to the virtual address so that the page table need be only the size of the number
of physical pages in main memory. Such a structure is called an inverted page
table. Of course, the lookup process is slightly more complex with an inverted
page table, because we can no longer just index the page table.

4. Multiple levels of page tables can also be used to reduce the total amount of
page table storage. The first level maps large fixed-size blocks of virtual address
space, perhaps 64 to 256 pages in total. These large blocks are sometimes
called segments, and this first-level mapping table is sometimes called a
segment table, though the segments are again invisible to the user. Each entry
in the segment table indicates whether any pages in that segment are allocated
and, if so, points to a page table for that segment. Address translation happens
by first looking in the segment table, using the highest-order bits of the address.
If the segment address is valid, the next set of high-order bits is used to index
the page table indicated by the segment table entry. This scheme allows the
address space to be used in a sparse fashion (multiple noncontiguous
segments can be active) without having to allocate the entire page table. Such
schemes are particularly useful with very large address spaces and in software
systems that require noncontiguous allocation. The primary disadvantage of
this two-level mapping is the more complex process for address translation.

5. To reduce the actual main memory tied up in page tables, most modern
systems also allow the page tables to be paged. Althoughythisksaunas tricky, it 2475274

works by using the same basic ideas of virtual memory and simEfﬁﬁé‘#BWM the
o . i FIL%E L4709CSpring2025

page tables to reside in the virtual address space. In addition, there are some

small but critical problems, such as a never-ending series of page faults, which

must be avoided. How these problems are overcome is both very detailed and

typically highly processor specific. In brief, these problems are avoided by

placing all the page tables in the address space of the operating system and

placing at least some of the page tables for the operating system in a portion of
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main memory that is physically addressed and is always present and thus never
on disk.

PARTICIPATION
ACTIVITY 5.7.3: Page faults. ©zyBooks 05/16/25 23:11 2475:{74

Jaheim Attri
FIUEEL4709CSpring2025

1) When a page fault occurs, the
operating system must
determine where to put the
requested pagein .

Check Show answer
2) A____ address can help to D
identify the location of a page
on disk.
Check Show answer
3) When a process is created, the D

__ alsocreates enough
space on disk for all of the
process' pages.

Check Show answer

4 i o
) The operating system uses an ©zyBooks 05/16/25 23:11 24752
scheme to replace pages Jaheim Attri

in memory when all of the FIUEEL4709CSpring2025
pages are in use.

Check Show answer
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What about writes?

The difference between the access time to the cache and main memory is tens to hundreds of
cycles, and write-through schemes can be used, although we need a write buffer to hide the latency
of the write from the processor. In a virtual memory system, writes to the next level of the hierarchy
(disk) can tak_e millions of prgcessor clock cycles; the.refore, t_’“"%993%31@859@8%té%ﬂ”%%@%m
system to write-through to disk would be completely impractical. Instead, virtgalmernory systems
must use write-back, performing the individual writes into the page infhé&fmdr) aRercopying the
page back to disk when it is replaced in the memory.

Hardware/Software Interface

A write-back scheme has another major advantage in a virtual memory system.
Because the disk transfer time is small compared with its access time, copying
back an entire page is much more efficient than writing individual words back to the
disk. A write-back operation, although more efficient than transferring individual
words, is still costly. Thus, we would like to know whether a page needs to be
copied back when we choose to replace it. To track whether a page has been
written since it was read into the memory, a dirty bit is added to the page table. The
dirty bit is set when any word in a page is written. If the operating system chooses
to replace the page, the dirty bit indicates whether the page needs to be written out
before its location in memory can be given to another page. Hence, a modified page
is often called a dirty page.

PARTICIPATION o
ACTIVITY 5.7.4: Writes.

1) In a virtual memory system, an D
is typically written to the disk.

) individual word ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
() entire page FIUEEL4709CSpring2025

2) A bit indicates if a page has ]
been written since being read into
memory.

O dirty
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() use

Making address translation fast: The TLB

Since the page tables are stored in main memory, every memory access by a program can take at
least twice as long: one memory access to obtain the physical address and a second access to get
the data. The key to improving access performance is to rely on leeslitg'of tefeféneé 1o thepaget
table. When a translation for a virtual page number is used, it will pro%@%ﬁ%ﬁé%@%ﬁ%@%%m the
near future, because the references to the words on that page have both temporal and spatial

locality.

Accordingly, modern processors include a special cache that keeps track of recently used
translations. This special address translation cache is traditionally referred to as a translation-
lookaside buffer (TLB), although it would be more accurate to call it a translation cache. The TLB
corresponds to that little piece of paper we typically use to record the location of a set of books we
look up in the card catalog; rather than continually searching the entire catalog, we record the
location of several books and use the scrap of paper as a cache of Library of Congress call
numbers.

Translation-lookaside buffer (TLB): A cache that keeps track of recently used address mappings
to try to avoid an access to the page table.

The figure below shows that each tag entry in the TLB holds a portion of the virtual page number,
and each data entry of the TLB holds a physical page number. Because we access the TLB instead
of the page table on every reference, the TLB will need to include other status bits, such as the dirty
and the reference bits.

Figure 5.7.5: The TLB acts as a cache of the page table for the entries that
map to physical pages only (COD Figure 5.28).

The TLB contains a subset of the virtual-to-physical page mappings that are in the page

table. The TLB mappings are shown in color. Because the TLB is a cache, it must have a

tag field. If there is no matching entry in the TLB for a page, the page table must be

examined. The page table either supplies a physical page num@é?’%%ﬁ@ﬁqﬁéﬁ%ﬁﬂ GaR~2 74
then be used to build a TLB entry) or indicates that the page resides ordiskdnoapich oase

a page fault occurs. Since the page table has an entry for every virtual page, no tag field is
needed; in other words, unlike a TLB, a page table is not a cache.

TLB
Virtual page Physical page
number Valid Dirty Ref Tag address

——

AT a7 T -
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On every reference, we look up the virtual page number in the TLB. If we get a hit, the physical page
number is used to form the address, and the corresponding reference bit is turned on. If the
processor is performing a write, the dirty bit is also turned on. If a miss in the TLB occurs, we must
determine whether it is a page fault or merely a TLB miss. If the page exists in memory, then the
TLB miss indicates only that the translation is missing. In such cases, the processor can handle the
TLB miss by loading the translation from the page table into the TLB and then trying the reference
again. If the page is not present in memory, then the TLB miss indicates a true page fault. In this
case, the processor invokes the operating system using an exception. Because the TLB has many
fewer entries than the number of pages in main memory, TLB misses will be much more frequent
than true page faults.

TLB misses can be handled either in hardware or in software. In practice, with care there can be
little performance difference between the two approaches, because the basic operations are the
same in either case.

After a TLB miss occurs and the missing translation has been retrieved from the page table, we will
need to select a TLB entry to replace. Because the reference and dirty bits are contained in the TLB
entry, we need to copy these bits back to the page table entry when we replace an entry. These bits
are the only portion of the TLB entry that can be changed. Using write-back—that is, copying these
entries back at miss time rather than when they are written—is veryefficient since we expectihe
TLB miss rate to be small. Some systems use other techniques to approxindatéthé\féference and

. . S o FIUEEL4709CSpring202
dirty bits, eliminating the need to write into the TLB except to load a new talbzre entrﬁonga miss.

Some typical values for a TLB might be

= TLB size: 16-512 entries
» Block size: 1-2 page table entries (typically 4-8 bytes each)
= Hit time: 0.5-1 clock cycle
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= Miss penalty: 10-100 clock cycles
= Miss rate: 0.01%-1%

Designers have used a wide variety of associativities in TLBs. Some systems use small, fully
associative TLBs because a fully associative mapping has a lower miss rate; furthermore, since the
TLB is small, the cost of a fully associative mapping is not too high. Other systems use large TLBs,
often with small associativity. With a fully associative mapping, c@gooBsmg the entr% to replace
becomes tricky since implementing a hardware LRU scheme is toéyefﬁer%sol%l -Urth Z%ng[le%s%ée
TLB misses are much more frequent than page faults and thus must bé Fandlegmoreacheaply, we
cannot afford an expensive software algorithm, as we can for page faults. As a result, many
systems provide some support for randomly choosing an entry to replace. We'll examine
replacement schemes in a little more detail in COD Section 5.8 (A common framework for memory

hierarchy).

PARTICIPATION
eTIVITY 5.7.5: The TLB.

How to use this tool Vv

write-back status bits cache fewer

The TLB, or translation-lookaside
buffer, is a special that keeps
track of recently used translations.

Each TLB entry includes the
physical page address, tag, and

A TLB has number of entries

as a page table.

A TLB entry is replaced using a

_scheme. ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri

FIUEELﬁéQ%QSpringZOZS

The Intrinsity FastMATH TLB

To see these ideas in a real processor, let's take a closer look at the TLB of the Intrinsity FastMATH.
The memory system uses 4 KiB pages and a 32-bit address space; thus, the virtual page number is
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20 bits long, as in the top of the figure below. The physical address is the same size as the virtual
address. The TLB contains 16 entries, it is fully associative, and it is shared between the instruction
and data references. Each entry is 64 bits wide and contains a 20-bit tag (which is the virtual page
number for that TLB entry), the corresponding physical page number (also 20 bits), a valid bit, a
dirty bit, and other bookkeeping bits. Like most MIPS systems, it uses software to handle TLB
misses.

©zyBooks 05/16/25 23:11 2475274
heim Atti
Figure 5.7.6: The TLB and cache implement the prooe;ssmf%@%r&gj)r‘tf%@:ma

virtual address to a data item in the Intrinsity FastMATH (COD Figure 5.29).

This figure shows the organization of the TLB and the data cache, assuming a 4 KiB page
size. This diagram focuses on a read; the figure below describes how to handle writes.
Note that unlike COD Figure 5.12 (The 16 KiB caches in the Intrinsity FastMATH ..), the tag
and data RAMs are split. By addressing the long but narrow data RAM with the cache
index concatenated with the block offset, we select the desired word in the block without a
16:1 multiplexor. While the cache is direct mapped, the TLB is fully associative.
Implementing a fully associative TLB requires that every TLB tag be compared against the
virtual page number, since the entry of interest can be anywhere in the TLB. If the valid bit
of the matching entry is on, the access is a TLB hit, and bits from the physical page
number together with bits from the page offset form the index that is used to access the
cache.

Virtual address

31 30 29 ccenctaniantinnianiaaniancaa 14 13 12 11 10 Q- +-vveves 3210
Virtual page number Page offset
420 12
Valid Dirty Tag Physical page number
TLB Q—
& ~—
TLB hit =— =
@Q—
C)—
(<
420

©zyE’r00'r\3 85/16/25-23:+1 2475274

Physical page number Pagp effsehttri

Physical addr TR 27 Ok
Physical address tag | Caﬁ?’r:\géx470 oﬁsetrmgA (ggzt

L1 I8 Ja +2

12 Data

Valid Tag
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Cache L

Cache hit

©zkBooks 05/16/25 23:11 2475274
Jaheim Attri

L33 |UEEL4709CSpring2025

L

Data

The figure above shows the TLB and one of the caches, while the figure below shows the steps in
processing a read or write request. When a TLB miss occurs, the MIPS hardware saves the page
number of the reference in a special register and generates an exception. The exception invokes
the operating system, which handles the miss in software. To find the physical address for the
missing page, the TLB miss routine indexes the page table using the page number of the virtual
address and the page table register, which indicates the starting address of the active process
page table. Using a special set of system instructions that can update the TLB, the operating
system places the physical address from the page table into the TLB. A TLB miss takes about 13
clock cycles, assuming the code and the page table entry are in the instruction cache and data
cache, respectively. (We will see the MIPS TLB code later in this section.) A true page fault occurs if
the page table entry does not have a valid physical address. The hardware maintains an index that
indicates the recommended entry to replace; the recommended entry is chosen randomly.

Figure 5.7.7: Processing a read or a write-through in the Intrinsity
FastMATH TLB and cache (COD Figure 5.30).

If the TLB generates a hit, the cache can be accessed with the resulting physical address.
For a read, the cache generates a hit or miss and supplies the data or causes a stall while
the data is brought from memory. If the operation is a write, a portion of the cache entry is
overwritten for a hit and the data is sent to the write buffer if we assume write-through. A
write miss is just like a read miss except that the block is modified after it is read from
memory. Write-back requires writes to set a dirty bit for the cacte %?85?,%@24@@U&@5274
is loaded with the whole block only on a read miss or write miss if the/bloak dode replaced
is dirty. Notice that a TLB hit and a cache hit are independent events, but a cache hit can
only occur after a TLB hit occurs, which means that the data must be present in memory.
The relationship between TLB misses and cache misses is examined further in the
following example and the exercises at the end of this chapter.
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Virtual address

TLB access
TLBmiss No B Yes
exception Physical address ©zyBookS O‘JS/;6'/25A%§:'1 12475274
aneim Il
FIUEEL4709CSpring2025
No Yes
Write?
Try to read data
from cache
Write access
bit on?
Wri(t;c;;rott;cﬁion Try to write data
Cache miss stall No . Yes P to cache
X Cache hit?
while read block
Deliver data
to the CPU

Cache miss stall Yes

while read block

Cache hit?

Write data into cache,
update the dirty bit, and
put the data and the
address into the write buffer

There is an extra complication for write requests: namely, the write access bit in the TLB must be
checked. This bit prevents the program from writing into pages for which it has only read access. If
the program attempts a write and the write access bit is off, an exception is generated. The write
access bit forms part of the protection mechanism, which we will discuss shortly.

e O 15 7 6: The Intrinsity FastMATH TLB.
1) Most MIPS systems use hardware to ©zyBooks 05/16/25 23:11 24752@
handle TLB mi Jaheim Attri
andie MISSES. FIUEEL4709CSpring2025
O True
O False
2) In the FastMATH TLB, an entry's TLB ]
tag is also the entry's virtual page
number.
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) True
() False

3) ATLB missindicates _____. D
() apage fault

a referenced page is not in the

O TLB

©zyBooks 05/16/25 23:11 2475274
Jaheim Attri

4) Which of the following occurs if the FIUEEL4709CSpring2025 D

Intrinsity FastMATH system attempts
to write to a page whose write bit is
off?

(O Cache miss stall for read
(O Write protection exception

() Cache miss stall for write

Integrating virtual memory, TLBs, and caches

Our virtual memory and cache systems work together as a hierarchy, so that data cannot be in the
cache unless it is present in main memory. The operating system helps maintain this hierarchy by
flushing the contents of any page from the cache when it decides to migrate that page to disk. At
the same time, the OS modifies the page tables and TLB, so that an attempt to access any data on
the migrated page will generate a page fault.

Under the best of circumstances, a virtual address is translated by the TLB and sent to the cache

where the appropriate data is found, retrieved, and sent back to the processor. In the worst case, a
reference can miss in all three components of the memory hierarchy: the TLB, the page table, and
the cache. The following example illustrates these interactions in more detail.

Example 5.7.1: Overall operation of a memory hierarchy.

In a memory hierarchy like that of COD Figure 5.29 (The TLB and cache ...), which includes

a TLB and a cache organized as shown, a memory reference caméncoanter thrce’differgnto2/4
types of misses: a TLB miss, a page fault, and a cache miss. Consiq%taEUL eérgsgtrtirr:gzo%
combinations of these three events with one or more occurring (seven possibilities). For

each possibility, state whether this event can actually occur and under what

circumstances.

Answer
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The figure below shows all combinations and whether each is possible in practice.

Figure 5.7.8: The possible combinations of events in the TLB, virtual

memory system, and cache (COD Figure 5.31).
©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
Three of these combinations are impossible, and one is possible (TEBHit, 4iftvabpreaionp

hit, cache miss) but never detected.

Page
E Possible? If so, under what circumstance?

Hit Hit Miss | Possible, although the page table is never really checked if TLB hits.
Miss | Hit Hit | TLB misses, but entry found in page table; after retry, data is found in cache.
Miss | Hit Miss | TLB misses, but entry found in page table; after retry, data misses in cache.
Miss | Miss Miss | TLB misses and is followed by a page fault; after retry, data must miss in cache,
Hit | Miss Miss | Impossible: cannot have a translation in TLB if page is not present in memory.
Hit Miss Hit Impossible: cannot have a translation in TLB if page is not present in memory.
Miss | Miss Hit Impossible: data cannot be allowed in cache if the page is not in memory.

PARTICIPATION T\ . . .
ACTIVITY 5.7.7: Virtual memory miss combinations.

Are the following TLB, virtual memory system, and cache miss combinations possible or
impossible?
1) TLB hit, page table miss, cache miss D
() Possible
O Impossible

2) TLB miss, page table miss, cache hit D
() Possible
O Impossible ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri

3) TLB hit, page table hit, cache miss FIUEEL4709CSpring2025 7]

() Possible
O Impossible

4) TLB hit, page table miss, cache hit D
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Possible

Impossible

Elaboration

The figure above assumes that all memory addresses are tra%)’%?@éh%&//@é/zw 12475274
. . . Jaheim Attr

addresses before the cache is accessed. In this organization, the @ﬂ@f@_@@@t@l&@%{zoz 5

indexed and physically tagged (both the cache index and tag are physical, rather than

virtual, addresses). In such a system, the amount of time to access memory,

assuming a cache hit, must accommodate both a TLB access and a cache access; of

course, these accesses can be pipelined.

Alternatively, the processor can index the cache with an address that is completely or
partially virtual. This is called a virtually addressed cache, and it uses tags that are
virtual addresses; hence, such a cache is virtually indexed and virtually tagged. In
such caches, the address translation hardware (TLB) is unused during the normal
cache access, since the cache is accessed with a virtual address that has not been
translated to a physical address. This takes the TLB out of the critical path, reducing
cache latency. When a cache miss occurs, however, the processor needs to translate
the address to a physical address so that it can fetch the cache block from main
memory.

When the cache is accessed with a virtual address and pages are shared between
processes (Which may access them with different virtual addresses), there is the
possibility of aliasing. Aliasing occurs when the same object has two names—in this
case, two virtual addresses for the same page. This ambiguity creates a problem,
because a word on such a page may be cached in two different locations, each
corresponding to different virtual addresses. This ambiguity would allow one program
to write the data without the other program being aware that the data had changed.
Completely virtually addressed caches either introduce design limitations on the
cache and TLB to reduce aliases or require the operating system, and possibly the
user, to take steps to ensure that aliases do not occur.

A common compromise between these two design points is caches that are virtually
indexed—sometimes using just the page-offset portion of th%@gggg%, ywhichds really 2475074
a physical address since it is not translated—but use physical tags. Theseldesigns;

which are virtually indexed but physically tagged, attempt to achieve’ %ﬁéﬂé}%ﬁﬂ%%()%
advantages of virtually indexed caches with the architecturally simpler advantages of

a physically addressed cache. For example, there is no alias problem in this case. COD

Figure 5.29 (The TLB and cache ...) assumed a 4 KiB page size, but it's really 16 KiB,

so the Intrinsity FastMATH can use this trick. To pull it off, there must be careful

coordination between the minimum page size, the cache size, and associativity.
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PIPELINING

©zyBooks 05/16/25 23:11 2475274
Jaheim Attri

Virtually addressed cache: A cache that is accessed with a virtual adF I rgg|§4ré Pgwgrs%'gﬂzao %%ysical

address.

Aliasing: A situation in which two addresses access the same object; it can occur in virtual
memory when there are two virtual addresses for the same physical page.

Physically addressed cache: A cache that is addressed by a physical address.

PARTICIPATION o
ACTIVITY 5.7.8: Virtual caches. D

How to use this tool Vv

Aliasing Virtually addressed cache Physically addressed cache

Occurs when two virtual addresses
access the same page.

A cache that is accessed by a
physical address.

A cache that is accessed by a

partially or complet@lyy Girtial0s/16/25 23:11 2475274
Jaheim Attri

address. FIUEEL4709CSpring2025

Reset

Implementing protection with virtual memory
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Perhaps the most important function of virtual memory today is to allow sharing of a single main
memory by multiple processes, while providing memory protection among these processes and
the operating system. The protection mechanism must ensure that although multiple processes
are sharing the same main memory, one renegade process cannot write into the address space of
another user process or into the operating system either intentionally or unintentionally. The write
access bit in the TLB can protect a page from being written. Without this level of protection,
computer viruses would be even more widespread. ©zyBooks 05/16/25 23:11 2475274

Jaheim Attri
FIUEEL4709CSpring2025

Hardware/Software Interface

To enable the operating system to implement protection in the virtual memory
system, the hardware must provide at least the three basic capabilities summarized
below. Note that the first two are the same requirements as needed for virtual
machines (COD Section 5.6 (Virtual machines)).

1. Support at least two modes that indicate whether the running process is a
user process or an operating system process, variously called a supervisor
process, a kernel process, or an executive process.

2. Provide a portion of the processor state that a user process can read but not
write. This includes the user/supervisor mode bit, which dictates whether the
processor is in user or supervisor mode, the page table pointer, and the TLB.
To write these elements, the operating system uses special instructions that
are only available in supervisor mode.

3. Provide mechanisms whereby the processor can go from user mode to
supervisor mode and vice versa. The first direction is typically accomplished
by a system call exception, implemented as a special instruction (syscall in
the MIPS instruction set) that transfers control to a dedicated location in
supervisor code space. As with any other exception, the program counter
from the point of the system call is saved in the exception PC (EPC), and the
processor is placed in supervisor mode. To return to user mode from the
exception, use the return from exception (ERET) instruction, which resets to
user mode and jumps to the address in EPC.

By using these mechanisms and storing the page tables in ¢hgoperating System’s 2475274

address space, the operating system can change the page tableﬁdﬁﬁﬁ%ggﬁéﬁw 025
a user process from changing them, ensuring that a user process can access only

the storage provided to it by the operating system.

We also want to prevent a process from reading the data of another process. For example, we
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Supervisor mode: Also called kernel mode. A mode indicating that a running process is an
operating system process.

System call: A special instruction that transfers control from user mode to a dedicated location
in supervisor code space, invoking the exception mechanism in the process.

©zyBooks 05/16/25 23:11 2475274

Jaheim Attri
wouldn't want a student program to read an upcoming exam if it was inthe processarsamemory.

Once we begin sharing main memory, we must provide the ability for a process to protect its data
from both reading and writing by another process; otherwise, sharing the main memory will be a
mixed blessing!

Remember that each process has its own virtual address space. Thus, if the operating system
keeps the page tables organized so that the independent virtual pages map to disjoint physical
pages, one process will not be able to access another's data. Of course, this also requires that a
user process be unable to change the page table mapping. The operating system can assure safety
if it prevents the user process from modifying its own page tables. However, the operating system
must be able to modify the page tables. Placing the page tables in the protected address space of
the operating system satisfies both requirements.

When processes want to share information in a limited way, the operating system must assist
them, since accessing the information of another process requires changing the page table of the
accessing process. The write access bit can be used to restrict the sharing to just read sharing,
and, like the rest of the page table, this bit can be changed only by the operating system. To allow
another process, say, P1, to read a page owned by process P2, P2 would ask the operating system
to create a page table entry for a virtual page in P1's address space that points to the same
physical page that P2 wants to share. The operating system could use the write protection bit to
prevent P71 from writing the data, if that was P2's wish. Any bits that determine the access rights for
a page must be included in both the page table and the TLB, because the page table is accessed
only on a TLB miss.

Elaboration

When the operating system decides to change from running process P1 to runnin
: : . zyBooks 05/16/25 23711 2475274
process P2 (called a context switch or process switch), it must ensure t Qﬁé gannot
get access to the page tables of P1 because that would compromi8épratécticimnifg2025
there is no TLB, it suffices to change the page table register to point to P2's page table
(rather than to P1's); with a TLB, we must clear the TLB entries that belong to P1—
both to protect the data of P1 and to force the TLB to load the entries for P2. If the
process switch rate were high, this could be quite inefficient. For example, P2 might
load only a few TLB entries before the operating system switched back to P1.

Unfortunately, P17 would then find that all its TLB entries were gone and would have to
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pay TLB misses to reload them. This problem arises because the virtual addresses
used by P1 and P2 can be the same, and we must clear out the TLB to avoid

confusing these addresses.

A common alternative is to extend the virtual address space by adding a process
identifier or task identifier. The Intrinsity FastMATH has an 8-bit address space ID
(ASID) field for this purpose. This small field identifies the currently running process; it
is kept in a register loaded by the operating system when it sSWHEHES proCe§ées 2Phel 2475274

ttri

. . . . J :
process identifier is concatenated to the tag portion of the TLB, schm@g@af&%g ing2025
occurs only if both the page number and the process identifier match. This
combination eliminates the need to clear the TLB, except on rare occasions, such as

recycling an ASID.

Similar problems can occur for a cache, since on a process switch, the cache will
contain data from the running process. These problems arise in different ways for
physically addressed and virtually addressed caches, and a variety of different
solutions, such as process identifiers, are used to ensure that a process gets its own

data.

Context switch: A changing of the internal state of the processor to allow a different process to
use the processor that includes saving the state needed to return to the currently executing

process.

PARTICIPATION
ACTIVITY

1) Without the write access bit,
computer viruses would likely be
more widespread.

) True

() False
2) For virtual memory system
protection, hardware does not need to

determine if running processes are
USer or supervisor processes.

) True
() False

5.7.9: Virtual memory protection.

|

]

©zyBooks 05/16/25 23:11 2475274
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3) syscallis a special instruction that D
enables a processor to go from user
mode to supervisor mode.

True

False

©zyBooks 05/16/25 23:11 2475274

Handling TLB misses and page faults Jaheim Attri
9 pag FIUEEL4709CSpring2025

Although the translation of virtual to physical addresses with a TLB is straightforward when we get
a TLB hit, as we saw earlier, handling TLB misses and page faults is more complex. A TLB miss
occurs when no entry in the TLB matches a virtual address. Recall that a TLB miss can indicate
one of two possibilities:

1. The page is present in memory, and we need only create the missing TLB entry.
2. The page is not present in memory, and we need to transfer control to the operating system
to deal with a page fault.

MIPS traditionally handles a TLB miss in software. It brings in the page table entry from memory
and then re-executes the instruction that caused the TLB miss. Upon re-executing, it will get a TLB
hit. If the page table entry indicates the page is not in memory, this time it will get a page fault
exception.

Handling a TLB miss or a page fault requires using the exception mechanism to interrupt the active
process, transferring control to the operating system, and later resuming execution of the
interrupted process. A page fault will be recognized sometime during the clock cycle used to
access memory. To restart the instruction after the page fault is handled, the program counter of
the instruction that caused the page fault must be saved. Just as in COD Chapter 4 (The
Processor), the exception program counter (EPC) is used to hold this value.

In addition, a TLB miss or page fault exception must be asserted by the end of the same clock
cycle that the memory access occurs, so that the next clock cycle will begin exception processing
rather than continue normal instruction execution. If the page fault was not recognized in this clock
cycle, a load instruction could overwrite a register, and this could be disastrous when we try to
restart the instruction. For example, consider the instruction 1w $1, 0 ($1):the computer must
be able to prevent the write pipeline stage from occurring; otherwise, it could not properly restart
the instruction, since the contents of $1 would have been destroye Z@ﬂBg\oé(F?anéﬁg@%ﬁﬁgt%ﬁ%@es
on stores. We must prevent the write into memory from actually completibgiwiiersthierg2is’a page

fault; this is usually done by deasserting the write control line to the memory.

Hardware/Software Interface
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Between the time we begin executing the exception handler in the operating system
and the time that the operating system has saved all the state of the process, the
operating system is particularly vulnerable. For example, if another exception
occurred when we were processing the first exception in the operating system, the
control unit would overwrite the exception program counter, making it impossible to
return to the instruction that caused the page fault! We canG@usidcthid disasterZBy 1 2475274
providing the ability to disable and enable exceptions. When an eg&ﬂfﬁ@ ptrtirr:gZOZS
occurs, the processor sets a bit that disables all other exceptions; this could

happen at the same time the processor sets the supervisor mode bit. The operating
system will then save just enough state to allow it to recover if another exception
occurs—namely, the exception program counter (EPC) and Cause registers. EPC

and Cause are two of the special control registers that help with exceptions, TLB
misses, and page faults; the figure below shows the rest. The operating system can
then re-enable exceptions. These steps make sure that exceptions will not cause

the processor to lose any state and thereby be unable to restart execution of the
interrupting instruction.

Exception enable: Also called interrupt enable. A signal or action that controls whether the
process responds to an exception or not; necessary for preventing the occurrence of exceptions
during intervals before the processor has safely saved the state needed to restart.

Figure 5.7.9: MIPS control registers (COD Figure 5.32).

These are considered to be in coprocessor 0, and hence are read using mfc0 and written
using mtcO.

CPO rogister numbor

EPC 14 Where to rESEfb s eibaplibd 2> 2371 1 2475274
BadVAddr 8 Address that caused excepfion P
Index 0 Location in TLB to be read or written
Random 1 Pseudorandom location in TLB
EntryLo 2 Physical page address and flags
EntryHi 10 Virtual page address
Context 4 Page table address and page number
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Once the operating system knows the virtual address that caused the page fault, it must complete
three steps:

1. Look up the page table entry using the virtual address and find the location of the referenced
page on disk.
2. Choose a physical page to replace; if the chosen page is dirty, it must be written out to disk
before we can bring a new virtual page into this physical pa@%;e.
: T Books %5/1.6/ 523:11 2475274
3. Start a read to bring the referenced page from disk into the cHosen p mg@i page.

FIUEEL4709CSpring2025
Of course, this last step will take millions of processor clock cycles (so will the second if the

replaced page is dirty); accordingly, the operating system will usually select another process to
execute in the processor until the disk access completes. Because the operating system has saved
the state of the process, it can freely give control of the processor to another process.

When the read of the page from disk is complete, the operating system can restore the state of the
process that originally caused the page fault and execute the instruction that returns from the
exception. This instruction will reset the processor from kernel to user mode, as well as restore the
program counter. The user process then re-executes the instruction that faulted, accesses the
requested page successfully, and continues execution.

Page fault exceptions for data accesses are difficult to implement properly in a processor because
of a combination of three characteristics:

1. They occur in the middle of instructions, unlike instruction page faults.
2. The instruction cannot be completed before handling the exception.
3. After handling the exception, the instruction must be restarted as if nothing had occurred.

Making instructions restartable, so that the exception can be handled and the instruction later
continued, is relatively easy in an architecture like the MIPS. Because each instruction writes only
one data item and this write occurs at the end of the instruction cycle, we can simply prevent the
instruction from completing (by not writing) and restart the instruction at the beginning.

Restartable instruction: An instruction that can resume execution after an exception is resolved
without the exception's affecting the result of the instruction.

Let's look in more detail at MIPS. When a TLB miss occurs, the MIPS hardware saves the page

number of the reference in a special register called BadVAddr (ses/0OR EHgure &:33) and generates

an exception. Jaheim Attri
FIUEEL4709CSpring2025

The exception invokes the operating system, which handles the miss in software. Control is
transferred to address 8000 0000y, the location of the TLB miss handler. To find the physical
address for the missing page, the TLB miss routine indexes the page table using the page number
of the virtual address and the page table register, which indicates the starting address of the active
process page table. To make this indexing fast, MIPS hardware places everything you need in the
special Context register (see COD Figure 5.33): the upper 12 bits have the address of the base of
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the page table, and the next 18 bits have the virtual address of the missing page. Each page table
entry is one word, so the last 2 bits are 0. Thus, the first two instructions copy the Context register
into the kernel temporary register $k1 and then load the page table entry from that address into
$k1.Recall that $k0 and $k1 are reserved for the operating system to use without saving; a major
reason for this convention is to make the TLB miss handler fast. Below is the MIPS code for a
typical TLB miss handler:

©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
TLBmiss: FIUEEL4709CSpring2025

mfcO0 $k1, Context # copy address of PTE into temp Skl

1w Sk1l, 0(Skl) # put PTE into temp $kl

mtcO0 $k1, EntryLo # put PTE into special register EntryLo
tlbwr # put EntrylLo into TLB entry at Random
eret # return from TLB miss exception

As shown above, MIPS has a special set of system instructions to update the TLB. The instruction
t lbwr copies from control register EntryLo into the TLB entry selected by the control register
Random (COD Figure 5.33). Random implements random replacement, so it is basically a free-
running counter. A TLB miss takes about a dozen clock cycles.

Note that the TLB miss handler does not check to see if the page table entry is valid. Because the
exception for TLB entry missing is much more frequent than a page fault, the operating system
loads the TLB from the page table without examining the entry and restarts the instruction. If the
entry is invalid, another and different exception occurs, and the operating system recognizes the
page fault. This method makes the frequent case of a TLB miss fast, at a slight performance
penalty for the infrequent case of a page fault.

Once the process that generated the page fault has been interrupted, it transfers control to 8000
0180ney, a different address than the TLB miss handler. This is the general address for exceptions;
TLB miss has a special entry point to lower the penalty for a TLB miss. The operating system uses
the exception Cause register to diagnose the cause of the exception. Because the exceptionis a
page fault, the operating system knows that extensive processing will be required. Thus, unlike a
TLB miss, it saves the entire state of the active process. This state includes all the general-purpose
and floating-point registers, the page table address register, the EPC, and the exception Cause
register. Since most exception handlers do not usually use the floating-point registers, the general

entry point does not save them, leaving that to the few handlers thateneed thers 25 23:11 2475274

Jaheim Attri
The figure below sketches the MIPS code of an exception handler. Note thatiwe save andrestore

the state in MIPS code, taking care when we enable and disable exceptions, but we invoke C code
to handle the particular exception.

Figure 5.7.10: MIPS code to save and restore state on an exception (COD
Figure 5.33).
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Save GPR addi $k1,$s5p, -XCPSIZE { save space on stack for state
Sw $sp, XCT_SP($kl) { save $sp on stack
Sw $v0, XCT_VO($kl) # save $vD on stack
# save sv1, $ai, $si, $ti,...on stack
SwW $ra, XCT_RA(SK1) # save $ra on stack
Save hi, lo mfhi $v0 i copy Hi
mflo $vl i copy Lo
Sw $v0, XCT_HI($k1) {#f save Hi value C .
w1l XCTTLOGSKI) 1 save Lo value BrdBHaks 05/16/25 23:11 2474274
Save exception mfco $a0, $cr i copy cause register Janeim At
registers W $a0, XCT_CR($k1) { save SC!l‘ value on sfUEEL4709CSpring2025
# save Svl,....
mfch $a3, $sr #f copy status register
Sw $a3, XCT_SR($k1) #f save $sr on stack
Set sp move $sp, $kl # sp=sp - XCPSIZE

Enable nested exceptions

$vO,
$v0,

$a3, MASKI
$sr

# $v0D = $sr & MASK1, enable exceptions
# $sr = value that enables exceptions

Call C exception handler

Set 3gp move $ap, GPINIT # set $gp to point to heap area
call Ccode move $a0, $sp # argl = pointer to exception stack
a St jal xcpt_deliver # call C code to handle exception

Restoring

state

Restore most move $at, $s # temporary value of $sp
GPR, hi, To Tw $ra, XC?_RA(Sat} #f restore $ra from stack
## restore $t0,...., $al
Tw $a0, XCT_AO($kl) # restore $aD from stack
Restore status Tw $v0, XCT_SR(sat) # load old $sr from stack
register 1i $vl, MASK2 #f mask to disable exceptions
and $v0, $v0, $vl {ff Sv0D = $sr & MASKZ, disable exceptions
mtcO $v0 sr ## set status register

‘ ‘ﬁ
[

Exception return

Restore S:‘.Q 1w $sp, XCT_SP($at) # restore $sp from stack
and rest of Iw $v0, XCT_V0($at) { restore $vD from stack
GPR used as ; : g " :
temporary 7 $vl, XCT_V1(sat)  restore $vl from stack
registers 1w $kl, XCT_EPC($at) { copy old $epc from stack
Tw $at, XCT_AT(s$at) {# restore $at from stack
Restore ERC mtcl $kl, $epc # restore $epc
and return eret $ra # return to interrupted instruction

The virtual address that caused the fault depends on whether the fault was an instruction or data
fault. The address of the instruction that generated the fault is in the EPC. If it was an instruction
page fault, the EPC contains the virtual address of the faulting page; otherwise, the faulting virtual
address can be computed by examining the instruction (whose a@dress<isih/thie EPC) td fidb thie

base register and offset field.

PARTICIPATION
ACTIVITY

1) ATLB miss or page fault _____

must be asserted by the end of

the same clock cycle as the

Jaheim Attri

FIUEEL4709CSpring2025

5.7.10: Handling TLB misses and page faults.

]

]
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memaory access.

Check Show answer
2) The exception ____ signal Q
trols wheth ©zyBooks 05/16/25 23:11 247527
controls whether a process Jaheim Attri
responds to an exception. FIUEEL4709CSpring2025
Check Show answer
3) The and Cause are two ]

MIPS control registers that help
with page faults, TLB misses,
and exceptions.

Check Show answer

4) A ____instruction can resume G
or restart execution after being
interrupted by an exception
without affecting the result of
the instruction.

Check Show answer
Elaboration
©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
s simpli - , : . FIUEEL47 ing202
This simplified version assumes that the stack pointer (sp) is valid. L/% avo%gt%sep”ng 025

problem of a page fault during this low-level exception code, MIPS sets aside a
portion of its address space that cannot have page faults, called unmapped. The
operating system places the exception entry point code and the exception stack in
unmapped memory. MIPS hardware translates virtual addresses 8000 0000pex to
BFFF FFFFpex to physical addresses simply by ignoring the upper bits of the virtual
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address, thereby placing these addresses in the low part of physical memory. Thus,
the operating system places exception entry points and exception stacks in
unmapped memory.

. ©zyBoqks 05/16/25 23:11 2475274
Unmapped: A portion of the address space that cannot have pagey%ults. Jaheim Attri

FIUEEL4709CSpring2025

Elaboration

The code in the figure above shows the MIPS-32 exception return sequence. The older
MIPS-I architecture uses rfe and jrinstead of eret.

Elaboration

For processors with more complex instructions that can touch many memory
locations and write many data items, making instructions restartable is much harder.
Processing one instruction may generate a number of page faults in the middle of the
instruction. For example, x86 processors have block move instructions that touch
thousands of data words. In such processors, instructions often cannot be restarted
from the beginning, as we do for MIPS instructions. Instead, the instruction must be
interrupted and later continued midstream in its execution. Resuming an instruction in
the middle of its execution usually requires saving some special state, processing the
exception, and restoring that special state. Making this work properly requires careful
and detailed coordination between the exception-handling code in the operating
system and the hardware.

©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
FIUEEL4709CSpring2025

Elaboration

Rather than pay an extra level of indirection on every memory access in virtual
machines, the VMM maintains a shadow page table that maps directly from the guest
virtual address space to the physical address space of the hardware. By detecting all
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modifications to the guest's page table, the VMM can ensure the shadow page table
entries being used by the hardware for translations correspond to those of the guest
OS environment, with the exception of the correct physical pages substituted for the
real pages in the guest tables. Hence, the VMM must trap any attempt by the guest
OS to change its page table or to access the page table pointer. This is commonly
done by write protecting the guest page tables and trapping any access to the page

table pointer by a guest OS. As noted above, the latter happe@%yrgagg@/%/ﬂ%gggsgqg 2475274

the page table pointer is a privileged operation. Jaheim Attri
FIUEEL4709CSpring2025

Elaboration

In addition to virtualizing the instruction set for a virtual machine, another challenge is
virtualization of virtual memory, as each guest OS in every virtual machine manages
its own set of page tables. To make this work, the VMM separates the notions of real
and physical memory (which are often treated synonymously), and makes real
memory a separate, intermediate level between virtual memory and physical memory.
(Some use the terms virtual memory, physical memory, and machine memory to
name the same three levels.) The guest OS maps virtual memory to real memory via
its page tables, and the VMM page tables map the guest's real memory to physical
memory. The virtual memory architecture is specified either via page tables, as in IBM
VM/370 and the x86, or via the TLB structure, as in MIPS.

Summary

Virtual memory is the name for the level of memory hierarchy that manages caching between the
main memory and secondary memory. Virtual memory allows a single program to expand its
address space beyond the limits of main memory. More importantly, virtual memory supports

sharing of the main memory among multiple, simultaneously active processes, in a protected

manner. ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri

Managing the memory hierarchy between main memory and disk is chalengitig bevause df the
high cost of page faults. Several techniques are used to reduce the miss rate:

1. Pages are made large to take advantage of spatial locality and to reduce the miss rate.

2. The mapping between virtual addresses and physical addresses, which is implemented with
a page table, is made fully associative so that a virtual page can be placed anywhere in main
memory.
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3. The operating system uses techniques, such as LRU and a reference bit, to choose which
page to replace.

Writes to secondary memory are expensive, so virtual memory uses a write-back scheme and also
tracks whether a page is unchanged (using a dirty bit) to avoid writing unchanged pages.

The virtual memory mechanism provides address translation from a virtual address used by the

program to the physical address space used for accessing memery:sbhissaddressstransiation274

allows protected sharing of the main memory and provides several additional 68nefits, such as
e : : dFlfUEELMO%CS rlnrgZOZS.
simplifying memory allocation. Ensuring that processes are protected from each other’requires
that only the operating system can change the address translations, which is implemented by
preventing user programs from changing the page tables. Controlled sharing of pages among
processes can be implemented with the help of the operating system and access bits in the page

table that indicate whether the user program has read or write access to a page.

If a processor had to access a page table resident in memory to translate every access, virtual
memory would be too expensive, as caches would be pointless! Instead, a TLB acts as a cache for
translations from the page table. Addresses are then translated from virtual to physical using the
translations in the TLB.

Caches, virtual memory, and TLBs all rely on a common set of principles and policies. The next
section discusses this common framework.

Understanding program performance

Although virtual memory was invented to enable a small memory to act as a large
one, the performance difference between secondary memory and main memory
means that if a program routinely accesses more virtual memory than it has
physical memory, it will run very slowly. Such a program would be continuously
swapping pages between memory and disk, called thrashing. Thrashing is a
disaster if it occurs, but it is rare. If your program thrashes, the easiest solution is to
run it on a computer with more memory or buy more memory for your computer. A
more complex choice is to re-examine your algorithm and data structures to see if
you can change the locality and thereby reduce the number of pages that your

program uses simultaneously. This set of popular pages is @%%?ngﬁl@/%%:ﬂ 2475974

working set. Jaheim Attri
FIUEEL4709CSpring2025
A more common performance problem is TLB misses. Since a TLB might handle

only 32-64 page entries at a time, a program could easily see a high TLB miss rate,
as the processor may access less than a quarter mebibyte directly: 64 x 4 KiB =
0.25 MiB. For example, TLB misses are often a challenge for Radix Sort. To try to
alleviate this problem, most computer architectures now support variable page
sizes. For example, in addition to the standard 4 KiB page, MIPS hardware
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supports16 KiB, 64 KiB, 256 KiB, 1 MiB, 4 MiB, 16 MiB, 64 MiB, and 256 MiB pages.
Hence, if a program uses large page sizes, it can access more memory directly
without TLB misses.

The practical challenge is getting the operating system to allow programs to select
these larger page sizes. Once again, the more complex solution to reducing TLB
misses is to re-examine the algorithm and data structures to reduce the working

set of pages; given the importance of memory accesses to@)@’ﬁ@ﬁ‘?%@?é %{ﬁéﬁfeﬂ 2475274
apneim I

frequency of TLB misses, some programs with large working setg have pring2025
redesigned with that goal.

PARTICIPATION
ACTIVITY 5.7.11: Check yourself.

How to use this tool Vv

L2 cache L1 cache TLB Main memory

A cache for a cache.

A cache for main memory.

A cache for disks.

A cache for page table entries.

Reset

6/2523:11 2475274

5.8 A common framework for mémorysm .
] FIUEEL4/709CSpring2025
hierarchy

By now, you've recognized that the different types of memory hierarchies have a great deal in
common. Although many of the aspects of memory hierarchies differ quantitatively, many of the
policies and features that determine how a hierarchy functions are similar qualitatively. The figure
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below shows how some of the quantitative characteristics of memory hierarchies can differ. In the
rest of this section, we will discuss the common operational alternatives for memory hierarchies,
and how these determine their behavior. We will examine these policies as a series of four

questions that apply between any two levels of a memory hierarchy, although for simplicity we will
primarily use terminology for caches.

Figure 5.8.1: The key quantitative design parametérgtat Characterizé'the’”
major elements of memory hierarchy in a computer (CODFi§erers:84).5

These are typical values for these levels as of 2020. Although the range of values is wide,
this is partially because many of the values that have shifted over time are related; for
example, as caches become larger to overcome larger miss penalties, block sizes also
grow. While not shown, server microprocessors today also have L3 caches, which can be
4 to 50 MiB and contain many more blocks than L2 caches. L3 caches lower the L2 miss
penalty to 30 to 40 clock cycles.

Typical values Typical values Typical values for Typical values
Feature for L1 caches for L2 caches paged memory foraTLB

Total size in blocks 250-2000 2500-25,000 16,000-250,000 40-1024
Total size in kilobytes 16-64 125-2000 1,000,000-1,000,000,000 0.25-16
Block size in bytes 16-64 64-128 4000-64,000 4-32
Miss penalty in clocks 10-25 100-1000 10,000,000-100,000,000 10-1000
Miss rates (global for L2) 2%-5% 0.1%2% 0.00001%—-0.0001% 0.01%2%

Question 1: Where can a block be placed?

We have seen that block placement in the upper level of the hierarchy can use a range of schemes,
from direct mapped to set associative to fully associative. As mentioned above, this entire range of

schemes can be thought of as variations on a set-associative scheme where the number of sets
and the number of blocks per set varies:

Number of sets Blocks per set

Direct mapped Number of blocks in cache 1

_ ©zyBoOKs U5/T6/25 23711 247527
Number of blocks in cache Jaheim Attri

Set associative Assegiativity (ypicatly 2028)

Associativity

Fully associative 1 Number of blocks in the cache

The advantage of increasing the degree of associativity is that it usually decreases the miss rate.
The improvement in miss rate comes from reducing misses that compete for the same location.
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We will examine these in more detail shortly. First, let's look at how much improvement is gained.
The figure below shows the miss rates for several cache sizes as associativity varies from direct
mapped to eight-way set associative. The largest gains are obtained in going from direct mapped
to two-way set associative, which yields between a 20% and 30% reduction in the miss rate. As
cache sizes grow, the relative improvement from associativity increases only slightly; since the
overall miss rate of a larger cache is lower, the opportunity for improving the miss rate decreases

and the absolute improvement in the miss rate from associativit}©§wm@gﬂi@pﬁﬁ@{ﬂ@wzm

potential disadvantages of associativity, as we mentioned earlier, are increasedioostiand slower
access time FIUEEL4709CSpring2025

Figure 5.8.2: The data cache miss rates for each of eight cache sizes
improve as the associativity increases (COD Figure 5.35).

While the benefit of going from one-way (direct mapped) to two-way set associative is
significant, the benefits of further associativity are smaller (e.g., 1%—10% improvement
going from two-way to four-way versus 20%—30% improvement going from one-way to
two-way). There is even less improvement in going from four-way to eight-way set
associative, which, in turn, comes very close to the miss rates of a fully associative cache.
Smaller caches obtain a significantly larger absolute benefit from associativity because
the base miss rate of a small cache is larger. COD Figure 5.16 (The data cache miss rates
for an organization like the Intrinsity FastMATH ...) explains how this data was collected.

15% 1
1 KiB
12% -
2 KiB
2 9% -
g
@ 4 KiB
S 6%-
8 KiB
3% m—\
- 2 Kis . 64KiB __ _128KiB s
0 T T T 1
One-way Two-way Four-way Ei%ht-way
Rasaclaiic ©zyBooks 05/16/25 23:11 2475274
ity . .
Jaheim Attri
FIUEEL4709CSpring2025
PARTICIPATION .
ACTIVITY 5.8.1: Where to place a block?
1) The largest reduction in misses D

occurs when going froma .
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direct mapped to a two-way set
associative cache

two-way to a four-way set
associative cache

2) What kind of cache benefits the D

greatest from a fully associative ©zyBooks 05/16/25 23:11 2475274

cache? Jaheim Attri
FIUEEL4709CSpring2025
O large cache

() small cache

Question 2: How is a block found?

The choice of how we locate a block depends on the block placement scheme, since that dictates
the number of possible locations. We can summarize the schemes as follows:

pcation method Comparisons required

Direct mapped Index 1
Set associative Index the set, search among elements Degree of associativity
Search all cache entries Size of the cache
Full Separate lookup table 0

The choice among direct-mapped, set-associative, or fully associative mapping in any memory
hierarchy will depend on the cost of a miss versus the cost of implementing associativity, both in
time and in extra hardware. Including the L2 cache on the chip enables much higher associativity,
because the hit times are not as critical and the designer does not have to rely on standard SRAM
chips as the building blocks. Fully associative caches are prohibitive except for small sizes, where
the cost of the comparators is not overwhelming and where the absolute miss rate improvements
are greatest.

In virtual memory systems, a separate mapping table—the page table—is kept to index the memory.
In addition to the storage required for the table, using an index table requires an extra memory
access. The choice of full associativity for page placement and the extra table is motivated by
these facts:

1. Full associativity is beneficial, since misses are very expen§&igeB00ks Ojg:]g’i/riiﬁi” 2475274
2. Full associativity allows software to use sophisticated replacement schemesthaiare;
designed to reduce the miss rate.

3. The full map can be easily indexed with no extra hardware and no searching required.

Therefore, virtual memory systems almost always use fully associative placement.

Set-associative placement is often used for caches and TLBs, where the access combines indexing
and the search of a small set. A few systems have used direct-mapped caches because of their
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advantage in access time and simplicity. The advantage in access time occurs because finding the
requested block does not depend on a comparison. Such design choices depend on many details
of the implementation, such as whether the cache is on-chip, the technology used for
implementing the cache, and the critical role of cache access time in determining the processor

cycle time.
A ATON 5 8 2 How to find a block. ©zyBooks 05/16/25 23:11 2475:{74
Jaheim Attri
FIUEEL4709CSpring2025
1) Locating a block in memory depends D
on the block placement scheme.
O True
() False
2) Full associativity is not best for virtual D
memory systems because of a larger
access latency.
O True
O False
3) For caches and TLBs, direct mapping ]

tends to have faster placement times
than set-associative mapping.

) True
() False

Question 3: Which block should be replaced on a cache miss?

When a miss occurs in an associative cache, we must decide which block to replace. In a fully
associative cache, all blocks are candidates for replacement. If the cache is set associative, we
must choose among the blocks in the set. Of course, replacement is easy in a direct-mapped cache
because there is only one candidate.

There are the two primary strategies for replacement in set—assog)izay'\é%% 6@”;{66}%(}%]3‘{']\@19@?%3:

Jaheim Attri
» Random: Candidate blocks are randomly selected, possible usingsamerbardhyareassistance.

For example, MIPS supports random replacement for TLB misses.
» [east recently used (LRU): The block replaced is the one that has been unused for the longest
time.

In practice, LRU is too costly to implement for hierarchies with more than a small degree of
associativity (two to four, typically), since tracking the usage information is costly. Even for four-
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way set associativity, LRU is often approximated—for example, by keeping track of which pair of
blocks is LRU (which requires 1 bit), and then tracking which block in each pair is LRU (which
requires 1 bit per pair).

For larger associativity, either LRU is approximated or random replacement is used. In caches, the
replacement algorithm is in hardware, which means that the scheme should be easy to implement.
Random replacement is simple to build in hardware, and for a two-way set-associative cache,
random replacement has a miss rate about 1.1 times higher thar@EW%Bl@@ér@(@r@tZ%Wé‘m{’es
become larger, the miss rate for both replacement strategies falls, anga}@&gﬁg%@g%ﬁhfé%%ce
becomes small. In fact, random replacement can sometimes be better than the simple LRU

approximations that are easily implemented in hardware.

In virtual memory, some form of LRU is always approximated, since even a tiny reduction in the
miss rate can be important when the cost of a miss is enormous. Reference bits or equivalent
functionality are often provided to make it easier for the operating system to track a set of less
recently used pages. Because misses are so expensive and relatively infrequent, approximating this
information primarily in software is acceptable.

PARTICIPATION

ACTIVITY 5.8.3: How to replace a block. L

1) In a direct-mapped cache, how D
many blocks are candidates for
replacement?

Check Show answer

2) The primary replacement D
schemes for set and fully-
associative cachesare _____
and LRU.

Check Show answer
©zyBooks 05/16/25 23:11 2475274

Jaheim Attri

i FIUEEL4709CSpring202
3) Which of the two replacement U 09CSpring2025 ]

schemes (random or LRU) is
better for caches with a smaller
degree of associativity?
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Check Show answer

Question 4: What happens on a write?

A key characteristic of any memory hierarchy is how it deals with writes. We have already seen the
two basic options: ©zyBooks 05/16/25 23:11 2475274
' Jaheim Attri

. . . . . ) FIUEEL47OQCSprin?2025
» Write-through: The information is written to both the block in the cache and the block in the

lower level of the memory hierarchy (main memory for a cache). The caches in COD Section
5.3 (The basics of caches) used this scheme.

» Write-back: The information is written only to the block in the cache. The modified block is
written to the lower level of the hierarchy only when it is replaced. Virtual memory systems
always use write-back, for the reasons discussed in COD Section 5.7 (Virtual memory).

Both write-back and write-through have their advantages. The key advantages of write-back are the
following:

= |ndividual words can be written by the processor at the rate that the cache, rather than the
memory, can accept them.

= Multiple writes within a block require only one write to the lower level in the hierarchy.

= When blocks are written back, the system can make effective use of a high-bandwidth
transfer, since the entire block is written.

Write-through has these advantages:

= Misses are simpler and cheaper because they never require a block to be written back to the
lower level.

= Write-through is easier to implement than write-back, although to be practical, a write-through
cache will still need to use a write buffer.

PARTICIPATION , . .
ACTIVITY 5.8.4: Performing a write.
1) The two memory system write D
methods are write-back and write-off. ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
© True FIUEEL4709CSpring2025
O False
2) A benefit of write-back is that multiple L]

writes to a block only require one
write to main memory.

) True
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() False

3) Misses are less costly when using the D
write-through method.

) True

() False

©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
FIUEEL4709CSpring2025

The Big Picture

Caches, TLBs, and virtual memory may initially look very different, but they
rely on the same two principles of locality, and they can be understood by
their answers to four questions:

Question 1: Where can a block be placed?
Answer: One place (direct mapped), a few places (set associative), or any
place (fully associative).

Question 2: How is a block found?

Answer: There are four methods: indexing (as in a direct-mapped cache),
limited search (as in a set-associative cache), full search (as in a fully
associative cache), and a separate lookup table (as in a page table).

Question 3: What block is replaced on a miss?
Answer: Typically, either the least recently used or a random block.

Question 4: How are writes handled?
Answer: Each level in the hierarchy can use either write-through or write-
back.

. ) o . ©zyBooks 05/16/25 23:11 2475274
In virtual memory systems, only a write-back policy is practical because of ﬁj@ﬂgﬁﬁtency of a

write to the lower level of the hierarchy. The rate at which writes are getératédisy appracéssor
generally exceeds the rate at which the memory system can process them, even allowing for
physically and logically wider memories and burst modes for DRAM. Consequently, today lowest-
level caches typically use write-back.

The three Cs: An intuitive model for understanding the behavior of memory
hierarchies
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In this subsection, we look at a model that provides insight into the sources of misses in a memory
hierarchy and how the misses will be affected by changes in the hierarchy. We will explain the ideas
in terms of caches, although the ideas carry over directly to any other level in the hierarchy. In this
model, all misses are classified into one of three categories (the three Cs):

= Compulsory misses: These are cache misses caused by the first access to a block that has

never been in the cache. These are also called cold-start misses.
. . . ©zyBpoks 05/16/25 23:11 2475274

= Capacity misses: These are cache misses caused when the cache canneticontajn all the
blocks needed during execution of a program. Capacity misses @dcctr wheén filcoksEre
replaced and then later retrieved.

= Conflict misses: These are cache misses that occur in set-associative or direct-mapped
caches when multiple blocks compete for the same set. Conflict misses are those misses in
a direct-mapped or set-associative cache that are eliminated in a fully associative cache of
the same size. These cache misses are also called collision misses.

Three Cs model: A cache model in which all cache misses are classified into one of three
categories: compulsory misses, capacity misses, and conflict misses.

Compulsory miss: Also called cold-start miss. A cache miss caused by the first access to a
block that has never been in the cache.

Capacity miss: A cache miss that occurs because the cache, even with full associativity, cannot
contain all the blocks needed to satisfy the request.

Conflict miss: Also called collision miss. A cache miss that occurs in a set-associative or direct-
mapped cache when multiple blocks compete for the same set and that are eliminated in a fully
associative cache of the same size.

The figure below shows how the miss rate divides into the three sources. These sources of misses
can be directly attacked by changing some aspect of the cache design. Since conflict misses arise
directly from contention for the same cache block, increasing associativity reduces conflict misses.

Associativity, however, may slow access time, leading to lower overall performance.,
©zyBooks 05/16/25 23:11 2475274

Jaheim Attri
: , , FIUEEL4709CSpring2025
Figure 5.8.3: The miss rate can be broken into three sources of misses

(COD Figure 5.36).

This graph shows the total miss rate and its components for a range of cache sizes. This
data is for the SPEC CPU2000 integer and floating-point benchmarks and is from the
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same source as the data in COD Figure 5.36 (The data cache miss rates for each of eight
cache sizes ...). The compulsory miss component is 0.006% and cannot be seen in this
graph. The next component is the capacity miss rate, which depends on cache size. The
conflict portion, which depends both on associativity and on cache size, is shown for a
range of associativities from one-way to eight-way. In each case, the labeled section
corresponds to the increase in the miss rate that occurs when the associativity is changed
from the next higher degree to the labeled degree of associativ@yygggmﬁghgﬁqqmzm
labeled two-way indicates the additional misses arising when the cache hasaissociativity
of two rather than four. Thus, the difference in the miss rate incurreﬁ'%%@?r%?ﬁ%%&s
cache versus a fully associative cache of the same size is given by the sum of the
sections marked four-way, two-way, and one-way. The difference between eight-way and
four-way is so small that it is difficult to see on this graph.
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Capacity misses can easily be reduced by enlarging the cache; indeed, second-level caches have
been growing steadily larger for many years. Of course, when we make the cache larger, we must
also be careful about increasing the access time, which could lead to lower overall performance.

Thus, first-level caches have been growing slowly, if at all. ©zyBooks 05/16/25 23:11 2475274

Because compulsory misses are generated by the first reference to a HL?&{T&%@@#@@H% for the
cache system to reduce the number of compulsory misses is to increase the block size. This will
reduce the number of references required to touch each block of the program once, because the
program will consist of fewer cache blocks. As mentioned above, increasing the block size too
much can have a negative effect on performance because of the increase in the miss penalty.

The decomposition of misses into the three Cs is a useful qualitative model. In real cache designs,
many of the design choices interact, and changing one cache characteristic will often affect several
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components of the miss rate. Despite such shortcomings, this model is a useful way to gain insight
into the performance of cache designs.

PARTICIPATION _
ACTIVITY 5.8.5: The three Cs.

i v
How to use this tool ©zyBooks 05/16/25 23:11 2475274

Jaheim Attri
FIUEEL4709CSpring2025
Compulsory miss Capacity miss Conflict miss

A miss caused when multiple
blocks attempt to occupy the same
set.

A miss caused by attempting to
access a block that has never been
in the cache.

A miss caused when a cache does
not have the space to hold all of the
required blocks.

Reset

The Big Picture

The challenge in designing memory hierarchies is that every change that
potentially improves the miss rate can also negatively affect overall
performance, as the figure below summarizes. This combination of positive
and negative effects is what makes the design of a memory hierarchy

interesting. ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
FIUEEL4709CSpring2025

Figure 5.8.4: Memory hierarchy design challenges (COD Figure 5.37).
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Design change Effect on miss rate performance effect

Increases cache size | Decreases capacity misses May increase access time

Increases associativity | Decreases miss rate due to conflict May increase access time
misses

Increases block size Decreases miss rate for a wide range of | Increases miss penalty. Very large
block sizes due to spatial locality block could increase miss rate

©zyBooks 05/16/25 23:11 2475274

PARTICIPATION ) Jaheim Attri
ACTIVITY 5.8.6: Check yourself. FIUEEL4709CSpring2025

Which of the following statements (if any) are generally true?
1) There is no way to reduce D
compulsory misses.
O True
O False

2) Fully associative caches have no ]
conflict misses.

) True
() False

3) In reducing misses, associativity is D
more important than capacity.
O True

() False

5.9 Using a finite-state machine to control a
simple cache

We can now implement control for a cache, just as we implementedicontrokfor the single-cygle and

pipelined datapaths in COD Chapter 4 (The Processor). This section starts witteiadefinition of a
simple cache and then a description of finite-state machines (FSMs). ft'finis 4678?/\% r’['H%%QgE/I ofa
controller for this simple cache. COD Section 5.12 (Advanced material: Implementing cache
controllers) goes into more depth, showing the cache and controller in a new hardware description

language.

A simple cache
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We're going to design a controller for a simple cache. Here are the key characteristics of the cache:

Direct-mapped cache

Write-back using write allocate

Block size is 4 words (16 bytes or 128 bits)
Cache size is 16 KiB, so it holds 1024 blocks

32-bit addresses ©zyBooks 05/16/25 23:11 2475274
The cache includes a valid bit and dirty bit per block ! Jaheim Attri

FIUEEL4709CSpring2025
From COD Section 5.3 (The basics of caches), we can now calculate the fields of an address for

the cache:

= Cacheindexis 10 bits
= Block offset is 4 bits
» Tag sizeis 32- (10 + 4) or 18 bits

The signals between the processor to the cache are

 1-bit Read or Write signal

1-bit Valid signal, saying whether there is a cache operation or not
32-bit address

32-bit data from processor to cache

32-bit data from cache to processor

1-bit Ready signal, saying the cache operation is complete

The interface between the memory and the cache has the same fields as between the processor
and the cache, except that the data fields are now 128 bits wide. The extra memory width is
generally found in microprocessors today, which deal with either 32-bit or 64-bit words in the
processor while the DRAM controller is often 128 bits. Making the cache block match the width of
the DRAM simplified the design. Here are the signals:

1-bit Read or Write signal

1-bit Valid signal, saying whether there is a memory operation or not
32-bit address

128-bit data from cache to memory

128-bit data from memory to cache

1-bit Ready signal, saying the memory operation is complefezyBooks 05’16,/2553{” 2475274
aneim I

. _ FIUEEL4709CSpring2025
Note that the interface to memory is not a fixed number of cycles. We assume a e ry controller

that will notify the cache via the Ready signal when the memory read or write is finished.

Before describing the cache controller, we need to review finite-state machines, which allow us to
control an operation that can take multiple clock cycles.

5.9.1: A simple cache.
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I Activity

1) The number of cycles required to read D
from or write to the memory _____.

is fixed

varies

2) The processor-cache interface and ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri

the memory-cache interfaceis _____ . FIUEEL4709CSpring2025
the same

different

Finite-state machines

To design the control unit for the single-cycle datapath, we used a set of truth tables that specified
the setting of the control signals based on the instruction class. For a cache, the control is more
complex because the operation can be a series of steps. The control for a cache must specify both
the signals to be set in any step and the next step in the sequence.

The most common multistep control method is based on finite-state machines, which are usually
represented graphically. A finite-state machine consists of a set of states and directions on how to
change states. The directions are defined by a next-state function, which maps the current state
and the inputs to a new state. When we use a finite-state machine for control, each state also
specifies a set of outputs that are asserted when the machine is in that state. The implementation
of a finite-state machine usually assumes that all outputs that are not explicitly asserted are
deasserted. Similarly, the correct operation of the datapath depends on the fact that a signal that is
not explicitly asserted is deasserted, rather than acting as a don't care.

finite-state machine: A sequential logic function consisting of a set of inputs and outputs, a
next-state function that maps the current state and the inputs to a new state, and an output
function that maps the current state and possibly the inputs to a set of asserted outputs.

next-state machine: A combinational function that, given the inputs and the current state,
determines the next state of a finite-state machine. ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri

. ) ) . FIUEEL4709CSpring2025
Multiplexor controls are slightly different, since they select one of the inputs whether they are 0 or

1. Thus, in the finite-state machine, we always specify the setting of all the multiplexor controls that
we care about. When we implement the finite-state machine with logic, setting a control to 0 may
be the default and thus may not require any gates. A simple example of a finite-state machine
appears in COD Appendix B (The Basics of Logic Design), and if you are unfamiliar with the concept
of a finite-state machine, you may want to examine COD Appendix B (The Basics of Logic Design)
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before proceeding.

A finite-state machine can be implemented with a temporary register that holds the current state
and a block of combinational logic that determines both the data-path signals to be asserted and
the next state. The figure below shows how such an implementation might look. COD Appendix D
(Mapping Control to Hardware) describes in detail how the finite-state machine is implemented
using this structure. In COD Section B.3 (Combinational logic), the combinational control logic for a
finite-state machine is implemented both with either a ROM (rea@érily phefon)/ép d PLAZ475274
(programmable logic array). (Also see COD Appendix B (The Basics of Logig helggitﬁﬁ%@ozs

description of these logic elements.)

Figure 5.9.7: Finite-state machine controllers are typically implemented
using a block of combinational logic and a register to hold the current state
(COD Figure 5.38).

The outputs of the combinational logic are the next-state number and the control signals
to be asserted for the current state. The inputs to the combinational logic are the current
state and any inputs used to determine the next state. Notice that in the finite-state
machine used in this chapter, the outputs depend only on the current state, not on the
inputs. The Elaboration below explains this in more detail.

1l —
Combinational [
control logic —— Datapath control outputs
Outputs <
Inputs ]
R ~
r N\
i e ol
‘ ‘ [ [ [ | - OmyBepks 05/16/25 23:11 2475274

Jaheim Attri

Inputs from cache FIUEEL4709CSpring2025

datapath

I PARTICIPATION
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| ACTIVITY 5.9.2: Implementing multistep control. o
1) The cache controller is designed D
usinga____.

() truth table

() finite-state machine

. , _ ©zyBooks 05/16/25 23:11 24752
2) A finite-state machine consists of a Jaheim Attri

combinational control logic block and FIUEEL4709CSpring2025
a temporary register used to hold the
state.

() current
() next

() previous

Elaboration

Note that this simple design is called a blocking cache, in that the processor must
wait until the cache has finished the request. COD Section 5.12 (Advanced material:
Implementing cache controllers) describes the alternative, which is called a
nonblocking cache.

Elaboration

The style of finite-state machine in this book is called a Moore machine, after Edward
Moore. Its identifying characteristic is that the output depends only on the current
state. For a Moore machine, the box labeled combinational control logic can be split
into two pieces. One piece has the control output and only the state input, while the

other has only the next-state output. ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri

An alternative style of machine is a Mealy machine, named after 5&%?55%%%?9‘%92025
Mealy machine allows both the input and the current state to be used to determine

the output. Moore machines have potential implementation advantages in speed and
size of the control unit. The speed advantages arise because the control outputs,

which are needed early in the clock cycle, do not depend on the inputs, but only on the
current state. In COD Appendix B (The Basics of Logic Design), when the
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implementation of this finite-state machine is taken down to logic gates, the size
advantage can be clearly seen. The potential disadvantage of a Moore machine is that
it may require additional states. For example, in situations where there is a one-state
difference between two sequences of states, the Mealy machine may unify the states
by making the outputs depend on the inputs.

©zyBooks 05/16/25 23:11 2475274
Jaheim-Attri
FIUEEL4709CSpring2025

FSM for a simple cache controller

The figure below shows the four states of our simple cache controller:

Figure 5.9.2: Four states of the simple controller (COD Figure 5.39).

Idle A v kCgch: H’: = Compare Tag
s ama hancy. J If Valid && Hit,

_ = Set Valid, SetTag,

Valid CPU request if Write Set Dirty

Cache Cache
Miss Miss
and and
Old Block Old Block
is Clean is Dirty

Write-Back
Memory Ready Write Old

Block to
Memory

Allocate

Read new block
from Memory

©zyBooks 05716/25 23:11 2475274
Jaheim Attri
FIUEEL4709CSpring2025

= [dle: This state waits for a valid read or write request from the processor, which moves the
FSM to the Compare Tag state.

= Compare Tag: As the name suggests, this state tests to see if the requested read or write is a
hit or a miss. The index portion of the address selects the tag to be compared. If the data in
the cache block referred to by the index portion of the address is valid, and the tag portion of
the address matches the tag, then it is a hit. Either the data is read from the selected word if it
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is a load or written to the selected word if it is a store. The Cache Ready signal is then set. If it
is a write, the dirty bit is set to 1. Note that a write hit also sets the valid bit and the tag field;
while it seems unnecessary, it is included because the tag is a single memory, so to change
the dirty bit we also need to change the valid and tag fields. If it is a hit and the block is valid,
the FSM returns to the idle state. A miss first updates the cache tag and then goes either to
the Write-Back state, if the block at this location has dirty bit value of 1, or to the Allocate
stateifitis 0. ©zyBooks 05/16/25 23:11 2475274

» Write-Back: This state writes the 128-bit block to memory using the address éomposed from
the tag and cache index. We remain in this state waiting for the ﬁ856§4s7i%%§?|‘51912pr‘7rém0ry.
When the memory write is complete, the FSM goes to the Allocate state.

» Allocate: The new block is fetched from memory. We remain in this state waiting for the
Ready signal from memory. When the memory read is complete, the FSM goes to the
Compare Tag state. Although we could have gone to a new state to complete the operation
instead of reusing the Compare Tag state, there is a good deal of overlap, including the
update of the appropriate word in the block if the access was a write.

This simple model could easily be extended with more states to try to improve performance. For
example, the Compare Tag state does both the compare and the read or write of the cache data in
a single clock cycle. Often the compare and cache access are done in separate states to try to
improve the clock cycle time. Another optimization would be to add a write buffer so that we could
save the dirty block and then read the new block first so that the processor doesn't have to wait for
two memory accesses on a dirty miss. The cache would then write the dirty block from the write
buffer while the processor is operating on the requested data.

COD Section 5.12 (Advancing material: Implementing cache controllers) goes into more detail
about the FSM, showing the full controller in a hardware description language and a block diagram
of this simple cache.

PARTICIPATION

ACTIVITY 5.9.3: A simple cache controller. L

Refer to the figure above (COD Figure 5.39 (Four states of the simple controller)).

1) The first state fetches a new cache G
block from memory.

True ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
False FIUEEL4709CSpring2025

2) The Memory Ready signal is set if the D
requested read or write is a hit.

True

False
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3) The performance of the simple D
controller can be improved by
incorporating additional states.

) True

() False

©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
FIUEELA709CSpring2025

5.10 Parallelism and memory hierarchies:
Cache coherence

Given that a multicore multiprocessor means multiple processors on a single chip, these
processors very likely share a common physical address space. Caching shared data introduces a
new problem, because the view of memory held by two different processors is through their
individual caches, which, without any additional precautions, could end up seeing two different
values. The figure below illustrates the problem and shows how two different processors can have
two different values for the same location. This difficulty is generally referred to as the cache

coherence problem.

Figure 5.10.1: The cache coherence problem for a single memory location
(X), read and written by two processors (A and B) (COD Figure 5.40).

We initially assume that neither cache contains the variable and that X has the value 0. We
also assume a write-through cache; a write-back cache adds some additional but similar
complications. After the value of X has been written by A, A's cache and the memory both
contain the new value, but B's cache does not, and if B reads the value of X, it will receive 0!

Memory
Time Cache contents for | Cache contents contents for
step CPUA forCPUB location X
0

1 CPU A reads X ©zyBooKE US/Teg25 23|11 2475274
labaira Attel

2 CPU B mads X 0 O  FIUBEL4709CSpring2025

3 CPU A stores 1 into X 0 1

Informally, we could say that a memory system is coherent if any read of a data item returns the
most recently written value of that data item. This definition, although intuitively appealing, is vague
and simplistic; the reality is much more complex. This simple definition contains two different
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aspects of memory system behavior, both of which are critical to writing correct shared memory
programs. The first aspect, called coherence, defines what values can be returned by a read. The
second aspect, called consistency, determines when a written value will be returned by a read.

Let's look at coherence first. A memory system is coherent if

1. Aread by a processor P to a location X that follows a write by P to X, with no writes of X by

another processor occurring between the write and the read hy & abway saetuns theavalue
written by P. Thus, in the figure above, if CPU A were to read X after tirf@'6tép"3irit should see

the value 1. FIUEEL4709CSpring2025

2. Aread by a processor to location X that follows a write by another processor to X returns the
written value if the read and write are sufficiently separated in time and no other writes to X
occur between the two accesses. Thus, in the figure above, we need a mechanism so that the
value 0 in the cache of CPU B is replaced by the value 1 after CPU A stores 1 into memory at
address X in time step 3.

3. Writes to the same location are serialized; that is, two writes to the same location by any two
processors are seen in the same order by all processors. For example, if CPU B stores 2 into
memory at address X after time step 3, processors can never read the value at location X as
2 and then laterread it as 1.

The first property simply preserves program order—we certainly expect this property to be true in
uniprocessors, for example. The second property defines the notion of what it means to have a
coherent view of memory: if a processor could continuously read an old data value, we would
clearly say that memory was incoherent.

The need for write serialization is more subtle, but equally important. Suppose we did not serialize
writes, and processor P1 writes location X followed by P2 writing location X. Serializing the writes
ensures that every processor will see the write done by P2 at some point. If we did not serialize the
writes, it might be the case that some processor could see the write of P2 first and then see the
write of P1, maintaining the value written by P1 indefinitely. The simplest way to avoid such
difficulties is to ensure that all writes to the same location are seen in the same order, which we call
write serialization.

PARTICIPATION )

ACTIVITY 5.10.7: Memory system behavior. L

How to use this tool v ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri

FIUEEL4709CSpring2025

Coherence Consistency Write serialization

Defines when written values will be
returned by a read.
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Defines what values can be
returned by a read.

Method that ensures writes to a
location are seen in the same order
by all processors.

©zyBooks 05/16/25 23:11 2475274

Reéset Attri
FIUEEL4709CSpring2025

Basic schemes for enforcing coherence

In a cache coherent multiprocessor, the caches provide both migration and replication of shared
data items:

= Migration: A data item can be moved to a local cache and used there in a transparent fashion.
Migration reduces both the latency to access a shared data item that is allocated remotely
and the bandwidth demand on the shared memory.

= Replication: When shared data are being simultaneously read, the caches make a copy of the
data item in the local cache. Replication reduces both latency of access and contention for a
read shared data item.

Supporting migration and replication is critical to performance in accessing shared data, so many
multiprocessors introduce a hardware protocol to maintain coherent caches. The protocols to
maintain coherence for multiple processors are called cache coherence protocols. Key to
implementing a cache coherence protocol is tracking the state of any sharing of a data block.

The most popular cache coherence protocol is snooping. Every cache that has a copy of the data
from a block of physical memory also has a copy of the sharing status of the block, but no
centralized state is kept. The caches are all accessible via some broadcast medium (a bus or
network), and all cache controllers monitor or snoop on the medium to determine whether or not
they have a copy of a block that is requested on a bus or switch access.

In the following section we explain snooping-based cache coherence as implemented with a
shared bus, but any communication medium that broadcasts cache misses to all processors can
be used to implement a snooping-based coherence scheme. This broadcasting to all caches
makes snooping protocols simple to implement but also limits theiySeatalifity6/25 23:11 2475274

Jaheim Attri
FIUEEL4709CSpring2025
PARTICIPATION .
ACTIVITY 5.10.2: Enforcing coherence. L
1) Cache coherent ]

multiprocessors provide
migration and replication, which
canreducethe ____ of
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accessing shared data.

Check Show answer
2) is a popular cache Q
©zyBooks 05/16/25 23:11 247527
coherence protocol. Jaheim Attri
FIUEEL4709CSpring2025
Check Show answer

Snooping protocols

One method of enforcing coherence is to ensure that a processor has exclusive access to a data
item before it writes that item. This style of protocol is called a write invalidate protocol because it
invalidates copies in other caches on a write. Exclusive access ensures that no other readable or
writable copies of an item exist when the write occurs: all other cached copies of the item are
invalidated.

The figure below shows an example of an invalidation protocol for a snooping bus with write-back
caches in action. To see how this protocol ensures coherence, consider a write followed by a read
by another processor: since the write requires exclusive access, any copy held by the reading
processor must be invalidated (hence the protocol name). Thus, when the read occurs, it misses in
the cache, and the cache is forced to fetch a new copy of the data. For a write, we require that the
writing processor have exclusive access, preventing any other processor from being able to write
simultaneously. If two processors do attempt to write the same data simultaneously, one of them
wins the race, causing the other processor's copy to be invalidated. For the other processor to
complete its write, it must obtain a new copy of the data, which must now contain the updated
value. Therefore, this protocol also enforces write serialization.

Figure 5.10.2: An example of an invalidation protocol working on a

snooping bus for a single cache block (X) with wrlte back caches (COD
©zyBooks 05/16/25 23:11 2475274

Figure 5.41). Jaheim Attri
FIUEEL4709CSpring2025

We assume that neither cache initially holds X and that the value of X in memory is 0. The
CPU and memory contents show the value after the processor and bus activity have both
completed. A blank indicates no activity or no copy cached. When the second miss by B
occurs, CPU A responds with the value canceling the response from memory. In addition,
both the contents of B's cache and the memory contents of X are updated. This update of
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memory, which occurs when a block becomes shared, simplifies the protocol, but it is
possible to track the ownership and force the write-back only if the block is replaced. This
requires the introduction of an additional state called "owner," which indicates that a block
may be shared, but the owning processor is responsible for updating any other processors
and memory when it changes the block or replaces it.

Comtents of IAYEIYE
Contents of Contents of mesmory
Processor activity Bus activity CPU A’s cache | CPU B's cacte | iceadion X WAV

0

CPU Areads X Cache miss for X 0 0
CPU B reads X Cache miss for X 0 0 0
CPUAwritesaltoX Invalidation for X 1 0
CPU B reads X Cache miss for X 1 1 1

Hardware/Software Interface

One insight is that block size plays an important role in cache coherency. For
example, take the case of snooping on a cache with a block size of eight words,
with a single word alternatively written and read by two processors. Most protocols
exchange full blocks between processors, thereby increasing coherency bandwidth
demands.

Large blocks can also cause what is called false sharing: when two unrelated
shared variables are located in the same cache block, the full block is exchanged
between processors even though the processors are accessing different variables.
Programmers and compilers should lay out data carefully to avoid false sharing.

False sharing: \When two unrelated shared variables are located in the same cache block and the
05/16/25 23:11 24%5274

full block is exchanged between processors even though the pr%@é%%%krsé arg.accessing different
variables. FIUEEL4709CSpring2025
PARTICIPATION o
ACTIVITY 5.10.3: Invalidation protocol.

1) A write invalidate protocol invalidates D

151 of 246 5/16/2025, 11:52 PM



zyBooks https://learn.zybooks.com/zybook/FIUEEL4709CSpring2025/chapter/5/print

copies of a data block that exist in
other caches before a write of the
data.

) True
() False

2) If a write invalidation protocol is used ©zyBooks 05/16/25 23:11 24752@
i Jaheim Attri
nd two pr r m Wig
and two p ocessp S attempt to write FIUEEL4709CSpring2025
the same data simultaneously, both
writes are immediately allowed.

) True
() False

Elaboration

Although the three properties at the beginning of this section are sufficient to ensure
coherence, the question of when a written value will be seen is also important. To see
why, observe that we cannot require that a read of X in COD Figure 5.40 (The cache
coherence problem for a single memory location ...) instantaneously sees the value
written for X by some other processor. If, for example, a write of X on one processor
precedes a read of X on another processor very shortly beforehand, it may be
impossible to ensure that the read returns the value of the data written, since the
written data may not even have left the processor at that point. The issue of exactly
when a written value must be seen by a reader is defined by a memory consistency
model.

We make the following two assumptions. First, a write does not complete (and allow
the next write to occur) until all processors have seen the effect of that write. Second,
the processor does not change the order of any write with respect to any other
memory access. These two conditions mean that if a processor writes location X
followed by location Y, any processor that sees the new value of Y must also see the
new value of X. These restrictions allow the processor to reorder reads, but force the

processor to finish a write in program order. ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
FIUEEL4709CSpring2025

Elaboration
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Since input can change memory behind the caches and since output could need the
latest value in a write back cache, there is also a cache coherency problem for /0
with the caches of a single processor as well as just between caches of multiple
processors. The cache coherence problem for multiprocessors and 1/0 (see COD
Chapter 6 (Parallel Processor from Client to Cloud)), although similar in origin, has
different characteristics that affect the appropriate solution. Unlike 1/0, where multiple
. . ©zyBooks 05/16/25 23:11 2475274
data copies are a rare event—one to be avoided whenever poss?b%e—a PrOGram i
running on multiple processors will normally have copies of the samhédatainsgvergl025

caches.

Elaboration

In addition to the snooping cache coherence protocol where the status of shared
blocks is distributed, a directory-based cache coherence protocol keeps the sharing
status of a block of physical memory in just one location, called the directory.
Directory-based coherence has slightly higher implementation overhead than
snooping, but it can reduce traffic between caches and thus scale to larger processor
counts.

5.11 Parallelism and memory hierarchy:
Redundant arrays of inexpensive disks

Amdahl's law in COD Chapter 1 (Computer Abstractions and Technology) reminds us that
neglecting 1/0 in this parallel revolution is foolhardy. A simple example demonstrates this.

©zyBooks 05/16/25 23:11 2475274

Jaheim Attri
Example 5.11.7: Impact of I/0 on system performancey e 4700cspring2025

Suppose we have a benchmark that executes in 100 seconds of elapsed time, of which 90
seconds is CPU time and the rest is I/0 time. Suppose the number of processors doubles
every two years, but the processors remain at the same speed, and /0 time doesn't
improve. How much faster will our program run at the end of six years?
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Answer

We know that

Elapsed time = CPU time + I/O time

100 = 90+1/0 time

I/O time = 10 seconds ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri

. , . FIUEEL4709CSpring2025
The new CPU times and the resulting elapsed times are computed in the following table.

Afternyears [CPUtime __ [l/Otime  [Elapsedtime |[%1/0 time

0 years ' 90 seconds 10 seconds 100 seconds 10%
2 years 10 seconds 55 seconds 18%
90
= 45 seconds
2
4 years 10 seconds 33 seconds 31%
45
— = 23 seconds
2
6 years 23 10 seconds 21 seconds 47%
? = 11 seconds

The improvement in CPU performance after six years is

90
H—S

However, the improvement in elapsed time is only

100
— =4
21 7

and the 1/0 time has increased from 10% to 47% of the elapsed time.

Hence, the parallel revolution needs to come to I/0 as well as to computation, or the effort spent in
parallelizing could be squandered whenever programs do 1/0, which they all must do.

Accelerating 1/0 performance was the original motivation of disk&ragskirPthedate 19805 4helAigh
performance storage of choice was large, expensive disks. The argur@ﬁjrgé@@a%%%é%@gng a
few large disks with many small disks, performance would improve because there would be more
read heads. This shift is a good match for multiple processors as well, since many read/write
heads mean the storage system could support many more independent accesses as well as large
transfers spread across many disks. That is, you could get both high I/Os per second and high data
transfer rates. In addition to higher performance, there could be advantages in cost, power, and

floor space, since smaller disks are generally more efficient per gigabyte than larger disks.
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The flaw in the argument was that disk arrays could make reliability much worse. These smaller,
inexpensive drives had lower MTTF ratings than the large drives, but more importantly, by replacing
a single drive with, say, 50 small drives, the failure rate would go up by at least a factor of 50.

The solution was to add redundancy so that the system could cope with disk
failures without losing information. By having many small disks, the cost of extra
redundancy to improve dependability is small, relative to the solutions for a few
large disks. Thus, dependability was more affordable if you constEtetka 05/16/25 23:11 2475274
. . . . . . Jaheim Attri
redundant array of inexpensive disks. This observation led to its namqg:w@@%g(g@rggﬁrrﬁy&@%

inexpensive disks, abbreviated RAID.

—

DEPENDABILITY

Redundant arrays of inexpensive disks (RAID): An organization of disks that uses an array of
small and inexpensive disks so as to increase both performance and reliability.

In retrospect, although its invention was motivated by performance, dependability was the key
reason for the widespread popularity of RAID. The rest of this section surveys the options for
dependability and their impacts on cost and performance.

How much redundancy do you need? Do you need extra information to find the faults? Does it
matter how you organize the data and the extra check information on these disks? The paper that
coined the term gave an evolutionary answer to these questions, starting with the simplest but
most expensive solution. The figure below shows the evolution and example cost in number of
extra check disks. To keep track of the evolution, the authors numbered the stages of RAID, and
they are still used today.

Figure 5.11.1: RAID for an example of four data disks showing extra check
disks per RAID level and companies that use each level (COD Figure
e5.11.1).

COD Figures e5.11.2 (Small write update on RAID 4) and e5.11.3 (Block-interleaved parity
(RAID 4) versus distributed block-interleaved parity (RAID 5)) explain the difference
between RAID 3, RAID 4, and RAID 5.

Data disks OB&dokd A thiedk23idRs2475274
Jaheim Attri
RAID 0 D @ @ @ FIUEEL4709CSpring2025
(No redundancy)
Widely used . J L _J_J_J
RAID 1 )@ D
(Mirroring)
EMC. HP(Tandem), |BM — 7 N NN
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RAID 2 D D

(Error detection and

correction code) Unused ___J

RAID 3 C 3 D
(Bit-interleaved parity)

Storage concepts —J
RAID 4 C LD
(Block-interleaving parity)

Network appliance —
RAID 5 C D LD
(Distributed block-

interleaved parity) —
Widely used

RAID 6 C D
(P + Q redundancy)

Recently popular ~—

PARTICIPATION

ACTIVITY 5.11.71: Disk parallelism.

1) Accelerating ____ performance was

the original motivation of disk arrays.

O 1/0

() processor

2) If a large single disk is replaced with
35 smaller disks, the disk failure rate
would go up by at least a factor of

35
70

3) __ was added to collections of
small disks to improve dependency
and reliability in the case of a disk
failure.

(O Parallelism

() Redundancy
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No redundancy (RAID 0)

Simply spreading data over multiple disks, called striping, automatically forces accesses to several
disks. Striping across a set of disks makes the collection appear to software as a single large disk,
which simplifies storage management. It also improves performance for large accesses, since

many disks can operate at once_..Vldeo—editlng systems, for exa”é)ozlﬁgé esrbg}:qg/ezg‘beérﬂaﬁ%%
may not worry about dependability as much as, say, databases. Jaheim Attri

FIUEEL4709CSpring2025
Striping: Allocation of logically sequential blocks to separate disks to allow higher performance
than a single disk can deliver.

RAID 0 is something of a misnomer, as there is no redundancy. However, RAID levels are often left
to the operator to set when creating a storage system, and RAID 0 is often listed as one of the
options. Hence, the term RAID 0 has become widely used.

Mirroring (RAID 1)

This traditional scheme for tolerating disk failure, called mirroring or shadowing, uses twice as
many disks as does RAID 0. Whenever data is written to one disk, that data is also written to a
redundant disk, so that there are always two copies of the information. If a disk fails, the system
just goes to the "'mirror" and reads its contents to get the desired information. Mirroring is the most
expensive RAID solution, since it requires the most disks.

Mirroring: \Writing identical data to multiple disks to increase data availability.

Error detecting and correcting code (RAID 2)

RAID 2 borrows an error detection and correction scheme most often used for memories (see COD
Section 5.5 (Dependable memory hierarchy)). Since RAID 2 has fallen into disuse, we'll not describe
it here.

Bit-interleaved parity (RAID 3)

©zyBooks 05/16/25 23:11 2475274
The cost of higher availability can be reduced to 1/n, where n is the numberJafidiskstin a protection

group. Rather than have a complete copy of the original data for each%%ﬁé%éqg&eﬁﬁ“@?%%
enough redundant information to restore the lost information on a failure. Reads or writes go to all
disks in the group, with one extra disk to hold the check information in case there is a failure. RAID
3 is popular in applications with large data sets, such as multimedia and some scientific codes.
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Protection group: The group of data disks or blocks that share a common check disk or block.

Parity is one such scheme (see COD Section 5.5). When a disk fails, then you subtract all the data in
the good disks from the parity disk; the remaining information must be the missing information.

Unlike RAID 1, many disks must be read to determine the missing data. The assumption behind

this technique is that taking longer to recover from failure but spendinglesssoreredundant sterage
is a good tradeoff. Jaheim Attri
FIUEEL4709CSpring2025

Block-interleaved parity (RAID 4)

RAID 4 uses the same ratio of data disks and check disks as RAID 3, but they access data
differently. The parity is stored as blocks and associated with a set of data blocks.

In RAID 3, every access went to all disks. However, some applications prefer smaller accesses,
allowing independent accesses to occur in parallel. That is the purpose of the RAID levels 4 to 6.
Since error detection information in each sector is checked on reads to see if the data is correct,
such "small reads" to each disk can occur independently as long as the minimum access is one
sector. In the RAID context, a small access goes to just one disk in a protection group while a large
access goes to all the disks in a protection group.

Writes are another matter. It would seem that each small write would demand that all other disks
be accessed to read the rest of the information needed to recalculate the new parity, as in the left in
the figure below. A "small write" would require reading the old data and old parity, adding the new
information, and then writing the new parity to the parity disk and the new data to the data disk.

Figure 5.11.2: Small write update on RAID 4 (COD Figure €5.11.2).

This optimization for small writes reduces the number of disk accesses as well as the
number of disks occupied. This figure assumes we have four blocks of data and one block
of parity. The naive RAID 4 parity calculation in the left of the figure reads blocks D1, D2,
and D3 before adding block DO' to calculate the new parity P'. (In case you were
wondering, the new data DO' comes directly from the CPU, so disks are not involved in
reading it.) The RAID 4 shortcut on the right reads the old value DO and compares it to the
new value DO' to see which bits will change. You then read the oldpasity P andiben: 11 2475274
change the corres.pondlng bits to form P". Thg logical function eXClLHUI?E?B/@S%ﬁ)%%%SH%S
what we want. This example replaces three disk reads (D1, D2, D3) and two disk writes
(DO, P") involving all the disks for two disk reads (DO, P) and two disk writes (DO', P"), which
involve just two disks. Increasing the size of the parity group increases the savings of the
shortcut. RAID 5 uses the same shortcut.

New Data 1. Read 2. Read 3. Read New Data1. Read 2. Read
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The key insight to reduce this overhead is that parity is simply a sum of information; by watching
which bits change when we write the new information, we need only change the corresponding bits
on the parity disk. The right of the figure above shows the shortcut. We must read the old data
from the disk being written, compare old data to the new data to see which bits change, read the
old parity, change the corresponding bits, and then write the new data and new parity. Thus, the
small write involves four disk accesses to two disks instead of accessing all disks. This
organization is RAID 4.

Distributed block-interleaved parity (RAID 5)

RAID 4 efficiently supports a mixture of large reads, large writes, and small reads, plus it allows
small writes. One drawback to the system is that the parity disk must be updated on every write, so
the parity disk is the bottleneck for back-to-back writes.

To fix the parity-write bottleneck, the parity information can be spread throughout all the disks so
that there is no single bottleneck for writes. The distributed parity organization is RAID 5.

The figure below shows how data is distributed in RAID 4 versus RAID 5. As the organization on the
right shows, in RAID 5 the parity associated with each row of data blocks is no longer restricted to
a single disk. This organization allows multiple writes to occur simultaneously as long as the parity
blocks are not located on the same disk. For example, a write to block 8 on the right must also
access its parity block P2, thereby occupying the first and third disks. A second write to block 5 on
the right, implying an update to its parity block P1, accesses the second and fourth disks and thus
could occur concurrently with the write to block 8. Those same writes to the organization on the
left result in changes to blocks P1 and P2, both on the fifth disk, which is a bottleneck.

©zyBooks 05/16/25 23:11 2475274

eim

Figure 5.11.3: Block-interleaved parity (RAID 4) versuspmj@fj%'@@%@@%
interleaved parity (RAID 5) (COD Figure €5.11.3).

By distributing parity blocks to all disks, some small writes can be performed in
parallel.

P —— . —— G ——__ N —— G ——__ P —— . — P —— . ——— —_
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P + Q redundancy (RAID 6)

Parity-based schemes protect against a single self-identifying failure. When a single failure
correction is not sufficient, parity can be generalized to have a second calculation over the data and
another check disk of information. This second check block allows recovery from a second failure.
Thus, the storage overhead is twice that of RAID 5. The small write shortcut of COD Figure €5.11.2
(Small write update on RAID 4) works as well, except now there are six disk accesses instead of
four to update both P and Q information.

PARTICIPATION
ACTIVITY 5.11.2: RAID stages.

Match each RAID to an organization technique

How to use this tool Vv

RAID 3 RAID 6 RAID 0 RAID 5 RAID 1

Mirroring
©zyBooks 05/16/25 23:11 2475274
Jaheim Attri

Bit-interleaved parity ~ FIUEEL4709CSpring2025
Striping

P+Q redundancy
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Distributed block-interleaved parity

Reset

RAID summary
©zyBooks 05/16/25 23:11 2475274

. . ) . . o ; i i
RAID 1. and RAID 5 are vv@ely used in servers; one estimate is that SOéil?gE?Hf?(?g@S%%ﬁ]{/gezrgzasre
found in a RAID organization.

One weakness of the RAID systems is repair. First, to avoid making the data unavailable during
repair, the array must be designed to allow the failed disks to be replaced without having to turn off
the system. RAIDs have enough redundancy to allow continuous operation, but hot-swapping disks
place demands on the physical and electrical design of the array and the disk interfaces. Second,
another failure could occur during repair, so the repair time affects the chances of losing data: the
longer the repair time, the greater the chances of another failure that will lose data. Rather than
having to wait for the operator to bring in a good disk, some systems include standby spares so
that the data can be reconstructed immediately upon discovery of the failure. The operator can
then replace the failed disks in a more leisurely fashion. Note that a human operator ultimately
determines which disks to remove. Operators are only human, so they occasionally remove the
good disk instead of the broken disk, leading to an unrecoverable disk failure.

Hot-swapping: Replacing a hardware component while the system is running.

Standby spares: Reserve hardware resources that can immediately take the place of a failed
component.

In addition to designing the RAID system for repair, there are questions about how disk technology
changes over time. Although disk manufacturers quote very high MTTF for their products, those
numbers are under nominal conditions. If a particular disk array has been subject to temperature
cycles due to, say, the failure of the air conditioning system, or to shaking due to a poor rack design,
construction, or installation, the failure rates can be three to six times higher (see the fallacy in COD
Section 5.15 (Fallacies and pitfalls)). The calculation of RAID reliability assumes independence
between disk failures, but disk failures could be correlated, becat@gﬁgg@s%%m%%dz%%oztmzm
environment would likely happen to all the disks in the array. Another concergprisithatisince disk
bandwidth is growing more slowly than disk capacity, the time to repdif& disk i @ RAIDZSYStem is
increasing, which in turn increases the chances of a second failure. For example, a 14 TB disk
could take about 14 hours to read sequentially, assuming no interference. Given that the damaged
RAID is likely to continue to serve data, reconstruction could be stretched considerably. Besides
increasing that time, another concern is that reading much more data during reconstruction means
increasing the chance of an uncorrectable read media failure, which would result in data loss. Other
arguments for concern about simultaneous multiple failures are the increasing number of disks in
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arrays and the use of higher capacity disks.

Hence, these trends have led to a growing interest in protecting against more than one failure, and
so RAID 6 is increasingly being offered as an option and being used in the field.

PARTICIPATION
ACTIVITY 5.11.3: Check yourself.

©zyBooks 05/16/25 23:11 2475274

Which of the following are true about RAID levels 1, 3, 4, 5, and 6? Jaheim Attri
FIUEEL4709CSpring2025

1) RAID systems rely on redundancy to ]
achieve high availability.
O True

() False

2) RAID 1 (mirroring) has the highest D
check disk overhead.

) True
() False

3) For small writes, RAID 3 (bit- ]
interleaved parity) has the worst
throughput.

) True
() False

4) For large writes, RAID 3, 4, and 5 have D
the same throughput.

) True
() False

Elaboration

©zyBooks 05/1 6/25 23 11 2475274

One issue is how mirroring interacts with striping. Suppose you had sa{J
E? %709CSpr|ngf2025
worth of data to store and eight physical disks to use. Would you crea our pairs
disks—each organized as RAID 1—and then stripe data across the four RAID 1 pairs?
Alternatively, would you create two sets of four disks—each organized as RAID 0—and
then mirror writes to both RAID 0 sets? The RAID terminology has evolved to call the
former RAID 1+ 0 or RAID 10 ("striped mirrors") and the latter RAID O + 1 or RAID 01

("mirrored stripes”).
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5.12 Advanced material: Implementing cache
controllers ©zyBooks 05/16/25 23:11 2475274

Jaheim Attri
FIUEEL4709CSpring2025
The section starts with the SystemVerilog of the cache controller from COD Section 5.9 (Using a

finite-state machine to control a simple cache) in eight figures. It then goes into details of an
example cache coherency protocol and the difficulties in implementing such a protocol.

SystemVerilog of a simple cache controller

The hardware description language we are using in this section is SystemVerilog. The biggest
change from prior versions of Verilog is that it borrows structures from C to make the code easier
to read. The figures below show the SystemVerilog description of the cache controller.

The figure below declares the structures that are used in the definition of the cache in the following
figures. For example, the cache tag structure (cache tag type) contains a valid bit (valid), a
dirty bit (dirty), and an 18-bit tag field ([ TAGMSB : TAGLSB] tag). COD Figure €5.12.3 (Block
diagram of the simple cache using the Verilog names) shows the block diagram of the cache using
the names from the Verilog description.

Figure 5.12.1: Type declarations in SystemVerilog for the CPU-cache and
cache-memory interfaces (COD Figures €5.12.1 and €5.12.2).

The tag field is 18 bits wide and the index field is 10 bits wide, while a 2-bit field (bits 3—2)
is used to index the block and select the word from the block.

These are nearly identical except that the data is 32 bits wide between the CPU and cache
and is 128 bits wide between the cache and memory.
©zyBooks 05/16/25 23:11 2475274

Jaheim Attri
FIUEEL4709CSpring2025
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package cache def;
// data structures for cache tag & data

parameter int TAGMSB = 31; // tag msb
parameter int TAGLSB = 14; // tag lsb

//data structure for cache tag
typedef struct packed {

bit walid; // valid bit ©zyBooks 05/16/25 23:11 2475274
bit dirty; // dirty bit Jaheim Attri
bit [TAGMSB:TAGLSB] tag; // tag bits FIUEEL4709CSpring2025
}cache tag type;
//data structure for cache memory request
typedef struct {
bit [9:0]index; // 10-bit index
bit we; // write enable
}cache req type;
//128-bit cache line data
typedef bit [127:0]cache data type;
// data structures for CPU<->Cache controller interface
// CPU request (CPU->cache controller)
typedef struct {
bit [31:0]addr; // 32-bit request addr
bit [31:0]data; // 32-bit request data (used when write)
bit rw; // request type: 0 = read, 1 = write
bit wvalid; // request is valid
}cpu req type;
// Cache result (cache controller->cpu)
typedef struct {
bit [31:0]data; // 32-bit data
bit ready; //result is ready
}cpu result type;
et
// data structures for cache controller<->memory interface
// memory request (cache controller->memory)
typedef struct {
bit [31:0]addr; // request byte addr
bit [127:0]data; // 128-bit request @a{BodkSES) 1W1eR 2BItE) 75274
bit rw; // request type : 0 = read, jhheifipite
bit valid; // request is valid FIUEEL4709CSpring2025

}mem req type;

// memory controller response
typedef struct {

cache data type data; // 128-bit read back data
bit ready; // data is ready

Imem data type;

endpackage
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Figure 5.12.2: Block diagram of the simple cache using the Verilog names
(COD Figure €5.12.3).

, ©zyBooks 05/16/25 23:11 2475274
Not shown are the write enables for the cache tag memory and for the cacheidatati
memory, or the control signals for multiplexors that supply data forthéBat&Wiiteing2025
variable. Rather than have separate write enables on every word of the cache data block,
the Verilog reads the old value of the block into Data Write and then updates the word in
that variable on a write. It then writes the whole 128-bit block.

cpu_req.addr :l
(showing bit positions) piLreg.oain

91 -~ 14187 4 9210 | mem_data.data ]
L 1
ARE 10 2 Byte _Llﬁ—l—*—‘—l_‘—* I
Tag Index offset Mux ) ( Mux ) ( Mux ) ( Mux >
I I I I
18 bits [ Data Write |
y Jd 128
V D Tag ~
Data
1024
o1 p—= entries
J18 J.128
£ I Data Read
iy
Hit Block offset Musx
32
Data ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri

FIUEEL4709CSpring2025

The figure below defines modules for the cache data (dm_cache data) and cache tag
(dm_cache tag). These memories can be read at any time, but writes only occur on the positive
clock edge (posedge (clk))andonly if write enableisa 1 (data req.we or tag req.we).

Figure 5.12.3: Cache data and tag modules in SystemVerilog (COD Figure
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e5.12.4).

These are nearly identical except that the data is 32 bits wide between the CPU and cache
and is 128 bits wide between the cache and memory. Both only write on positive clock

edges if the write enable is set.

/*cache: data memory, single port, 1024 blocks*/

module dm cache data (input bit clk,

input cache req type data req,

command, e.g. RW, valid

input cache data type data write,

(128-bit line)

output cache data type data read);

timeunit 1ns;
timeprecision lps;

cache data type data mem[0:1023];

initial begin
for (int 1 = 0; 1 < 1024; i++)
data mem[i] = '0;
end

assign data read = data mem[data req.index];

always ff @ (posedge(clk)) begin
if (data reqg.we)

data mem[data req.index] <= data write;

end
endmodule

/*cache: tag memory, single port, 1024 blocks*/

module dm cache tag(input bit clk,

input cache req type tag regq,

command, e.g. RW, valid

input cache tag type tag write,

©zyBooks 05/16/25 23:11 2475274

Jaheim Attri
FIUEEL4709CSpring2025

// data request/
// write port

// read port

// write clock
// tag request/

// write port

output cache tag type tag read); // read port

timeunit 1ns; timeprecision 1lps;
cache tag type tag mem[0:1023];

initial begin
for (int 1=0; 1i<1024; 1i++)
tag mem[i] = '0;
end

assign tag read = tag mem[tag req.index];

always ff @ (posedge(clk)) begin
if (tag _reqg.we)
tag mem[tag reqg.index] <= tag write;
end
endmodule

©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
FIUEEL4709CSpring2025
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The figure below defines the inputs, outputs, and states of the FSM. The inputs are the requests
from the CPU (cpu_req) and responses from memory (mem data), and the outputs are
responses to the CPU (cpu_ res) and requests to memory (mem_req). The figure also declares the
internal variables needed by the FSM. For example, the current state and next state registers of the
FSMare rstate and vstate, respectively. ©zyBooks 05/16/25 23:11 2475274

Jaheim Attri
FIUEEL4709CSpring2025

Figure 5.12.4: FSM in SystemVerilog, part | (COD Figures €5.12.5 and
e5.12.6).

These modules instantiate the memories according to the type definitions in the previous
figure.

This section describes the default value of all signals. The following figures will set these
values for one clock cycle, and this Verilog will reset it to these values for the following
clock cycle.

©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
FIUEEL4709CSpring2025
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/*cache finite state machine*/

module dm_cache fsm(input bit clk, input bit rst,

input cpu req type cpu req,

(CPU->cache)

input mem data type mem data,

(memory->cache)

(cache->memory)

output mem req type mem req,

(cache->CPU)

)7

timeunit 1ns;
timeprecision lps;

/*write clock*/

typedef enum {idle, compare tag, allocate, write back}
cache

state type;

/*FSM state register*/
cache state type vstate, rstate;

/*interface signals to tag memory*/
cache tag type tag read;
cache tag type tag write;
cache req type tag req;

/*interface signals to cache data memory*/
cache data type data read;

data

cache data type data write;

data

cache req type data req;

©z
output cpu result type cpu res /%o

// CPU request input

// memory response

// memory request

oksgﬁ/16/25 311 2475274
cac

Jahefi

HUEEL47OQCSpnn92025

/7
//
//
/7
//

//

/*temporary variable for cache controller result*/
cpu_result type v _cpu res;

/*temporary variable for memory controller request*/
mem req type v_mem req;

assign mem req = v_mem redg;
ports
assign cpu _res = V_cCpu res;

always comb begin

tag read result
tag write data
tag request
cache line read

cache line write

data req

// connect to output

e SEminiattetetelel default values forgzyHooks 05/16/25 23:11 2475274
signals—=—--—-—=-—==-- */ Jaheim Attri

/*no state change by default*/ FIUEEL4709CSpring2025

vstate = rstate;

v_cpu res = '{0, 0};

tag write = '{0, 0, O0};

/*read tag by default*/
tag req.we = '0;

/*direct map index for tag*/
tag reg.index = cpu reg.addr[13:4];

5/16/2025, 11:52 PM
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/*read current cache line by default*/
data reqg.we = '0;

/*direct map index for cache data*/
data reqg.index = cpu reqg.addr[13:4];

/*modify correct word (32-bit) based on address*/

dat ite = dat d;
ata_write ata_rea ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri

case (cpu_req.addr[3:2]) FIUEEL4709CSpring2025

2'b00:data write[31:0] = cpu req.data;

2'b0l:data write[63:32] cpu_reqg.data;

2'bl0:data write[95:64] cpu_req.data;

2'bll:data write[127:96] = cpu reqg.data;
endcase

/*read out correct word(32-bit) from cache (to CPU) */

case (cpu_reqg.addr[3:2])
2'b00:v_cpu res.data = data read[31:0];
2'b01l:v_cpu res.data = data read[63:32];
2'pl0:v_cpu res.data data read[95:64];
2'bll:v_cpu res.data data read[127:96];

endcase

/*memory request address (sampled from CPU request)*/
v_mem reg.addr = cpu req.addr;

/*memory request data (used in write)*/
v_mem req.data = data read;
v_mem req.rw = '0;

The figure above lists the default values of the control signals, including the word to be read or
written from a block, setting the cache write enables to 0, and so on. These values are set every
clock cycle, so the write enable for a portion of the cache—for example, tag reg.we—would be
set to 1 for one clock cycle in the figures below and then would be reset to 0 according to the
Verilog in this figure.

The last figure shows the FSM as a large case statement (case (rstate)). The figure below
starts with the Idle state (id1le), which simply goes to the Compare Tag state (compare tag) if
the CPU makes a valid request. It then describes most of the Compare Tag state. The Compare
Tag state checks to see if the tags match and the entry is valid. If SO th?(n bt 17586’[/5%83’[1?1?2%%2%
Ready signal (v_cpu res.ready). If the request is a write, it sets the tag fleld,itheyalid bit, and
the dirty bit. The next state is Idle. If it is a miss, then the state preparésto-ehdhgestietdgentry and
valid and dirty bits. If the block to be replaced is clean or invalid, the next state is Allocate.

If the block to be replaced is dirty, then the next state is Write-Back. The figure shows the Allocate
state (allocate) next, which simply reads the new block. It keeps looping until the memory is
ready; when it is, it goes to the Compare Tag state. This is followed in the figure by the Write-Back
state (write back). As the figure shows, the Write-Back state merely writes the dirty block to
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memory, once again looping until memory is ready. When memory is ready, indicating the write is
complete, we go to the Allocate state.

Figure 5.12.5: FSM in SystemVerilog, part Il (COD Figures €5.12.7 and
e5.12.8).

©zyBooks 05/16/25 23:11 2475274
Jaheim Attri

Actual FSM states via case statements. FIUEEL4709CSpring2025

©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
FIUEEL4709CSpring2025
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case (rstate)
/* idle state */
idle : begin
/* If there is a CPU request, then compare cache tag */
if (cpu reqg.valid)
vstate = compare_ tag;
end

/* compare tag state */ ©zyBooks 05/16/25 23:11 2475274

, Jaheim Attri
compare tag : begin . FIUEEL4709CSpring2025
/* cache hit (tag match and cache entry is valid) */
if (cpu_reqg.addr[TAGMSB:TAGLSB] == tag read.tag &&
tag read.valid) begin
v_cpu res.ready = '1;

/* write hit */

if (cpu_req.rw) begin
/* read/modify cache line */
tag req.we = '1;
data req.we = '1;

/* no change in tag */
tag write.tag = tag read.tag;
tag write.valid = '1;

/* cache line is dirty */
tag write.dirty = '1;
end

/* xaction is finished */
vstate = idle;
end

/* cache miss */

else begin
/* generate new tag */
tag req.we = '1;
tag write.valid = '1;

/* new tag */
tag write.tag = cpu reqg.addr [TAGMSB:TAGLSB];

/* cache line is dirty if write */
tag write.dirty = cpu req.rw;

/* generate memory request on miss *@zyBooks 05/16/25 23:11 2475274
v_mem req.valid = '1; Jaheim Attri

FIUEEL4709CSpring2025
/* compulsory miss or miss with clean block */

if (tag read.valid == 1'b0 || tag read.dirty == 1'Db0)
/* wait till a new block is allocated */
vstate = allocate;

else begin
/* miss with dirty line* /
/* write back address */
v_mem reqg.addr = {tag read.tag,
cpu reqg.addr [TAGLSB-1:0]};
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v _mem req.rw = '1;

/* wait till write is completed */
vstate = write back;
end
end
end

* wait for allocati he line *
/r wait for allocating a new cache line */q oo\ 05/16/2523:11 2475274
allocate: begin

Jaheim Attri
* *
( memory controller has responded */ FIUEEL4709CSpring2025
if (mem data.ready) begin

/* re-compare tag for write miss (need modify correct

word) */
vstate = compare tag;
data write = mem data.data;
/* update cache line data */
data req.we = '1;
end
end

/* wait for writing back dirty cache line */
write back : begin
/* write back is completed */
if (mem data.ready) begin
/* issue new memory request (allocating a new line) */

v_mem req.valid = '1;
v_mem req.rw = '0;
vstate = allocate;
end
end
endcase

end

always ff @ (posedge(clk)) begin
if (rst)
rstate <= idle; //reset to idle state
else
rstate <= vstate;
end

/* connect cache tag/data memory */
dm cache tag ctag(.*);
dm cache data cdata(.*);

end module ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
FIUEEL4709CSpring2025

The code at the end sets the current state from the next state or resets the FSM to the Idle state on
the next clock edge, depending on a reset signal (rst).

The online material includes a Test Case module that will be useful to check the code in these
figures. This SystemVerilog could be used to create a cache and cache controller in an FPGA.

I —
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;P\?::T\I/fT"\)(ATION 5.12.1: SystemVerilog implementation of an FSM controlled cache. ‘ ‘

Refer to the above SystemVerilog figures of the finite-state machine (FSM) controlled

cache.
1) The data size used for writes between D
the CPU and cache is identical to the ©zyBooks 05/16/25 23:11 2475274
: ; Jaheim Attri
data size for writes between the FIUEEL4709CSpring2025
cache and memory.
O True
() False
2) The cache data memory module and G

cache tag memory module can only
be written to when the write enable bit
is 1.

) True
() False

3) Inputs to the FSM are requests from D
the CPU and responses from
memory.

) True
() False

Basic coherent cache implementation techniques

The key to implementing an invalidate protocol is the use of the bus, or another broadcast medium,
to perform invalidates. To invalidate, the processor simply acquires bus access and broadcasts the
address to be invalidated on the bus. All processors continuously snoop on the bus, watching the
addresses. The processors check whether the address on the bus is in their cache. If so, the
corresponding data in the cache is invalidated.
When a write to a block that is shared occurs, the writing proces&§6? FIGsE Qédnlf?(@%%%{]ahgégézt@
o L ) Jaheim Attri .
broadcast its invalidation. If two processors attempt to write shared b;l@pé@@j}fb@ﬁﬁm@y@e, their
attempts to broadcast an invalidate operation will be serialized when they arbitrate for the bus. The
first processor to obtain bus access will cause any other copies of the block it is writing to be
invalidated. If the processors were attempting to write the same block, the serialization enforced by
the bus also serializes their writes. One implication of this scheme is that a write to a shared data
item cannot actually complete until it obtains bus access. All coherence schemes require some
method of serializing accesses to the same cache block, by serializing access either to the
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communication medium or another shared structure.

In addition to invalidating outstanding copies of a cache block that is being written into, we also
need to locate a data item when a cache miss occurs. In a write-through cache, it is easy to find the
recent value of a data item, since all written data are always sent to the memory, from which the
most recent value of a data item can always be fetched. In a design with adequate memory
bandwidth to support the write traffic from the processors, using write-through simplifies the

implementation of cache coherence. ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri

For a write-back cache, finding the most recent data value is more diffictit Sin¢eHe rest recent
value of a data item can be in a cache rather than in memory. Happily, write-back caches can use
the same snooping scheme both for cache misses and for writes: each processor snoops all
addresses placed on the bus. If a processor finds that it has a dirty copy of the requested cache
block, it provides that cache block in response to the read request and causes the memory access
to be aborted. The additional complexity comes from having to retrieve the cache block from a
processor's cache, which can often take longer than retrieving it from the shared memory if the
processors are in separate chips. Since write-back caches generate lower requirements for
memory bandwidth, they can support larger numbers of faster processors and have been the
approach chosen in most multiprocessors, despite the additional complexity of maintaining
coherence. Therefore, we will examine the implementation of coherence with write-back caches.

The normal cache tags can be used to implement the process of snooping, and the valid bit for
each block makes invalidation easy to implement. Read misses, whether generated by an
invalidation or by some other event, are also straightforward, since they simply rely on the snooping
capability. For writes, we'd like to know whether any other copies of the block are cached, because
if there are no other cached copies, the write need not be placed on the bus in a write-back cache.
Not sending the write reduces both the time taken by the write and the required bandwidth.

To track whether or not a cache block is shared, we can add an extra state bit associated with each
cache block, just as we have a valid bit and a dirty bit. By adding a bit indicating whether the block
is shared, we can decide whether a write must generate an invalidate. When a write to a block in
the shared state occurs, the cache generates an invalidation on the bus and marks the block as
exclusive. No further invalidations will be sent by that processor for that block. The processor with
the sole copy of a cache block is normally called the owner of the cache block.

When an invalidation is sent, the state of the owner's cache block is changed from shared to
unshared (or exclusive). If another processor later requests this cache block, the state must be
made shared again. Since our snooping cache also sees any misgeg}itkadws WRer the exclusive
cache block has been requested by another processor and the state sﬁpggﬁjﬁ%e'm s

A REs!

Every bus transaction must check the cache-address tags, which could potentially interfere with
processor cache accesses. One way to reduce this interference is to duplicate the tags. The
interference can also be reduced in a multilevel cache by directing the snoop requests to the L2
cache, which the processor uses only when it has a miss in the L1 cache. For this scheme to work,
every entry in the L1 cache must be present in the L2 cache, a property called the inclusion
property. If the snoop gets a hit in the L2 cache, then it must arbitrate for the L1 cache to update
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the state and possibly retrieve the data, which usually requires a stall of the processor. Sometimes
it may even be useful to duplicate the tags of the secondary cache to further decrease contention

between the processor and the snooping activity.

PARTICIPATION
ACTIVITY

1)
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A bus or other broadcast
medium is the key to

implementing an protocol.
Check Show answer
A write- cache simplifies

the process of locating data
when a cache miss occurs.

Check Show answer

Locating data after a cache
miss in a write-___ cache is
challenging, but is preferred
because of the lower
requirements for memory
bandwidth.

Check Show answer

When a write occurs to a block
in a shared state, the cache
marks the blockas _____.

Check Show answer

In a multilevel cache, the
inclusion property states that

5.12.2: Coherent cache implementation.
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every entry in the cache
must be present in the L2
cache.

Check Show answer
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An example cache coherency protocol

A snooping coherence protocol is usually implemented by incorporating a finite-state controller in
each node. This controller responds to requests from the processor and from the bus (or other
broadcast medium), changing the state of the selected cache block, as well as using the bus to
access data or to invalidate it. Logically, you can think of a separate controller being associated
with each block; that is, snooping operations or cache requests for different blocks can proceed
independently. In actual implementations, a single controller allows multiple operations to distinct
blocks to proceed in interleaved fashion (that is, one operation may be initiated before another is
completed, even though only one cache access or one bus access is allowed at a time). Also,
remember that although we refer to a bus in the following description, any interconnection network
that supports a broadcast to all the coherence controllers and their associated caches can be used
to implement snooping.

The simple protocol we consider has three states: invalid, shared, and modified. The shared state
indicates that the block is potentially shared, while the modified state indicates that the block has
been updated in the cache; note that the modified state implies that the block is exclusive. The
figure below shows the requests generated by the processor-cache module in a node (in the first
nine rows of the table) as well as those coming from the bus (in the last five rows of the table). This
protocol is for a write-back cache, but it can be easily changed to work for a write-through cache by
reinterpreting the modified state as an exclusive state and updating the cache on writes in the
normal fashion for a write-through cache. The most common extension of this basic protocol is the
addition of an exclusive state, which describes a block that is unmodified but held in only one
cache; the caption of the figure below describes this state and its addition in more detail.

Figure 5.12.6: The cache coherence mechanism receives 689&??5%-{5%95274

zyBooks

both the processor and the bus and responds to these basegomtine type of
. . . . FIUEEL4709$SP]rin9202
request, whether it hits or misses in the cache, and the state of the cache

block specified in the request (COD Figure €5.12.9).

The fourth column describes the type of cache action as normal hit or miss (the same as
a uniprocessor cache would see), replacement (a uniprocessor cache replacement miss),
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or coherence (required to maintain cache coherence); a normal or replacement action may
cause a coherence action depending on the state of the block in other caches. For read
misses, write misses, or invalidates snooped from the bus, an action is required only if the
read or write addresses match a block in the cache and the block is valid. Some protocols
also introduce a state to designate when a block is exclusively in one cache but has not
yet been written. This state can arise if a write access is broken into two pieces: getting
the block exclusively in one cache and then subsequently upda@i%gbgg 84e2Rre1a60) 475074
this "exclusive unmodified state" is transient, ending as soon as the write islcompleted.
Other protocols use and maintain an exclusive state for an unmodified ok 4R ng2025
snooping protocol, this state can be entered when a processor reads a block that is not
resident in any other cache. Because all subsequent accesses are snooped, it is possible
to maintain the accuracy of this state. In particular, if another processor issues a read
miss, the state is changed from exclusive to shared. The advantage of adding this state is
that a subsequent write to a block in the exclusive state by the same processor need not
acquire bus access or generate an invalidate, since the block is known to be exclusively in
this cache; the processor merely changes the state to modified. This state is easily added
by using the bit that encodes the coherent state as an exclusive state and using the dirty
bit to indicate that a block is modified. The popular MESI protocol, which is named for the
four states it includes (modified, exclusive, shared, and invalid), uses this structure. The
MOESI protocol introduces another extension: the "owned" state.

State of
addressed Type of
Request Source cache block cache action Function and explanation

Read hit processor shared or normal hit Read data in cache.
modified
Read miss processor invalid ' normal miss Place read miss on bus.
Read miss processor shared ' replacement Address conflict miss: place read miss on bus.
Read miss processor modified ! replacement Address conflict miss: write-back block, then place read miss
[ on bus.
Write hit processor modified | normal hit Write data in cache.
Write hit processor shared ' coherence Place invalidate on bus. These operations are often called

upgrade or ownership misses, since they do not fetch the data
but only change the state.

Write miss processor invalid normal miss Place write miss on bus.

Write miss processor shared . replacement Address conflict miss: place write miss on bus.
Write miss processor modified replacement Address conflict miss: write-back block, then place write miss
. on bus.
Read miss bus shared | no action Allow memory to service read miss.
Read miss bus modified | coherence Attempt to share &Z%%%@%JMLW 274
state to shared. Jaheim Attri
Invalidate bus shared | coherence Attempt to write shared blbchy) EalidhEQRGRpKING 2025
Write miss bus shared | coherence Attempt to write block that is shared; invalidate the cache
block.
Write miss bus modified : coherence Attempt to write block that is exclusive elsewhere: write-back

the cache block and make its state invalid.

When an invalidate or a write miss is placed on the bus, any processors with copies of the cache
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block invalidate it. For a write-through cache, the data for a write miss can always be retrieved from
the memory. For a write miss in a writeback cache, if the block is exclusive in just one cache, that
cache also writes back the block; otherwise, the data can be read from memory.

The figure below shows a finite-state transition diagram for a single cache block using a write
invalidation protocol and a write-back cache. For simplicity, the three states of the protocol are
duplicated to represent transitions based on processor requests (on the left, which corresponds to
the top half of the table in the figure above), as opposed to transifieHEbased/0R/BAs feljuésts{oh
the right, which corresponds to the last five rows of the table in the ﬂw&gﬁ%@%&ﬁ@@%ype is
used to distinguish the bus actions, as opposed to the conditions on which a state transition
depends. The state in each node represents the state of the selected cache block specified by the
processor or bus request.

Figure 5.12.7: A write-invalidate, cache-coherence protocol for a write-back
cache, showing the states and state transitions for each block in the cache
(COD Figure €5.12.10).

The cache states are shown in circles, with any access permitted by the processor without
a state transition shown in parentheses under the name of the state. The stimulus causing
a state change is shown on the transition arcs in regular type, and any bus actions
generated as part of the state transition are shown on the transition arc in bold. The
stimulus actions apply to a block in the cache, not to a specific address in the cache.
Hence, a read miss to a block in the shared state is a miss for that cache block but for a
different address. The left side of the diagram shows state transitions based on actions of
the processor associated with this cache; the right side shows transitions based on
operations on the bus. A read miss in the exclusive or shared state and a write miss in the
exclusive state occur when the address requested by the processor does not match the
address in the cache block. Such a miss is a standard cache replacement miss. An
attempt to write a block in the shared state generates an invalidate. Whenever a bus
transaction occurs, all caches that contain the cache block specified in the bus
transaction take the action dictated by the right half of the diagram. The protocol assumes
that memory provides data on a read miss for a block that is clean in all caches. In actual
implementations, these two sets of state diagrams are combined. In practice, there are
many subtle variations on invalidate protocols, including the intteductien bfthe exclusive75274

unmodified state, as to whether a processor or memory provides data on &g
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All of the states in this cache protocol would be needed in a uniprocessor cache, where they would
correspond to the invalid, valid (and clean), and dirty states. Most of the state changes indicated by
arcs in the left half of the figure above would be needed in a write-back uniprocessor cache, with
the exception being the invalidate on a write hit to a shared block. The state changes represented
by the arcs in the right half of the figure above are needed only for coherence and would not appear

at all in a uniprocessor cache controller.

As mentioned earlier, there is only one finite-state machine per cache, with stimuli coming either
from the attached processor or from the bus. the figure below shows how the state transitions in
the right half of the figure above are combined with those in the left half of the figure to form a

single state diagram for each cache block.

Figure 5.12.8: Cache coherence state diagram with the state transitions
induced by the local processor shown in black and by the bus activities
shown in gray (COD Figure €5.12.11).

The activities on a transition are shown in bold.
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CPU write hit
CPU read hit /
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To unFierstand why this protocql works, ob;erve that.any valid cache PJBEEC?%%@%@W%%E ared
state in one or more caches or in the exclusive state in exactly one cache. Any transition to the
exclusive state (which is required for a processor to write to the block) requires an invalidate or
write miss to be placed on the bus, causing all caches to make the block invalid. In addition, if
some other cache had the block in exclusive state, that cache generates a write back, which
supplies the block containing the desired address. Finally, if a read miss occurs on the bus to a

block in the exclusive state, the cache with the exclusive copy changes its state to shared.

The actions in gray in the figure above, which handle read and write misses on the bus, are
essentially the snooping component of the protocol. One other property that is preserved in this
protocol, and in most other protocols, is that any memory block in the shared state is always up to
date in the memory, which simplifies the implementation.

Although our simple cache protocol is correct, it omits a number of complications that make the
implementation much trickier. The most important of these is that the protocol assumes that
operations are atomic—that is, an operation can be done in such a way that no intervening
operation can occur. For example, the protocol described assumes that write misses can be
detected, acquire the bus, and receive a response as a single atomic action. In reality, this is not
true. Similarly, if we used a switch, as all recent multiprocessors do, then even read misses would
also not be atomic.

Nonatomic actions introduce the possibility that the protocol can deadlock, meaning that it reaches
a state where it cannot continue. On the next page we will discuss how these protocols are
implemented without a bus.

Constructing small-scale (two to four processors) multiprocessors has become very easy. For
example, the older Intel Nehalem and AMD Opteron processors are designed for use in cache-
coherent multiprocessors and have an external interface that supports snooping and allows two to
four microprocessors to be directly connected. They also have larger on-chip caches to reduce bus
utilization. In the case of the Opteron processors, the support fordatercoanecting patiple475274
microprocessors is integrated onto the processor chip, as are the memory iitétfaces In the case

. . L IUEEL4709CSpring2025
of the Intel design, a two-microprocessor system can be built with onry a %ew aggm%naq external
chips to interface with the memory system and 1/0. Although these designs cannot be easily
scaled to larger microprocessor counts, they offer an extremely cost-effective solution for two to
four microprocessors.

I (" The devil is in the details.
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I Classic proverb

Implementing snoopy cache coherence

As we said earlier, the major complication in actually implementing the snooping coherence
protocol we have described is that write and upgrade misses are not atomic in any recent
multiprocessor. The steps of detecting a write or upgrade miss; %ﬂ%‘?ﬁ@%hﬁﬁﬁﬁ%%ﬁ% 74
processors and memory; getting the most recent value for a write miss_amdensringthatany
invalidates are processed; and updating the cache cannot be done as if they took a single cycle.

In a simple single-bus system, these steps can be made effectively atomic by arbitrating for the
bus first (before changing the cache state) and not releasing the bus until all actions are complete.
How can the processor know when all the invalidates are complete? In most bus-based
multiprocessors, a single line is used to signal when all necessary invalidates have been received
and are being processed. Following that signal, the processor that generated the miss can release
the bus, knowing that any required actions will be completed before any activity related to the next
miss. By holding the bus exclusively during these steps, the processor effectively makes the
individual steps atomic.

In a system without a bus, we must find some other method of making the steps in a miss atomic.
In particular, we must ensure that two processors that attempt to write the same block at the same
time, a situation which is called a race, are strictly ordered: one write is processed before the next is
begun. It does not matter which of two writes in a race wins the race, just that there be only a single
winner whose coherence actions are completed first. In a snooping system, ensuring that a race
has only one winner is accomplished by using broadcast for all misses, as well as some basic
properties of the interconnection network. These properties, together with the ability to restart the
miss handling of the loser in a race, are the keys to implementing snoopy cache coherence without
a bus.

PARTICIPATION

ACTIVITY 5.12.3: Implementing snooping. L

1) Snooping implementations in current D
multiprocessors take a single clock

cycle to complete.

T ©zyBooks 05/16/25 23:11 2475274
rue Jaheim Attri

False FIUEEL4709CSpring2025

2) A snooping protocol implemented on D
a simple single-bus system can make
the protocol's individual steps atomic.

True
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False

3) In a system without a bus, if two D
processors attempt to write to the
same block at the same time, the
writes will occur simultaneously.

True ©zyBooks 05/16/25 23:11 2475274

Jaheim Attri

False
FIUEEL4709CSpring2025

5.13 Real stuff: The ARM Cortex-A8 and Intel
Core i/ memory hierarchies

In this section, we will look at the memory hierarchy of the same two microprocessors described in
in COD Chapter 4 (The Processor): the ARM Cortex-A8 and Intel Core i7. This section is based on
COD Section 2.6 of Computer Architecture: A Quantitative Approach, 6th edition.

The Cortex-A53 is a configurable core that supports the ARMV8A instruction set architecture, which
includes both 32-bit and 64-bit modes. The Cortex-A53 is delivered as an IP (intellectual property)
core. The Cortex-A53 IP core is used in a variety of tablets and smartphones; it is designed to be
highly energy-efficient, a key criteria in battery-based PMDs. The A53 core is capable of being
configured with multiple cores per chip for use in high-end PMDs; our discussion here focuses on a
single core. The Cortex-A53 can issue two instructions per clock at clock rates up to 1.3 GHz.

The i7 supports the x86-64 instruction set architecture, a 64-bit extension of the 80x86
architecture. The i7 is an out-of-order execution processor that includes four cores. We focus here
on the memory system design and performance from the viewpoint of a single core. Each core in
an i7 can execute up to four 80x86 instructions per clock cycle, using a multiple issue, dynamically
scheduled, 16-stage pipeline, which we describe in detail in COD Chapter 4 (The Processor). The i7
can support up to three memory channels, each consisting of a separate set of DIMMs, and each
of which can transfer in parallel. Using DDR3-1066, the i7 has a peak memory bandwidth of just
over 25 GB/s.

COD Figure 5.42 summarizes the address sizes and TLBs of the HWBBE%%/%%E%:%%%M
three TLBs with a 32-bit virtual address space and a 32-bit physical addresgspaceaithe Core i7 has

three TLBs with a 48-bit virtual address and a 36-bit physical address" Afroa g theBa% i registers
of the Core i7 could hold a larger virtual address, there was no software need for such a large
space and 48-bit virtual addresses shrinks both the page table memory footprint and the TLB
hardware.

COD Figure 5.43 shows their caches. Each has an L1 instruction cache and L1 data cache per core
with 64 byte blocks, but is 2-way set associative for the A53 and 8-way for the i7. The i7 L1 data
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caches are 32 KiB, but they are configurable from 8 to 64 KiB for the A53. Both have identically
organized 32 KiB, 4-way set associative, L1 instruction caches (per core). Both use a unified L2
cache (per core) with 64 byte blocks, although the A53 size varies from 128 KiB to 1T MiB while the
Core i7 is fixed at 256 KiB. Since it is used for servers, the i7 also has a 16-way set associative
unified L3 cache, whose size is 2 MiB per core and shared by all the cores on the chip.

Figure 5.13.1: Address translation and TLB hardwdré*fSrthig ARR Cortex? "
A53 and Intel Core i7 920 (COD Figure 5.42). FIUEEL4709CSpring2025

Both processors provide support for large pages, which are used for things like the
operating system or mapping a frame buffer. The large-page scheme avoids using a large
number of entries to map a single object that is always present.

Virtual address |48 bits 48 bits

Physical address |40 bits 36 bits

Page size Variable: 4, 16, 64 KiB, 1, 2 MiB, 1 GiB | Variable: 4 KiB, 2/4 MiB

TLB organization | 1 TLB for instructions and 1 TLB 1 TLB for instructions and 1 TLB for
for data data per core
Both L1 TLBs are fully associative, Both L1 TLBs are four-way set
with 10 entries, round robin associative, LRU replacement

replacement
L1 I-TLB has 128 entries for small
Unified L2 TLB with 512 entries, pages, 7 per thread for large pages
4-way set associate
L1 D-TLB has 64 entries for small
TLB misses handled in hardware pages, 32 for large pages

The L2 TLB is four-way set associative,
LRU replacement

The L2 TLB has 512 entries

TLB misses handled in hardware

©zyBooks 05/16/25 23:11 2475274
Jaheim-Attri
FIUEEL4709CSpring2025

Figure 5.13.2: Caches in the ARM Cortex-A53 and Intel Core i7 6700 (COD
Figure 5.43).

The miss penalty on the A53 is 13 clock cycles for the L1 cache and 124 for the L2 cache.
P T
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LOTrtex K

L1 cache organization

Split instruction and data caches

Split instruction and data caches

L1 cache size

8-64 KiB each for instructions/data

32 KiB each for instructions/data
per core

L1 cache associativity

2-way (1), 2-way (D) set associative

8-way (l), 8-way (D) set associative

L1 replacement Random Approximated LRU
L1 block size 64 bytes 64 bytes
L1 write policy Write-back, Write-allocate(?) wme'@f\‘fBES%’%ﬂ'Bﬁ?ZSﬂ 1247

5274

L1 hit time (load-use)

1 clock cycle

4 clock cycles, pipeliahdim Attri

L2 cache organization

Unified (instruction and data)

Unified (instrietion-and detal) BBEEoHe

L2 cache size

128 KiB to 2 MiB

256 KiB (0.25 MiB)

L2 cache associativity

8-way set associative

4-way set associative

L2 replacement

Approximated LRU

Approximated LRU

L2 block size 64 bytes 64 bytes
L2 write policy Write-back, Write-allocate Write-back, Write-allocate
L2 hit time 11 clock cycles 12 clock cycles

L3 cache organization

Unified (instruction and data)

L3 cache size

2 MiB/core, shared

L3 cache associativity

16-way set associative

L3 replacement

Approximated LRU

L3 block size - 64 bytes
L3 write policy - Write-back, Write-allocate
L3 hit time - 44 clock cycles

The Core i7 has additional optimizations that allow them to reduce the miss
penalty. The first of these is the return of the requested word first on a miss. It also
continues to execute instructions that access the data cache during a cache miss.
Designers who are attempting to hide the cache miss latency commonly use this
technique, called a nonblocking cache, when building out-of-order processors. They
implement two flavors of nonblocking. Hit under miss allows additional cache hits
during a miss, while miss under miss allows multiple outstanding cache misses. The aim of the
first of these two is hiding some miss latency with other work, while the aim of the second is
overlapping the latency of two different misses.

PARALLE

LIS M

Nonblocking cache: A cache that allows the processor to make references to the cache while

the cache is handling an earlier miss. ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri

FIUEEL4709CSpring2025

Overlapping a large fraction of miss times for multiple outstanding misses requires a high-
bandwidth memory system capable of handling multiple misses in parallel. In a personal mobile
device, the memory may only be able to take limited advantage of this capability, but large servers
and multiprocessors often have memory systems capable of handling more than one outstanding
miss in parallel.

5/16/2025, 11:52 PM
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The Core i7 has a prefetch mechanism for data accesses. It looks at a pattern of data misses and
use this information to try to predict the next address to start fetching the data before the miss
occurs. Such techniques generally work best when accessing arrays in loops. In most cases, the

prefetched line is simply the next block in the cache.

The sophisticated memory hierarchies of these chips and the large fraction of the dies dedicated to
caches and TLBs show the significant design effort expended to try to close the gap between

processor cycle times and memory latency.

PARTICIPATION
ACTIVITY

5.13.1: Memory hierarchies.

©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
FIUEEL4709CSpring2025

For each question, indicate whether the feature appears in the ARM Cortex-A53 only, the

Intel Core i7 only, or both.

1) Two L1 TLBs
(O ARM Cortex-A53
O Intel Core i7
() Both

2) 48-bit virtual address space
(O ARM Cortex-A53
) Intel Core i7
() Both

3) LRU replacement scheme
(O ARM Cortex-A53
O Intel Core i7
() Both

4) TLB misses handled in hardware
(O ARM Cortex-A53
O Intel Core i7
) Both

5) Four processors (cores)
(O ARM Cortex-A53
O Intel Core i7
() Both
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6) L3 cache L]
(O ARM Cortex-A53
) Intel Core i7
) Both

Performance of the Cortex-A53 and Core i7 Memory ﬁfé‘i‘ﬁ?éh‘i%%f’/ 25 23:11 2475274

eim Attri
FIUEEL4709CSpring2025
The memory hierarchy of the Cortex-A8 was measured with 32 KiB primary caches and a 1 MiB L2

cache running the SPECInt2006 benchmarks. The instruction cache miss rates for these
SPECInt2006 are very small even for just the L1: close to zero for most and under 1% for all of
them. This low rate probably results from the computationally intensive nature of the SPECCPU
programs and the two-way set associative cache that eliminates most conflict misses.

The figure below shows the data cache results, which have significant L1 and L2 miss rates. The L1
rate varies by a factor of 75, from 0.5% to 37.2% with a median miss rate of 2.4%. The global L2
miss rate varies by a factor of 180, from 0.05% to 9.0% with a median of 0.3%. The MCF
benchmark, which is known as a cache buster, sets the upper bound and significantly affects the
mean. Remember that the L2 global miss rate is significantly lower than the L2 local miss rate; for
example, the median L2 stand-alone miss rate is 15.1% versus the global miss rate of 0.3%.

Figure 5.13.3: COD Figure 5.44.

The data miss rate for ARM with a 32 KiB L1 and the global data miss rate fora 1 MiB L2
using the SPECInt2006 benchmarks are significantly affected by the applications.
Applications with larger memory footprints tend to have higher miss rates in both L1 and
L2. Note that the L2 rate is the global miss rate that is counting all references, including
those that hit in L1. The mcf benchmark is known as a cache buster.
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Using these miss penalties in COD Figure 5.43, the figure below shows the average penalty per data
access. Although the L1 miss rates are about seven times higher than the L2 miss rate, the L2
penalty is 9.5 times as high, leading to L2 misses slightly dominating for the benchmarks that

stress the memory system. ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
FIUEEL4709CSpring2025

Figure 5.13.4: COD Figure 5.45.

The average memory access penalty per data memory reference coming from L1 and L2
is shown for the A53 processor when running SPECInt2006. Although the miss rates for
L1 are significantly higher, the L2 miss penalty, which is more than five times higher,
means that the L2 misses can contribute significantly.
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The i7's instruction fetch unit attempts to fetch 16 bytes every cycle, which complicates comparing
instruction cache miss rates because multiple instructions are fetched every cycle (roughly 4.5 on
average). The 32 KiB, eight-way set associative instruction cache leads to a very low instruction
miss rate for the SPECint2006 programs; the instruction miss rates are typically under 1%. The

frequency at which the instruction fetch unit is stalled waiting forthebeache/missesas similaplys

small. Jaheim Attri
FIUEEL4709CSpring2025

The two figures below show the miss rates of the L1 and L2 caches for demand accesses, both
versus the number of L1 references (reads and writes). Because the cost for a miss to memory is
over 100. L3 is obviously critical. The average L3 data miss rate of 0.5%, which is still significant,
but less than one-third of the L2 demand miss rate and 10 times less than the L1 demand miss
rate.
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Figure 5.13.5: COD Figure 5.46.

The L1 data cache miss rate for the SPECint2006 benchmarks is shown in two ways
relative to the demand L1 reads for demand accesses (excluding prefetched). These data,
like the rest in this section, were collected by Professor Lu Peng and PhD student Qun Liu,
both of Louisiana State University (see Peng et al., 2008)
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Figure 5.13.6: The L2 miss rate shown relative to L1 references to L1 (COD
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PARTICIPATION . .
| ACTIVITY 5.13.2: Performance of memory hierarchies.
1) The ___ benchmark is the D
most memory-intensive and
causes high cache miss rates
for both the ARM Cortex-A53's
and Intel Core i7.
Check Show answer
2) Inthe Intel Core i7, the average D
____miss rate is three times
lower than the L2 miss rate and
ten times less than the L1 miss
rate.
©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
Check Show answer FIUEEL4709CSpring2025

5.14 Going faster: Cache blocking and matrix
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multiply

Our next step in the continuing saga of improving performance of DGEMM by tailoring it to the
underlying hardware is to add cache blocking to the subword parallelism and instruction level
parallelism optimizations of COD Chapters 3 (Arithmetic for Computers) and 4 (The Processor).

The figure below shows the blocked version of DGEMM from COBszWI?sAO% g%iﬁgjﬁg%ggﬁion
of DGEMM using C intrinsics ...). The changes are the same as was made easlierminigoeing from

unoptimized DGEMM in COD Figure 3.271 (Unoptimized C version of a'dotbté PréerisraEtrix
multiply ...) to blocked DGEMM in COD Figure 5.21 (Cache blocked version of DGEMM). This time
we take the unrolled version of DGEMM from COD Chapter 4 (The Processor) and invoke it many
times on the submatrices of &, B, and C. Indeed, lines 25—31 and lines 7—8 in the figure below are
identical to lines 14—20 and lines 5—6 in COD Figure 5.21 (Cache blocked version of DGEMM), with
the exception of incrementing the for loop in line 7 by the amount unrolled.

Figure 5.14.7: Optimized C version of DGEMM using cache blocking (COD
Figure 5.48).

Optimized C version of DGEMM from COD Figure 4.80 (Optimized C version of DGEMM using C in

These changes are the same ones found in COD Figure 5.2 (Cache blocked version of DGEMM).
language produced by the compiler for the do_block function is nearly identical to COD Figure 4
assembly language for the body of the nested loops ...). Once again, there is no overhead to call tr
because the compiler inlines the function call.

1 #include <x86intrin.h>

2 #define UNROLL (4)

3 #define BLOCKSIZE 32

4 void do block (int n, int si, int sj, int sk,

5 double *A, double *B, double *C)
6
7
8

for ( int 1 = si; 1 < si + BLOCKSIZE; 1 3 a0WRO8S18/2% 253:11 2475274
for ( int j = sj; j < sj + BLOCKSIZE; j++ ) {Jaheim Attri

9 _ m512d c[UNROLL]; FIUEEL4709CSpring2025

10 for ( int r = 0; r < UNROLL; r++ )

11 c[r] = mm512 load pd(C + i + r * 8 + j * n); //[ UNROLL]

13 for( int k = sk; k < sk + BLOCKSIZE; k++ )
14 {
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15 ~ m512d bb = mmb512 broadcastsd pd( mm load sd(B + j * n

16 for (int r = 0; r < UNROLL; r++)

17 clr] = mm512 fmadd pd( mm512 load pd(A + n * k + r *

18 }

19

20 for ( int r = 0; r < UNROLL; r++ )

21 mm512 store pd(C + i + r * 8 +©jyBooks 0%/[8/25,23:11 2475274
- - - Jaheim Attri

22 ) FIUEEL4709CSpring2025

23 }

24

25 void dgemm (int n, double* A, double* B, double* C)

26 A

27 for ( int sj = 0; sj < n; sj += BLOCKSIZE )

28 for ( int si = 0; si < n; si += BLOCKSIZE )

29 for ( int sk = 0; sk < n; sk += BLOCKSIZE )

30 do block(n, si, sj, sk, A, B, C);

31 }

The benefit of blocking increases with the size of the matrix. Since the number of floating point
operations per matrix element is the same independent of the size of the matrix, we can fairly
measure performance by the number of floating point operations computed per second. The figure
below compares performance in GFLOPS/sec of the original C version to optimizations for
subword parallelism, instruction level parallelism, and caches. Blocking improves performance over
unrolled AVX code by factors of 1.5 to 1.7 for the intermediate sized matrices and a factor of 10 for
the largest matrix. The smallest matrix fits in the L1 cache, and so blocking makes almost no
difference. When we compare unoptimized code to the code with all three optimizations, the
performance improvement is factors of 14 to 41, with the largest improvement for the largest
matrix.

Figure 5.14.2: Performance of multiple versions of DGEMM as change
matrix size measured in billion floating point operations per second
(GFLOPS/second) (COD Figure 5.49). ©zyBooks 05/16/25 23:11 2475274

Jaheim Attri
FIUEEL4709CSpring2025
The fully optimized code is 14 - 32 times as fast the C version in COD Chapter 2. Python
runs at 0.007 GFLOPS/second for all matrix sizes. The Intel i7 hardware speculates by
prefetching from the L3 cache to the L1 and L2 caches, which is why the benefits of
blocking are not as high as on some microprocessors.
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Elaboration

As mentioned in the Elaborationin COD section 3.9(Going faster: Subword parallelism
and matrix multiply), these results are with Turbo mode turned off. As in COD
Chapters 3 (Arithmetic for Computers) and 4 (The Processor), when we turn it on we
improve all the results by the temporary increase in the clock rate of 3.3/2.6 = 1.27.
Turbo mode works particularly well in this case because it is using only a single core
of an eight-core chip. However, if we want to run fast we should use all cores, which
we'll see in COD Chapter 6 (Parallel Processor from Client to Cloud)

PARTICIPATION

ACTIVITY 5.14.7: Cache blocking.

©zyBooks 05/16/25 23:11 24752;;
Jaheim Attri

1) A significant amount of overhead is FIUEEL4709CSpring2025 D
needed to call the do block function

in the cache blocked version of
DGEMM.

) True
() False
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2) Cache blocking is used to reduce D
cache misses.

) True
() False

©zyBooks 05/16/25 23:11 2475274

5.15 Fallacies and pitfahs:scspmingozs

As one of the most naturally quantitative aspects of computer architecture, the memory hierarchy
would seem to be less vulnerable to fallacies and pitfalls. Not only have there been many fallacies
propagated and pitfalls encountered, but some have led to major negative outcomes. We start with
a pitfall that often traps students in exercises and exams.

Pitfall: Ignoring memory system behavior when writing programs or when
generating code in a compiler.

This could easily be rewritten as a fallacy: "Programmers can ignore memory hierarchies in writing
code." The evaluation of sort in COD Figure 5.19 (Comparing quicksort and radix sort ...) and of
cache blocking in COD Section 5.14 (Going faster: Cache blocking and matrix multiply)
demonstrate that programmers can easily double performance if they factor the behavior of the
memory system into the design of their algorithms.

Pitfall: Forgetting to account for byte addressing or the cache block size in
simulating a cache.

When simulating a cache (by hand or by computer), we need to make sure we account for the
effect of byte addressing and multiword blocks in determining into which cache block a given
address maps. For example, if we have a 32-byte direct-mapped cache with a block size of 4 bytes,
the byte address 36 maps into block 1 of the cache, since byte address 36 is block address 9 and
(9 modulo 8) = 1. On the other hand, if address 36 is a word address, then it maps into block (36
mod 8) = 4. Make sure the problem clearly states the base of the address.

In like fashion, we must account for the block size. Suppose we have a cache with 256 bytes and a
block size of 32 bytes. Into which block does the byte address 3(@?Y§ﬁ’?'ﬁs\ﬁiéﬁé§§ the addresd 300

into fields, we can see the answer: F|UEE|_47§9IrgSAptrtirr:gzoz5
31 30 29 ... ... ... 11 10 9 8 7 6 5 4 3 2 1 O
0 0 0 ......... 0 0 0 1/0 0 1|0 1 1 0 O
Cache block Block offset
number
Block address

Byte address 300 is block address
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2

The number of blocks in the cache is

{ 256 J

32 ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri

Block number 9 falls into cache block number (9 modulo 8) = 1. FIUEEL4709CSpring2025

This mistake catches many people, including the authors (in earlier drafts) and instructors who
forget whether they intended the addresses to be in words, bytes, or block numbers. Remember
this pitfall when you tackle the exercises.

Pitfall: Having less set associativity for a shared cache than the number of cores
or threads (COD Chapter 6) sharing that cache.

Without extra care, a parallel program running on 2" processors or threads can

easily allocate data structures to addresses that would map to the same set of a

shared L2 cache. If the cache is at least 2"-way associative, then these accidental

conflicts are hidden by the hardware from the program. If not, programmers could

face apparently mysterious performance bugs—actually due to L2 conflict misses PARALLI
—when migrating from, say, a 16-core design to 32-core design if both use 16-way
associative L2 caches.

Pitfall: Using average memory access time to evaluate the memory hierarchy of
an out-of-order processor.

If a processor stalls during a cache miss, then you can separately calculate the memory-stall time
and the processor execution time, and hence evaluate the memory hierarchy independently using
average memory access time.

If the processor continues to execute instructions, and may even sustain more cache misses
during a cache miss, then the only accurate assessment of the memory hierarchy is to simulate the
out-of-order processor along with the memory hierarchy.

©zyBooks 05/16/25 23:11 2475274
Pitfall: Extending an address space by adding segments on topofiam:ii

unsegmented address space. FIUEEL4709CSpring2025

During the 1970s, many programs grew so large that not all the code and data could be addressed
with just a 16-bit address. Computers were then revised to offer 32-bit addresses, either through an
unsegmented 32-bit address space (also called a flat address space) or by adding 16 bits of
segment to the existing 16-bit address. From a marketing point of view, adding segments that were
programmer-visible and that forced the programmer and compiler to decompose programs into
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segments could solve the addressing problem. Unfortunately, there is trouble any time a
programming language wants an address that is larger than one segment, such as indices for large
arrays, unrestricted pointers, or reference parameters. Moreover, adding segments can turn every
address into two words—one for the segment number and one for the segment offset—causing
problems in the use of addresses in registers.

Fallacy: Disk failure rates in the field match their spe%mggqgﬂ 6/25 2311 2475274

Jaheim Attri
Two recent studies evaluated large collections of disks to check the relgfiohéHip betwegh esults in

the field compared to specifications. One study was of almost 100,000 disks that had quoted
MTTF of 1,000,000 to 1,500,000 hours, or AFR of 0.6% to 0.8%. They found AFRs of 2% to 4% to be
common, often three to five times higher than the specified rates [Schroeder and Gibson, 2007]. A
second study of more than 100,000 disks at Google, which had a quoted AFR of about 1.5%, saw
failure rates of 1.7% for drives in their first year rise to 8.6% for drives in their third year, or about five
to six times the specified rate [Pinheiro, Weber, and Barroso, 2007].

Fallacy: Operating systems are the best place to schedule disk accesses.

As mentioned in COD Section 5.2 (Memory technologies), higher-level disk interfaces offer logical
block addresses to the host operating system. Given this high-level abstraction, the best an OS can
do to try to help performance is to sort the logical block addresses into increasing order. However,
since the disk knows the actual mapping of the logical addresses onto the physical geometry of
sectors, tracks, and surfaces, it can reduce the rotational and seek latencies by rescheduling.

For example, suppose the workload is four reads [Anderson, 2003]:

Start-ng LBA

195 of 246

Read

Read 100 16
Read 90987 1

Read 26 128

The host might reorder the four reads into logical block order:

Starting LBA

©zyBooks 05/16/25 23:11 2475274

Eemgth

Read 26 128
Read 100 16
Read 724 8
Daad Qa7 1
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l ncau TITOT l A J
Depending on the relative location of the data on the disk, reordering could make it worse, as the

figure below shows. The disk-scheduled reads complete in three-quarters of a disk revolution, but
the OS-scheduled reads take three revolutions.

Figure 5.15.1: Example showing OS versus disk schedule accesses, labeled

. . Books 05/16/25 23:11 2475274
host-ordered versus drive-ordered (COD Figure 5.?65. Jaheim Attri

FIUEEL4709CSpring2025

The former takes three revolutions to complete the four reads, while the latter completes
them in just three-fourths of a revolution (from Anderson [2003]).

—» Host-ordered queue
—» Drive-ordered queue

Pitfall: Implementing a virtual machine monitor on an instruction set architecture

1, e . .
that wasn't designed to be virtualizable. ©2yBooks 05/16/25 23:11 2475274

Jaheim Attri
Many architects in the 1970s and 1980s weren't careful to make surefthatall instractiori®réading

or writing information related to hardware resource information were privileged. This laissez-faire
attitude causes problems for VMMs for all of these architectures, including the x86, which we use
here as an example.

The figure below describes the 18 instructions that cause problems for virtualization [Robin and
Irvine, 2000]. The two broad classes are instructions that
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= Read control registers in user mode that reveals that the guest operating system is running in
a virtual machine (such as POPF, mentioned earlier)

= Check protection as required by the segmented architecture but assume that the operating
system is running at the highest privilege level

Figure 5.15.2: Summary of 18 x86 instructions that cause problems for
©zyBo3ks 05/16/25 23:11 2475274

virtualization [Robin and Irvine, 2000] (COD Figure 5.57).  Jaheim Attri
FIUEEL4709CSpring2025

The first five instructions in the top group allow a program in user mode to read a control
register, such as descriptor table registers, without causing a trap. The pop flags
instruction modifies a control register with sensitive information but fails silently when in
user mode. The protection checking of the segmented architecture of the x86 is the
downfall of the bottom group, as each of these instructions checks the privilege level
implicitly as part of instruction execution when reading a control register. The checking
assumes that the OS must be at the highest privilege level, which is not the case for guest
VMs. Only the Move to segment register tries to modify control state, and protection
checking foils it as well.

Problem category Problem x86 instructions

Access sensitive registers without Store global descriptor table register (SGDT)
trapping when running in user mode Store local descriptor table register (SLDT)
Store interrupt descriptor table register (SIDT)
Store machine status word (SMSW)

Push flags (PUSHF, PUSHFD)

Pop flags (POPF, POPFD)

When accessing virtual memory Load access rights from segment descriptor (LAR)
mechanisms in user mode, instructions | Load segment limit from segment descriptor (LSL)
fail the x86 protection checks Verify if segment descriptor is readable (VERR)

Verify if segment descriptor is writable (VERW)
Pop to segment register (POP CS, POP SS, . . .)
Push segment register (PUSH CS, PUSH SS, . . .)
Far call to different privilege level (CALL)

Far return to different privilege level (RET)

Far jump to different privilege |SVeLUNE) 51 6/25 23:11 24754274
Software interrupt (INT) Jaheim Attri

Store segment selector register (STRYEEL4709CSpring2025
Move to/from segment registers (MOVE)

To simplify implementations of VMMSs on the x86, both AMD and Intel have proposed extensions to
the architecture via a new mode. Intel's VT-x provides a new execution mode for running VMs, an
architected definition of the VM state, instructions to swap VMs rapidly, and a large set of
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parameters to select the circumstances where a VMM must be invoked. Altogether, VT-x adds 11
new instructions for the x86. AMD's Pacifica makes similar proposals.

An alternative to modifying the hardware is to make small modifications to the operating system to
avoid using the troublesome pieces of the architecture. This technique is called paravirtualization,
and the open source Xen VMM is a good example. The Xen VMM provides a guest OS with a virtual

machine abstraction that uses only the easy-to-virtualize parts of the physical x86 hardware on

which the VMM runs. ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
FIUEEL4709CSpring2025
Pitfall: Hardware attacks can compromise security.

While the numerous software bugs in operating systems are the primary vehicle of attackers of
computer systems, in 2015 Google demonstrated a user program could subvert virtual memory
protection by exploiting a weakness in DDR3 DRAM chips. Given the two-dimensional nature of
DRAM internals and the very small memory cells of DDR3 DRAMS, researchers observed that by
"hammering” one row of a DDR3 DRAM by writing it repeatedly, that activity could cause
disturbance errors in an adjacent row, which would flip bits in the victim row. A clever attacker
could use "row hammer" technique to change the protection bits of page table entries, and thereby
grant the program access memory regions that the operating system tried to protect. Later
microprocessors and DRAMs include mechanisms to detect row hammer attacks so as to defeat
them.

The attack stunned many security researchers who up until then had thought hardware was not
invulnerable to security issues. As we shall see in the Fallacies and Pitfalls section of COD Chapter
6, row hammer was just the opening volley of this new attack vector.

PARTICIPATION

ACTIVITY 5.15.7: Fallacies and pitfalls. D

1) A common pitfall is to ignore the ]
memory system when writing code.
O True
O False
2) Disk failure rates often do not match G

their specifications. ©zyBooks 05/16/25 23:11 2475274

) True Jaheim At'gri
FIUEEL4709CSpring2025

() False

3) Scheduling disk access is best done D
by the operating system.

) True
() False
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4) In a 32-byte direct-mapped cache D
with a block size of 4 bytes, the byte
address 40 maps into block 2 of the
cache.

) True

O False
©zyBooks 05/16/25 23:11 2475274

Jaheim Attri G

9) The average memory access is an
) g y FIUEEL4709CSpring2025

accurate metric to evaluate the
memory hierarchy of an out-of-order
Processor.

) True

() False
6) Paravirtualization is a software D
technique to facilitate virtualization of

architectures that were not originally
designed to be virtualizable.

) True
() False

5.16 Concluding remarks

The difficulty of building a memory system to keep pace with faster processors is
underscored by the fact that the raw material for main memory, DRAMS, is
essentially the same in the fastest computers as it is in the slowest and cheapest.

It is the principle of locality that gives us a chance to overcome the long latency of

memory access—and the soundness of this strategy is demonstrated at all levels

of the memory hierarchy. Although these levels of the hierarchy look quite

different in quantitative terms, they follow similar strategies in their operation and exploit the same

properties of locality. ©zyBooks 05/16/25 23:11 2475274

Multilevel caches make it possible to use more cache optimizations rp@@E@Jg%h&rg@Aﬁtﬂ/&@%sons.
First, the design parameters of a lower-level cache are different from a first-level cache. For
example, because a lower-level cache will be much larger, it is possible to use larger block sizes.
Second, a lower-level cache is not constantly being used by the processor, as a first-level cache is.
This allows us to consider having the lower-level cache do something when it is idle that may be
useful in preventing future misses.

Another trend is to seek software help. Efficiently managing the memory hierarchy n
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using a variety of program transformations and hardware facilities is a major focus of compiler
enhancements. Two different ideas are being explored. One idea is to reorganize the program to
enhance its spatial and temporal locality. This approach focuses on loop-oriented programs that
use large arrays as the major data structure; large linear algebra problems are a typical example,
such as DGEMM. By restructuring the loops that access the arrays, substantially improved
locality—and, therefore, cache performance—can be obtained.

Another approach is prefetching. In prefetching, a block of data iSBr&agkt Qﬁ@ %%50%%% befordit is
actually referenced. Many microprocessors use hardware prefetchmg{;ggg;g%g;mseg
that may be difficult for software to notice.

Prefetching: A techniqgue in which data blocks needed in the future are brought into the cache
early by the use of special instructions that specify the address of the block.

A third approach is special cache-aware instructions that optimize memory transfer. For example,
the microprocessors in COD Section 6.10 (Multiprocessor benchmarks and performance models)
use an optimization that does not fetch the contents of a block from memory on a write miss
because the program is going to write the full block. This optimization significantly reduces
memory traffic for one kernel.

As we will see in COD Chapter 6 (Parallel Processor from Client to Cloud), memory systems are a
central design issue for parallel processors. The growing importance of the memory hierarchy in
determining system performance means that this important area will continue to be a focus for
both designers and researchers for some years to come.

PARTICIPATION .
ACTIVITY 5.16.1: Concluding remarks.
1) A cache exploits the principles D

of to overcome the latency

associated with memory

access.

Check Show answer
©zyBooks 05/16/25 23:11 2475274
Jaheim Attri

2) ____isamethod of predicting FIUEEL4709CSpring2025 ||

and fetching data blocks that
are needed in the future.

Check Show answer
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5.17 Historical perspective and further reading

i .. the one single development that put computers on theiyfeekwas thezinvantiontof a4

reliable form of memory, namely, the core memory.... Its cost wa%gsgggm%‘sﬁtﬂ%%%able
and, because it was reliable, it could in due course be made large.
Maurice Wilkes, Memoirs of a Computer Pioneer, 1985

This history section gives an overview of memory technologies, from mercury delay lines to DRAM,
the invention of the memory hierarchy, and protection mechanisms, and concludes with a brief
history of operating systems, including CTSS, MULTICS, UNIX, BSD UNIX, MS-DOS, Windows, and
Linux.

The developments of most of the concepts in this chapter have been driven by revolutionary
advances in the technology we use for memory. Before we discuss how memory hierarchies were
developed, let's take a brief tour of the development of memory technology.

The ENIAC had only a small number of registers (about 20) for its storage and implemented these
with the same basic vacuum tube technology that it used for building logic circuitry. However, the
vacuum tube technology was far too expensive to be used to build a larger memory capacity.
Eckert came up with the idea of developing a new technology based on mercury delay lines. In this
technology, electrical signals were converted into vibrations that were sent down a tube of mercury,
reaching the other end, where they were read out and recirculated. One mercury delay line could
store about 0.5 Kbits. Although these bits were accessed serially, the mercury delay line was about
a hundred times more cost-effective than vacuum tube memory. The first known working mercury
delay lines were developed at Cambridge for the EDSAC. The figure below shows the mercury delay
lines of the EDSAC, which had 32 tanks and 512 36-bit words.

Figure 5.17.1: The mercury delay lines in the EDSAC (COD Figure €5.17.7).

This technology made it possible to build the first stored—progr@gg,wpgggzﬁ@@@y@mmg475274

engineer in this photograph is none other than Maurice Wilkes, the lead architget'dfithe
EDSAC FIUEEL4709CSpring2025
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52025

Despite the tremendous advance offered by the mercury delay lines, they were terribly unreliable
and still rather expensive. The breakthrough came with the invention of core memory by J.
Forrester at MIT as part of the Whirlwind project in the early 1950s (see the figure below). Core
memory uses a ferrite core, which can be magnetized, and once magnetized, it acts as a store (just
as a magnetic recording tape stores information). A set of wires running through the center of the
core, which had a dimension of 0.1— 10nmmmemﬁ;nmk&utmm&bmnamadﬂwvaueﬁom on
oks 05/16/25 23:11 2475274
any ferrite core. The Whirlwind eventually included a core memory WI’[?‘I 2048, rél words, or 32
Kbits. Core memory was a tremendous advance: it was cheaper, fastéﬂ,UEﬂdW@ﬁ@E&DF@l@l@%@ and
had higher density. Core memory was so much better than the alternatives that it became the
dominant memory technology only a few years after its invention and remained so for nearly 20

years.

Figure 5.17.2: A core memory plane from the Whirlwind containing 256
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cores arranged ina 16 X 16 array (COD Figure €5.17.2).

Core memory was invented for the Whirlwind, which was used for air defense problems,
and is now on display at the Smithsonian. (Incidentally, Ken Olsen, the founder of Digital
and its president for 20 years, built the computer that tested these core memories; it was
his first computer.)

©zyBooks 05/16/25 23:11 2475274
Jaheim Attri

‘\ FIUEEL4/09CSpring 2075

w

The technology that replaced core memory was the same one that we now use both for logic and
for memory: the integrated circuit. While registers were built out of transistorized memory in the
1960s, and IBM computers used transistorized memory for microcode store and caches in 1970,
building main memory out of transistors remained prohibitively expensive until the development of
the integrated circuit. With the integrated circuit, it became possi@lzg/%% (9(%] Iéis%[g%l\%q;(%%% 4
random access memory—see COD Appendix B and Chapter 5 for a descriptiondint he:first DRAMs
were built at Intel in 1970, and the computers using DRAM memories (&% a g spesdisption to
core) came shortly thereafter; they used 1 Kbit DRAMs. In fact, computer folklore says that Intel
developed the microprocessor partly to help sell more DRAM. The figure below shows an early
DRAM board. By the late 1970s, core memory had become a historical curiosity. Just as core
memory technology had allowed a tremendous expansion in memory size, DRAM technology
allowed a comparable expansion. In the 1990s, many personal computers had as much memory
as the largest computers using core memory ever had.
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Figure 5.17.3: An early DRAM board. This board uses 18 Kbit chips (COD
Figure e5.17.3).

11 2475274

92025

Nowadays, DRAMs are typically packaged with multiple chips on a little board called a DIMM (dual
inline memory module). The SIMM (single inline memory module) shown in the figure below
contains a total of T MB and sold for about $5in 1997. As of 2020, DIMMs were available with up
to 64 GiB and sold for about $300. While DRAMSs will remain the dominant memory technology for
some time to come, innovations in the packaging of DRAMSs to provide both higher bandwidth and

greater density are ongoing.
I\/IVBOOkS 05/16/25 23:11 2475274

bit chipsd{c@bi Figure

Figure 5.17.4: A1 MB SIMM, built in 1986, using 1
FIUEEL4709CSpring2025

e5.17.4).

This SIMM sold for about $5/ MB in 1997. As of 2020, most main memory is packed in
DIMMs similar to this, though using much higher-density memory chips (16 Gbits).
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ig:,T\',fT'sATION 5.17.7: The development of memory technology. L
1) J. Presper Eckert developed D
technology based on delay

lines to act as registers and to
replace vacuum tube

technology.
Check Show answer
2) ____had the first known ]

working mercury delay lines.

Check Show answer

3) Inthe 1950s, memory D
emerged as a cheaper, faster,
and more reliable storage
method than previous
technologies. ©zyBooks 05/16/25 23:11 2475274

Jaheim Attri
FIUEEL4709CSpring2025

Check Show answer

4) Building a became L]
possible because of the
development of the integrated
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circuit.

Check Show answer

5) Currently, DRAMs are packaged Q
. . . . ©zyBooks 05/16/25 23:11 247527
with multiple chips on a little Jaheim Attri

boardcalleda . FIUEEL4709CSpring2025

Check Show answer

The development of memory hierarchies

Although the pioneers of computing foresaw the need for a memory hierarchy and A
coined the term, the automatic management of two levels was first proposed by ‘
Kilburn and his colleagues and demonstrated at the University of Manchester with

the Atlas computer, which implemented virtual memory. The Atlas was the year -
before the IBM 360 was announced. IBM planned to include virtual memory with HIERARCHY
the next generation (System/370), but the 0S/360 operating system wasn't up to

the challenge in 1970. Virtual memory was announced for the 370 family in 1972, and it was for
this computer that the term translation-lookaside buffer was coined.

The problems of inadequate address space have plagued designers repeatedly. The architects of
the PDP-11 identified a small address space as the only architectural mistake from which it is
difficult to recover. When the PDP-11 was designed, core memory densities were increasing at a
very slow rate, and the competition from 100 other minicomputer companies meant that DEC
might not have a cost-competitive product if every address had to go through the 16-bit datapath
twice—hence, the decision to add just 4 more address bits than the predecessor of the PDP-11, to
16 from 12. The architects of the IBM 360 were aware of the importance of address size and
planned for the architecture to extend to 32 bits of address. Only 24 bits were used in the IBM 360,
however, because the low-end 360 models would have been even slower with the larger addresses.
Unfortunately, the expansion effort was greatly complicated by ir@/z%%t(i)\é%%gg{g/@%ﬁ yvﬂ@gi%ed
extra information in the upper 8 "unused" address bits. The wider address lastedwntik2000, when
IBM expanded the architecture to 64 bits in the z-series. FIUEEL4709CSpring2025

Running out of address space has often been the cause of death for an architecture, while other
architectures have managed to make the transition to a larger address space. For example, the
PDP-11, a 16-bit computer, was replaced by the 32-bit VAX. The 80386 extended the 80286
architecture from a segmented 24-bit address space to a flat 32-bit address space in 1985. In the
1990s, several RISC instruction sets made the transition from 32-bit addressing to 64-bit

206 of 246 5/16/2025, 11:52 PM



zyBooks https://learn.zybooks.com/zybook/FIUEEL4709CSpring2025/chapter/5/print

addressing by providing a compatible extension of their instruction sets. MIPS was the first to do
so. A decade later, Intel and HP announced the |A-64 in large part to provide a 64-bit address
successor to the 32-bit Intel IA-32 and HP Precision architectures. The evolutionary AMD64 instead
became the 64-bit address successor of the 32-bit 80386 which Intel was forced to embrace.

Many of the early ideas in memory hierarchies originated in England. Just a few years after the

Atlas paper, Wilkes [1965] published the first paper describing the concept of a cache, calling it a

"slave": ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
FIUEEL4709CSpring2025

(

The use is discussed of a fast core memory of, say, 32,000 words as slave to a slower
core memory of, say, one million words in such a way that in practical cases the effective
access time is nearer that of the fast memory than that of the slow memory.

This two-page paper describes a direct-mapped cache. Although this was the first publication on
caches, the first implementation was probably a direct-mapped instruction cache built at the
University of Cambridge by Scarrott and described at the 1965 IFIP Congress. It was based on
tunnel diode memory, the fastest form of memory available at the time.

Subsequent to that publication, IBM started a project that led to the first commercial computer with
a cache, the IBM 360/85. Gibson at IBM recognized that memory-accessing behavior would have a
significant impact on performance. He described how to measure program behavior and cache
behavior and showed that the miss rate varies between programs. Using a sample of 20 programs
(each with 3 million references—an incredible number for that time), Gibson analyzed the
effectiveness of caches using average memory access time as the metric. Conti, Gibson, and
Pitowsky described the resulting performance of the 360/85 in the first paper to use the term cache
in 1968.

Since this early work, it has become clear that caches are one of the most important ideas not only
in computer architecture but in software systems as well. The idea of caching has found
applications in operating systems, networking systems, databases, and compilers, to name a few.
There are thousands of papers on the topic of caching, and it continues to be a popular area of
research.

One of the first papers on nonblocking caches was by Kroft in 1981, who may have coined the
term. He later explained that he was the first at Control Data Corporation to design a computer with
a cache, and when using old concepts for new mechanisms, he hitwponihe ideaefhallovwingshis:

two-ported cache to continue to service other accesses on a miss. Jaheim Attri
FIUEEL4709CSpring2025

Multilevel caches were the inevitable resolution to the lack of improvement in main memory latency
and the higher clock rates of microprocessors. Only those in the field for a while are surprised by
the size of some second- or third-level caches, as they are larger than main memories of past
machines. The other surprise is that the number of levels is continually increasing, even on a
single-chip microprocessor.

I 1
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PARTICIPATION | 517 2: The development of memory hierarchies. ‘ ‘
ACTIVITY

How to use this tool Vv

IBM 370 MIPS PDP-11 cache Atlas

©zyBooks 05/16/25 23:11 2475274
Jaheim Attri

. FIUEEL4709CSpring2025
The computer for which the term

translation-lookaside buffer was
coined.

Replaced by the 32-bit VAX
because of too little address space.

First computer to employ two level
memory hierarchy.

The first implementation was
based on tunnel diode memory, the
fastest form of memory available
at the time.

The first RISC architecture to
transition from 32-bit addressing to
64-bit addressing.

Reset

Disk storage

In 1956, IBM developed the first disk storage system with both moving heads and multiple disk
surfaces in San Jose, helping to seed the development of the magnetic storage industry in the
southern end of Silicon Valley. Reynold B. Johnson led the develogment of the IBM 305 RAMAC
(Random Access Method of Accounting and Control). It could stor@'%or%ﬁﬁigféégﬁaéf#é @Kﬁég%f
data on 50 disks, each 24 inches in diameter. The RAMAC is shown irrthetfigures befow2 &tthough
the disk pioneers would be amazed at the size, cost, and capacity of modern disks, the basic

mechanical design is the same as the RAMAC.

Figure 5.17.5: A magnetic drum made by Digital Development Corporation
in the 1960s and used on a CDC machine (COD Figure €5.17.5).

208 of 246 5/16/2025, 11:52 PM



zyBooks https://learn.zybooks.com/zybook/FIUEEL4709CSpring2025/chapter/5/print

The electronics supporting the read/write heads can be seen on the outside of the

drum.

©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
A709CSpring2025
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Figure 5.17.6: The RAMAC disk drive from IBM, made in 1956, was the first
disk drive with a moving head and the first with multiple platters (COD

Figure €5.17.6).
©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
. . . FIUEEL4709CSpring2025
The IBM storage technology Web site has a discussion of IBM's major COﬂ’[rﬂ)U’[IgHgg[O
storage technology.
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05/16/25 23:11 2475274
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©zyBooks

Moving-head disks quickly became the dominant high-speed magnetic storage, though their high
cost meant that magnetic tape continued to be used extensively until the 1970s. The next key
development for hard disks was the removable hard disk drive developed by IBM in 1962; this
made it possible to share the expensive drive electronics and helped disks overtake tapes as the
preferred storage medium. The figure below shows a removable disk drive and the multiplatter disk
used in the drive. IBM also invented the floppy disk drive in 1970, originally to hold microcode for
the IBM 370 series. Floppy disks became popular with the PC about 10 years later.

Figure 5.17.7: This is a DEC disk drive and the removable pack (COD Figure
e5.17.7).

These disks became popular starting in the mid-1960s and dominated disk technology
until Winchester drives in the late 1970s. This drive was made in the mid-1970s; each disk
pack in this drive could hold 80 MB.

5/16/25 23:11 2475274
Jaheim Attri
L4709CSpring2025

The sealed Winchester disk, which was developed by IBM in 1973, completely dominates disk
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technology today. Winchester disks benefited from two related properties. First, reductions in the
cost of the disk electronics made it unnecessary to share the electronics and thus made
nonremovable disks economical. Since the disk was fixed and could be in a sealed enclosure, both
the environmental and control problems were greatly reduced, allowing significant gains in density.
The first disk that IBM shipped had two spindles, each with a 30 MB disk; the moniker "30-30" for
the disk led to the name Winchester. (The .30-30 was the USA's first cartridge for the Winchester
Model lever-action rifle, which debuted in 1895.) Winchester disk@g@&g@@i@)yéy&g@@ql@@%'@me

1980s, completely replacing removable disks by the middle of that decade.Jaheim Attri
FIUEEL4709CSpring2025
The historic role of IBM in the disk industry came to an end in 2002, when IBM sold its disk storage

division to Hitachi. IBM continues to make storage subsystems, but it purchases its disk drives
from others. In 2020, most disk drives are made by just two companies, Seagate and Western
Digital.

A very brief history of flash memory

Flash memory was invented by Fujio Masuoka at Toshiba in the 1980s. They invented both the
NOR-based Flash memory in 1984 and the denser NAND-based Flash memory in 1989. The first
use was in digital cameras, starting with the CompactFlash form factor for NOR Flash memory and
the SmartMedia form factor for NAND Flash memory. Today, all digital cameras, cell phones, music
players, tablets , and laptops use flash memory instead of disk.

zé';lT\',fT'sATION 5.17.3: Disk storage and flash memory.
1) The 1956 IBM 305 RAMAC was the ]

first computer to use a moving-head
disk storage system.

) True
() False

2) Intel developed removable hard disk D
drives, which allowed computers to
share expensive disk electronics.

O True
©zyBooks 05/16/25 23:11 2475274
() False Jaheim Attri
FIUEEL4709CSpring2025
3) The sealed Winchester disk replaced G

removable disks in the 1980s partly
because the cost of disk electronics
continued to decrease.

) True
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False

4) Flash memory was first used in cell D
phones and tablets.

True
False
©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
A brief history of databases FIUEEL4709CSpring2025

Although there had been data stores of punch cards and later magnetic tapes, the emergence of
the magnetic disk led to modern databases.

In 1961, Charles Bachman at General Electric created a pioneering database management system
called Integrated Data Store (IDS) to take advantage of the new magnetic disks. In 1971, Bachman
and others published standards on how to manage databases using Cobol programs, named the
CODASYL approach after the standards committee on which they served. Many companies offered
CODASYL-compatible databases, but not IBM. In 1968 IBM had introduced IMS, which was derived
from IBM's work on the NASA Apollo project. Both CODASYL databases and IMS are classified as
navigational databases because programs had to navigate through the data.

Ted Codd, a researcher at IBM, thought the navigational approach was wrong-headed. He recalled
that people didn't write programs when dealing with the old punch card databases. Instead, they
set up data flows through series of punch card machines that would perform simple functions like
copy or sort. Once the card machines were set up, you just pushed all the cards through to get your
results. In his view, users should only declare the type of data they were looking for and leave it up
to computers to process it. In 1970, he published a new way to organize and access data called the
relational model. It was based on set theory; data was independent of the implementation and
users described what they were looking for in a declarative, nonprocedural language.

This paper led to considerable controversy within IBM, because it already had a database product.
Codd even arranged a public debate between him and Bachman, which led to internal criticism at
IBM that Codd was undermining IMS. The good news was that the debate led researchers at IBM
and U.C. Berkeley to try to demonstrate the viability of relational databases by building System R
and Ingres.

System R in 1974—79 demonstrated its feasibility and, perhaps more importantly, created the
Structured Query Language (SQL) that is still widely used today. I%Wé\?éﬁs %é%éf@%ﬁé%%%f‘
sufficient to convince IBM, and some of the researchers left IBM to buildrelationatdatgbases for
other companies.

Mike Stonebraker and Gene Wong were interested in geographic data systems, and in 1973 they
decided to pursue relational databases. Rather than build on IBM mainframes, the Ingres project
was built on DEC minicomputers and Unix. Ingres was important because it led to a company that
tried to commercialize the ideas, because 1000 copies of its source code were openly distributed,
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and because it trained a generation of database developers and researchers. The code and people
led to many other companies, including Sybase. Larry Ellison started Oracle by first reading the
papers from the System R and Ingres groups and then by hiring people who worked on those
projects. Microsoft later purchased a copy of Sybase sources that became the foundation of its
SQL Server product.

Relational databases matured in the 1980s, with IBM developing its own relational databases,
including DB2. The 1990s saw both the development of object—o@éMEé@‘%@ébﬁ@@@ﬁ?{éb@@@@?ﬁle
impedance mismatch between databases and programming, and thewg@fg@%}s%?@%%

databases for analytic processing and data mining.

ACM showered awards on this community. The ACM Turing Award went to Charles Bachman in
1973 for his contributions via IDS and the Codasyl group. Codd won it in 1980 for the relational
model. In 1988, the developers of System R (Donald Chamberlin, Jim Gray, Raymond Lorie,
Gianfranco Putzolu, Patricia Selinger, and Irving Traiger) shared the ACM Systems Software Award
with the developers of Ingres (Gerald Held, Michael Stonebraker, and Eugene Wong). Jim Gray won
the Turing Award in 1998 for his contributions to transaction processing and databases. Finally,
Stonebraker won the 2014 Turing Award for his contribution to the concepts and pratices
underlying modern database system.

PARTICIPATION

ACTIVITY 5.17.4: Databases. L

1) A pioneering database management D
system created at General Electric in
1961.

IMS
IDS
Codasyl

2) A database system created to test the D
viability of relational databases.

System R, but not Ingres

Ingres, but not System R

Sys’[em R and |ngres ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri
3) Inthe 1990s, ____ databases FIUEEL4709CSpring2025 D
emerged for analytic processing and
data mining.

object-oriented

DB2
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parallel

RAID

The small-form-factor hard disks for PCs in the mid-1980s led a group at Berkeley to propose
redundant arrays of inexpensive disks (RAID). This group had worked on the reduced instruction
set computer (RISC) effort, and so expected much faster proces§61$ to tseorife avaiable4Their*
two questions were: What could be done with the small disks that ac%@géﬁ%érgg%T[2%§§35What
could be done in the area of 1/0 to keep up with much faster processors? They argued to replace
one large mainframe drive with 50 small drives, as you could get much greater performance with
that many independent arms. The many small drives even offered savings in power consumption

and floor space.

The downside of many disks was much lower MTTF. Hence, on their own they reasoned out the
advantages of redundant disks and rotating parity to address how to get greater performance with
many small drives yet have reliability as high as that of a single mainframe disk.

The problem they experienced when explaining their ideas was that some researchers had heard of
disk arrays with some form of redundancy, and they didn't understand the Berkeley proposal.
Hence, the first RAID paper [Patterson, Gibson, and Katz 1987] is not only a case for arrays of
small-form-factor disk drives, but also something of a tutorial and classification of existing work on
disk arrays. Mirroring (RAID 1) had long been used in fault-tolerant computers such as those sold
by Tandem. Thinking Machines had arrays with 32 data disks and 7 check disks using ECC for
correction (RAID 2) in 1987, and Honeywell Bull had a RAID 2 product even earlier. Also, disk arrays
with a single parity disk had been used in scientific computers in the same time frame (RAID 3).
Their paper then described a single parity disk with support for sector accesses (RAID 4) and
rotated parity (RAID 5). Chen et al. [1994] survey the original RAID ideas, commercial products, and
other developments.

Unknown to the Berkeley group, engineers at IBM working on the AS/400 computer also came up
with rotated parity to give greater reliability for a collection of large disks. IBM filed a patent on RAID
5 shortly before the Berkeley group submitted their paper. Patents for RAID 1, RAID 2, and RAID 3
from several companies predate the IBM RAID 5 patent, which has led to plenty of courtroom
action.

EMC had been a supplier of DRAM boards for IBM computers, but around 1988 new policies from
IBM made it nearly impossible for EMC to continue to sell IBM memienp boards:/Phe’ Bérkelely paper
crossed the desks of EMC executives, and so they decided to go afterﬁhggﬁfﬂ%@é%%ﬁi%tﬁg by
IBM disk storage products. As the paper advocated, their model was to use many small drives to
compete with mainframe drives, and EMC announced a RAID product in 1990. It relied on mirroring
(RAID 1) for reliability; RAID 5 products came much later for EMC. Over the next year, Micropolis
offered a RAID 3 product; Compaq offered a RAID 4 product; and Data General, IBM, and NCR

offered RAID 5 products.

The RAID ideas soon spread to the rest of the workstation and server industry. An article explaining
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RAID in Byte magazine led to RAID products being offered on desktop PCs, which was something
of a surprise to the Berkeley group. They had focused on performance with good availability, but
higher availability was attractive to the PC market.

Another surprise was the cost of the disk arrays. With redundant power supplies and fans, the
ability to "hot-swap" a disk drive, the RAID hardware controller itself, the redundant disks, and so on,
the first disk arrays cost many times the cost of the disks. Perhaps as a result, the "inexpensive" in
RAID morphed into "independent." Many marketing departments@ﬁtﬁ%rﬂé@l%?ﬁé’r%%@éﬂ@?d‘w

Jaheim Attri
of RAID only as "redundant arrays of independent disks." FIUEEL4709CSpring2025

In 2004, more than 80% of the nondesktop drive sales were found in RAIDs. In recognition of their
role, in 1999 Garth Gibson, Randy Katz, and David Patterson received the IEEE Reynold B. Johnson
Information Storage Award "for the development of Redundant Arrays of Inexpensive Disks (RAID)."

Protection mechanisms

Architectural support for protection has varied greatly over the past 20 years. In early computers,
before virtual memory, protection was very simple at best. In the 1960s, more elaborate
mechanisms that supported different protection levels (called rings) were invented. In the late
1970s and early 1980s, very elaborate mechanisms for protection were devised and later built;
these mechanisms supported a variety of powerful protection schemes that allowed controlled
instances of sharing, in such a way that a process could share data while controlling exactly what
was done to the data. The most powerful method, called capabilities, created a data object that
described the access rights to some portion of memory. These capabilities could then be passed
to other processes, thus granting access to the object described by the capability. Supporting this
sophisticated protection mechanism was both complex and costly, because creation, copying, and
manipulation of capabilities required a combination of operating system and hardware support.
Recent computers all support a simpler protection scheme based on virtual memory, similar to that
discussed in COD Section 5.7 (Virtual memory). Given current concerns about computer security
we are seeing a renaissance in protection research, potentially renewing interest in 40-year-old
publications.

As mentioned in the text, system virtual machines were pioneered at IBM as part of its
investigation into virtual memory. IBM's first computer with virtual memory was the IBM 360/67,
introduced in 1967. IBM researchers wrote the program CP-67, which created the illusion of several
independent 360 computers. They then wrote an interactive, single-user operating system called
CMS that ran on these virtual machines. CP-67 led to the productVviNi£8 %6 Canthbtedays 1IBM 6&hs/2/

. . Jaheim Attri
VM for its mainframe computers. FIUEEL4709CSpring2025

iﬁ:,T\',fT'sATION 5.17.5: RAID and protection mechanisms. L
1) Early RAID systems provided D

improved performance over a single
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mainframe, but suffered from lower
mean time to failure (MTTF).

O True

O False
2) A group of researchers at Berkeley D
and another group at IBM both ©zyBooks 05/16/25 23:11 2475274

Jaheim Attri

developed RAID rotated parity FIUEEL 4709CSpring2025

schemes, but IBM filed a patent first.
O True
() False

3) EMC sold DRAM boards to IBM L]
throughout the 1980s and 1990s.

) True
() False

4) The |in RAID was changed to stand ]
for inexpensive after the realization
that early disk array were less
expensive than disks.

) True
() False

5) Capabilities was a protection scheme D
used in the 1970s and 1980s that
allowed a processor to share data
while controlling what happened to
the data.

) True
() False

A brief history of modern operating systems ©zyBooks Oj/;6./25A23{11 2475274
aheim Attri

: . . _ FIUEEL4709CSpring2025
MIT developed the first timesharing system, CTSS (Compatible Time-Sharing System), in 1961.

John McCarthy is generally given credit for the idea of timesharing, but Fernando Corbato was the
systems person who realized the concept in the form of the CTSS. CTSS allowed three people to
share a machine, and its response time of minutes or seconds was a dramatic improvement over
the batch processing system it replaced. Moreover, it demonstrated the value of interactive
computing.
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Flush with the success of their first system, this group launched into their second system,
MULTICS (Multiplexed Information and Computing Service). They included many innovations, such
as strong protection, controlled sharing, and dynamic libraries. However, it suffered from the
"'second system effect." Fred Brooks, Jr. described the second system effect in his classic book
about lessons learned from developing an operating system for the IBM mainframe, The Mythical
Man Month:

©zyBooks 05/16/25 23:11 2475274

(" . o . Jaheim Attri
When one is designing the successor to a relatively small, elegant, and saecegsiub

system, there is a tendency to become grandiose in one's success and design an
elephantine feature-laden monstrosity.

MULTICS took sharing to a logical extreme to discover the issues, including that it was too extreme.
MIT, General Electric, and later Bell Labs all tried to build an economical and useful system. Despite
a great deal of time and money, they did not succeed.

Berkeley was building their own timesharing system, Cal TSS. The people leading that project
included Peter Deutsch, Butler Lampson, Chuck Thacker, and Ken Thompson. They added paging
virtual memory hardware to an SDS 920 and wrote an operating system for it. SDS sold this
computer as the SDS-930, and it was the first commercially available timesharing system to have
operational hardware and software. Thompson graduated and joined Bell Labs. The others founded
Berkeley Computer Corporation (BCC), with the goal of selling hardware and software. We'll pick up
BCC later in the story, but for now let's follow Thompson.

At Bell Labs in 1971, Thompson led the development of a simple timesharing system that had
some of the good ideas of MULTICS but left out many of the complex features. To demonstrate the
contrast, it was first called UNICS. As they were joined by others at Bell Labs who had been burned
from the MULTICS experience, it was renamed UNIX, with the x coming from Phoenix, the
legendary bird that rose from the ashes.

Their result was the most elegant operating system ever built and what some consider the best
program of all time. Forced to live in the 16-bit address space of the DEC minicomputers, it had an
amazing amount of functionality per line of code. Major contributions were pipes, a uniform file
system, a uniform process model, and the shell user interface that allowed users to connect
programs together using pipes and files.

Dennis Ritchie joined the UNIX team in 1973 from MIT, where he@a@e&pgﬂem% MJIUW@@SMCh
was written in a high-level language. Like prior operating systems, UNIX had ften in

FIUEE L4709FSCPdn%20d2
assembly language. Ritchie designed a language for system implementation calle It was
used to make UNIX portable.

Between 1971 and 1976, Bell released six editions of the UNIX timesharing system. Thompson
took a sabbatical at his alma mater and brought UNIX with him. Berkeley and many other
universities began to use UNIX on the popular PDP-11 minicomputer.
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When DEC announced the VAX, a 32-bit virtual address successor to the PDP-11, the question
arose as to what operating system should be run. UNIX became the first operating system to port
to a different computer when it was ported to the VAX.

Students at Berkeley had one of the first VAXes, and they were soon adding features to UNIX for

the VAX, such as paging and a very efficient implementation of the TCP/IP protocol. The Berkeley

implementation of TCP/IP was notable not just because it was fast. It was essentially the only

implementation of TCP/IP for years, since early implementationsSr/R#6SE StHer 6hefating’ sy sterhs
. . ; . - Jaheim Attri

consisted of copying the Berkeley code verbatim, with minimal changﬁ@@m%g@é%d%%gg local

system.

The Advanced Research Project Agency (ARPA), which funded computer science research, asked a
Stanford professor, Forrest Basket, to recommend which system the academic community should
use: the DEC operating system VMS, led by David Cutler, or the Berkeley version of UNIX, led by a
graduate student named Bill Joy. He recommended the latter, and Berkeley UNIX soon became the
academic standard bearer.

The Berkeley Software Distribution (BSD) of UNIX, first released in 1978, was essentially one of the
first open source movements. The sources were shipped with the tapes, and systems developers
around the world learned their craft by studying the UNIX code.

BSD was also the first split of UNIX, because AT&T Bell Labs continued to develop UNIX on its own.
This eventually led to a forest of UNIXes, as each company compiled the UNIX source code for
their architecture. Bill Joy graduated from Berkeley and helped found Sun Microsystems, so
naturally Sun OS was based on BSD UNIX. Among the many UNIX flavors were Santa Cruz
Operation UNIX, HP-UX, and IBM's AIX. AT&T and Sun attempted to unify UNIX by striking a deal
whereby AT&T and Sun would combine forces and jointly develop AT&T UNIX. This led to an
adverse reaction from HP, IBM, and others, because they did not want a competitor supplying their
code, so they created the Open Source Foundation as a competing organization.

In addition to the UNIX variants from companies, public domain versions also proliferated. The BSD
team at Berkeley rewrote substantial portions of UNIX so that they could distribute it without
needing a license from AT&T. This eventually led to a lawsuit, which Berkeley won. BSD UNIX soon
split into FreeBSD, NetBSD, and OpenBSD, provided by competing camps of developers. Apple's
current operating system, OS X, is based on Free BSD.

Let's go back to Berkeley Computer Corporation. Alas, this effort was not commercially viable.
About the same tim¢ as BCC was getting in trouble, Xerox hired %%955%@%'%%9?5“99:1t%47527.4
computer science division of the new Xerox Palo Alto Research Center (PARG)dn1 2:740. He had just
returned from a tour of duty at ARPA, where he had funded the Berkelel résedfch Hereerdited
Deutsch, Lampson, and Thacker from BCC to form the core of PARC's team: 11 of the first 20
employees were from BCC, and they decided to build small computers for individuals rather than
large computers for groups. This first personal computer, called the Alto, was built from the same
technology as minicomputers, but it had a keyboard, mouse, graphical display, and windows. It
popularized windows and led to many inventions, including client-server computing, the Ethernet,
and print servers. It directly inspired the Macintosh, which was the successor to the popular Apple
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IBM had long been interested in selling to the home, so the success of the Apple Il led IBM to start
a competing project. In contrast to its tradition, for this project IBM designed everything from
components outside of the company. They selected the new 16-bit microprocessor from Intel, the
8086. (To lower costs, they started with the version with the 8-bit bus, called the 8088.) They visited
Microsoft to see if this small company would be willing to sell their popular Basic interpreter and
asked for recommendations for an operating system. Gates volufite8rad ivat Microsdftlcetid? /4
deliver both an interpreter and an operating system, as long as they m@@@éf&%%ﬁ%i@g@f
between $10 and $50 for each copy rather than a flat fee. IBM agreed, provided Microsoft could

meet their deadlines. Microsoft didn't have an operating system, nor the time and resources to
build one, but Gates knew that a Seattle company had developed an operating system for the Intel
8086. Microsoft purchased QDOS (Quick and Dirty Operating System) for $15,000, made a small
change and relabeled it MS-DOS. MS-DOS was a simple operating system without any modern
features—no protection, no processes, and no virtual memory—in part because they believed it
wasn't necessary for a personal computer.

Announced in 1980, the IBM PC became a tremendous success for IBM and the companies it relied
upon. Microsoft sold 500,000 copies of MS-DOS by 1983, and the $10 million income allowed
Microsoft to start new software projects.

After seeing a version of the Macintosh under development, Microsoft hired some people from
PARC to lead its reply. The Macintosh was announced in 1984, and Windows was available on PCs
the following year. It was originally an application that ran on top of DOS, but was later integrated
with DOS and renamed Windows 2.0. Microsoft hired Cutler from DEC to lead the development of
Windows NT, a new operating system. NT was a modern operating system with protection,
processors, and so on and has much in common with DEC's VMS. Today's PC operating systems
are more sophisticated than any of the timesharing systems of 40 years ago, yet they still suffer
from the need to maintain compatibility with the crippled first PC operating systems such as MS-
DOS.

The popularity of the PC led to a desire for a UNIX that ran on it. Many tried to develop one, but the
most successful was written from scratch in 1991 by Linus Torvalds. In addition to making the
source code available, like BSD, he allowed everyone to make changes and submit them for
inclusion in his next release. Linux popularized development as we know it today, with such
software getting hundreds of volunteers to test releases and add new features.

Many people in this story won awards for their roles in the develdprvigntefdrddéth Spetating2/4
systems. McCarthy received an ACM Turing Award in 1971 in part for%géﬁf@@&ﬁ%%%
timesharing. In 1983, Thompson and Ritchie received one for UNIX. The announcement said that
"the genius of the UNIX system is its framework, which enables programmers to stand on the work
of others." In 1990, Corbato received the Turing Award for his contributions to CTSS and MULTICS.
Two years later, Lampson won it in part for his work on personal computing and operating
systems. His Xerox PARC colleague Thacker won the Turing Award in 2009 for his development of
the Alto.
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PARTICIPATION

ACTIVITY 5.17.6: Modern operating systems.

How to use this tool WV

Cal TSS Alto MS-DOS BSD UNIX CTs§)ZyBookS 05/16/25 23:11 2475274
Jaheim Attri

FIUEEL4709CSpring2025

The first personal computer.

A timesharing system that
incorporated the good ideas from
MULTICS and left out the more
complex features.

First timesharing system

The operating system that
Microsoft provided to IBM.

Berkeley Software Distribution

Berkeley timesharing system that
added paging virtual memory
hardware to the SDS 920 computer
and had a new operating system.

Reset

Further reading

Brooks, F. P. [1975]. The mythical man-month. Reading: Addison-Wesley.

The classic book that explains challenge of software engineering using IBM O@@&\@%Qfﬁ/ %@fﬁéﬁ%ﬁvk/@.‘lmzm
aheim Attri
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A reference paper of cache miss rates for many cache sizes for the SPEC2000 benchmarks.

Chen, P. M, E. K. Lee, G. A. Gibson, R. H. Katz, and D. A. Patterson [1994]. "RAID: High-performance, reliable

secondary storage," ACM Computing Surveys 26:2 (June) 145—88.
A tutorial covering disk arrays and the advantages of such an organization.
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Morgan Kaufmann Publishers, San Francisco.

For more in-depth coverage of a variety of topics including protection, cache pgfo%%/?(cseoog ﬂtg/%fiso%eq ?r%%sza/[i

virtually addressed caches, multilevel caches, compiler optimizations, additiona/%tency to/gmme&ﬁamsms, and
cache coherency. FIUEEL4709CSpring2025

Kilburn, T, D. B. G. Edwards, M. J. Lanigan, and F. H. Sumner [1962]. "One-level storage system," IRE Transactions on
Electronic Computers EC-11 (April), 223—35. Also appears in D. P. Siewiorek, C. G. Bell, and A. Newell [1982],
Computer Structures: Principles and Examples, McGraw-Hill, New York, 135—48.

This classic paper is the first proposal for virtual memory.

LaMarca, A. and R. E. Ladner [1996]. "The influence of caches on the performance of heaps," ACM J. of Experimental
Algorithmics, Vol. 1.

This paper shows the difference between complexity analysis of an algorithm, instruction count performance, and
memory hierarchy for four sorting algorithms.

McCalpin, J. D. [1995]. "STREAM: Sustainable Memory Bandwidth in High Performance Computers," https./
www.cs.virginia.edu/stream/.
A widely used microbenchmark that measures the performance of the memory system behind the caches.

Patterson, D., G. Gibson, and R. Katz [1988]. "A case for redundant arrays of inexpensive disks (RAID)," SIGMOD
Conference, 109—16.
A classic paper that advocates arrays of smaller disks and introduces RAID levels.

Przybylski, S. A. [1990]. Cache and Memory Hierarchy Design: A Performance-Directed Approach, Morgan Kaufmann
Publishers, San Francisco.
A thorough exploration of multilevel memory hierarchies and their performance.

Ritchie, D. [1984]. "The evolution of the UNIX time-sharing system," AT&T Bell Laboratories Technical Journal, 1984,
1577-93.
The history of UNIX from one of its inventors.

Ritchie, D. M. and K. Thompson [1978]. "The UNIX time-sharing system," Bell System Technical Journal (August), 1991
—2019.
A paper describing the most elegant operating system ever invented.
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Silberschatz, A, P. Galvin, and G. Grange [2003]. Operating System Concepts, sixth edition)Addisoni#fesley, Reading,
MA. FIUEEL4709CSpring2025
An operating systems textbook with a thorough discussion of virtual memory, processes and process management, and
protection issues.

Smith, A. J. [1982]. "Cache memories," Computing Surveys 14:3 (September), 473—530.

The classic survey paper on caches. This paper defined the terminology for the field and has served as a reference for
many computer designers.
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Smith, D. K. and R.C. Alexander. [1988]. Fumbling the Future: How Xerox Invented, Then Ignored, the First Personal
Computer, Morrow, New York.

A popular book that explains the role of Xerox PARC in laying the foundation for today's computing, but which Xerox did
not substantially benefit from.

Tanenbaum, A. [2001]. Modern Operating Systems, second edition, Upper Saddle River, Prentice Hall, NJ.
An operating system textbook with a good discussion of virtual memory.

ok 2523:11 24
Wilkes, M. [1965]. "Slave memories and dynamic storage allocation," IEEE Trans E%CtrSOI’())IS/éF/ e éIC TZE%Apnl

270—=71. FIUEEL4709CSpr|n92025
The first classic paper on caches.

5.18 Self study

The more the merrier? COD Figure 5.9 shows the state of a small direct mapped cache after nine
addresses, ending with 16. Suppose the next 5 memory references are from a loop the accesses
every other address: 18, 20, 22, 24, 26. How many are hits? What does the cache look like
afterwards?

Is associativity merry? Suppose instead of direct mapped it was 2-way set associative. Would that
turn the misses in the memory references 18, 20, 22, 24 into hits? Why or why not? Use the Three
Cs model to explain your answer.

Frozen Analogy. From the library to the laundry, we rely on analogies to explain computer concepts
in this book. This time we'll let you try to explain how the memory hierarchy is like cold storage of
food. Which levels and concepts of a memory hierarchy are analogous to these cold food storage
mechanisms and events?

1. The refrigerator in the kitchen

2. Integrated freezer (usually packaged with the refrigerator on top and the freezer on the
bottom as one unit)

. Standalone freezer unit in the garage or basement

. Frozen food freezers at a grocery store

. Suppliers of frozen food in the grocery store

. Getting food from the refrigerator to cook

. Time it takes to get food from the refrigerator

. Putting cooked food into the refrigerator ©zyBooks 05/16/25 23:11 2475274
9. Moving frozen food from the integrated freezer to the refngerat(prlj@EtLWﬁé}rﬁlgcm@ng

10. Time it takes to thaw food from the integrated freezer

11. Moving frozen food from the refrigerator to the integrated freezer to preserve to eat later

12. Moving food between the standalone freezer and the integrated freezer

13. Getting new food from the grocery store to put in the integrated freezer

0 N O o1 W

Frozen Framework. COD Section 5.8 gives a common framework for a memory hierarchy. Which
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framework ideas do and don'’t translate to cold food?

Frozen Cs. COD Section 5.8 also explains the intuitive Three Cs model to understand cache
misses. Which apply here? Given an analogy for each one that works, and explain why not if it
doesn't apply.

Frozen failures. List at least three examples where this analogy fails to be close to a computer

memory hierarchy. ©zyBooks 05/16/25 23:11 2475274

Hammerlpg Virtual Machlnes. Why m|ght hardware vulnerabilities ofﬁ(ﬂﬁ%ﬁ%&%ﬂgﬁ%w
Hammer in COD Section 5.18) be especially worrisome for cloud computing companies such as

Amazon Web Services?

Self-Study Answers

The more the merrier?

Here are the next five addresses and outcomes:

Decimal address of Binary address of ~ Hit or missin Assigned cache block (where

reference reference cache found or placed)
18 10010 hit (10070two mod 8) = 010two
20 10100 miss (10100two mod 8) = 110two
22 10110 hit (10170two mod 8) = 110two
24 11000 miss (11000two mod 8) = 000two
26 11010 miss (11070two mod 8) = 010two

2 hits and 3 misses from 5 addresses.

Here is what the cache looks like after address 26.

Index V  Tag Data
©zyBooks 05/16/25 23:11 2475274

000 Y 10two Memory (11000two) FIUEELJ;hgggSApt:i;:gZOZS
001 N
010 'Y 10two Memory (11010two)

011 Y 00two Memory (00071two)
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100 Y 10two Memory (10100two)
1017 N
110 Y 10two Memory (10110two)

111 N
©zyBooks 05/16/25 23:11 2475274

Jaheim Attri

Is associativity merry? FIUEEL4709CSpring2025

The misses for blocks 20 and 24 are the first accesses, so they are compulsory misses in the
Three Cs model, and associativity cannot help.

Block 26 was fetched originally in the second memory reference in COD Section 5.3 and placed in
cache block 2. It was replaced by block for address 18 in the 8th step due to a conflict miss in the
direct mapped cache as it also maps to block 2. A two-way set associate cache could avoid that
conflict miss, giving one more hit out of these five addresses.

To really figure out all the hits and misses, we'd have to re-evaluate all the nine original addresses
and these five extra addresses with a two-way associative organization to see which set each
address would fall into to see the full impact, as the address mapping changes with associativity.
We'll leave that as an exercise to the reader, and go with the simple observation about the
opportunity of avoiding the conflict miss on block 26.

Frozen Analogy

There are two plausible interpretations of the hierarchy, depending if you think the standalone
freezer is a third-level cache or main memory. We'll go with the former in this answer.

. First-level cache: The refrigerator in the kitchen

. Second-level cache: Integrated freezer

. Third-level cache: Stand-alone freezer unit in the garage or basement

. Main memory: Frozen food freezers at a grocery store

. Secondary memory: Suppliers of frozen food in the grocery store

. First-level cache read: Getting food from the refrigerator to cook

. First-level cache read hit time: Time it takes to get food from the refrigerator
. First-level cache write: Putting cooked food into the refrigerator

- Miss in first-level cache to second-level cache: Moving frozen fioqd fresy the dntegrateds) 74

freezer to the refrigerator to thaw before cooking Jaheim Attri

10. Second-level cache read hit time: Time it takes to thaw food frofm EeLlﬂth%%?gtpe@?rzeerZSer

11. Traffic between first-level cache and second-level cache, such as on a first-level cache miss
or a write back: Moving frozen food from the refrigerator to the integrated freezer to preserve
to eat later

12. Traffic between second-level cache and third-level cache, such as on a first level cache miss

or a write back: Moving food between the standalone freezer and the integrated freezer

O 00 NN O o A WO N =
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13. Read miss from third-level cache to main memory: Getting new food from the grocery store
to put in the integrated freezer

Frozen Framework.

e Where Can a Block Be Placed? There are no restrictions on placement of food at any level in
our frozen analogy, so the closest equivalent is fully associative placement at all levels. The

one exception is the grocery store, which groups frozen foddd/ Bydypes/ drd 1Heré isanindex
. . Jaheim Attri
in the store of which freezer has the food type. FIUEEL4709CSpring2025

e How Is a Block Found? Given fully associative placement, we search the whole cold storage
unit (except for the grocery store).

e Which Block Should Be Replaced on a Cache Miss? Plausibly we would use an informal
version of least recently purchased, using the expiration date on the package.

e What Happens on a Write? While the memory hierarchy is generally copying data rather than
moving data, we don't have that option with physical objects, so the closest option is write
back.

Frozen Cs.

The three Cs are:

1. Compulsory misses
2. Capacity misses
3. Conflict misses

A (very sad) compulsory miss is that you want a dish of chocolate ice cream, but there is none in
the refrigerator, integrated freezer, or standalone freezer, so you have to go to the grocery store to
get some. While chocolate ice cream could also be unavailable at the grocery store too--getting a
frozen page faultl--chances are they have some, and you can satisfy your wish, but much more
slowly than you hoped originally.

Capacity misses also make sense, where the desired item isn't at the level you want because there
wasn't enough room to include it, so you need to fetch it again from the next lower level.

Just as the case with real caches, with fully associative placement there are no conflict misses.
Frozen failures.

Here are cases where the analogy doesnt work. ©zyBooks 05/16/25 23:11 2475274

Jaheim Attri
1. Fixed block size. Food comes in all kinds of shapes and size, so th&reLi$ 16 eguivaleittof a

block. The closest would be the military's Meals Ready to Eat (MRE), which fortunately is not
what most people eat.

2. Spatial locality. Since we don't have a block size, it's hard to figure out the analogy to spatial
locality. The exception is the grocery store where there are many copies of the desired item
are physically adjacent, thereby exhibiting spatial locality.

3. Third-level cache write back. it's unlikely your grocery store would let you return food from your
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standalone freezer by explaining "l haven't used this item in a long time, and | need to keep
something else in my standalone freezer, so would you store this item for me until | need it?"

4. First-level cache misses and data integrity. While the analogy works pretty well between
freezers, most foods cannot be repeatedly thawed and re-frozen without spoiling, so there is
a problem in the analogy for first-level caches misses. The computer equivalent would be the
data is destroyed after some number of cache misses, which would be so catastrophic if it
were true that caches would have never been used. ©zyBooks 05/16/25 23:11 2475274

5. Inclusivity across levels. The most popular cache policy of inclusivity means thiat every data
item at one level of the cache is also at the next-lowest level, asﬁ{%%a@y?&?ﬁém@?&?éies of
data. (Write back and other situations can lead to inconsistent values, but some version of
the data is at the lower levels.) We can't instantly make copies of physical objects for lower
levels, so we are following an exclusivity policy where data exists at only one level.

Hammering Virtual Machines.

Companies like Amazon Web Services can offer low cloud prices by having many virtual machines
sharing a single server. The argument is the protection provided by virtual memory and virtual
machines makes it safe for competitors to run at the same time on the same hardware, since they
can't access each other's sensitive data as long as AWS ensures there are no security bugs in these
mechanisms. A hardware attack like row hammer means even if the software is perfect,
adversaries could still take over the server and learn sensitive data from competitors.

As a result of such potential weaknesses, AWS offers customers the option of ensuring that only
tasks from your organization run at the servers you are using, although this guarantee has a 5%
higher hourly price in 2020.

5.19 Exercises

Because this interactive zyBook version may have been re-ordered and hence sections
renumbered, section numbers below labeled with COD refer to the original hardcopy book's section
numbers.

’& EXERCISE = 5.19.7:[5] <COD §5.1>. @

. , . ' ©zyBooks 05/16/25 23:11 2475274
In this exercise we look at memory locality properties of matrix computationinf heiri

following code is written in C, where elements within the same row afestoféd-Spring2025
contiguously. Assume each word is a 32-bit integer.

for (I = 0; I < 8; I++)

for (J = 0; J < 8000; J++)
A[I][J] = BII][O0] + A[J][I];
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(@) How many 32-bit integers can be stored in a 16-byte cache block?

Solution Vv

(b) Which variable references exhibit temporal locality?

Solution Vv

) ) - . . ©zyBooks 05/16/25 23:11 2475274
(c) Which variable references exhibit spatial locality? Jaheim Attri

. FIUEEL4709CSpring2025
Solution Vv pring

(d) Locality is affected by both the reference order and data layout. The same
computation can also be written below in Matlab, which differs from C by storing
matrix elements within the same column contiguously in memory.

for I = 1:8
for J = 1:8000
A(I,Jd) = B(I,0) + A(J,I);
end

end

(e) How many 16-byte cache blocks are needed to store all 32-bit matrix elements being
referenced?

Solution Vv

(f) Which variable references exhibit temporal locality?

Solution Vv

(@) Which variable references variables exhibit spatial locality?

Solution Vv

Ky EXERCISE = 5719.2:[10] <COD §5.3>. @)

©zyBooks 05/16/25 23:11 2475274

Caches are important to providing a high-performance memory hi?ﬁﬂﬁﬁ%ﬁﬁ%&ﬂﬁs
Below is a list of 32-bit memory address references, given as word addresses.

0x03, Oxb4, 0Ox2b, 0x02, Oxbf, 0x58, Oxbe, 0x0e, O0xb5, 0x2c,Oxba, 0xfd

(a) For each of these references, identify the binary address, the tag, and the index given
a direct-mapped cache with 16 one-word blocks. Also list if each reference is a hit or
a miss, assuming the cache is initially empty.
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Solution Vv

(b) For each of these references, identify the binary address, the tag, and the index given
a direct-mapped cache with two-word blocks and a total size of 8 blocks. Also list if
each reference is a hit or a miss, assuming the cache is initially empty.

Solution Vv
©zyBooks 05/16/25 23:11 2475274

Jaheim Attri
(c) You are asked to optimize a cache design for the given referemees: Iherecane ithree 5

direct-mapped cache designs possible, all with a total of 8 words of data:

e C1 has 1-word blocks,

e C2 has 2-word blocks, and

e C3 has 4-word blocks.
In terms of miss rate, which cache design is the best? If the miss stall time is 25
cycles, and C1 has an access time of 2 cycles, C2 takes 3 cycles, and C3 takes 5
cycles, which is the best cache design?

Solution Vv

Ry Bxeroise | 519.3:[10]<COD §5.3> @

By convention, a cache is named according to the amount of data it contains (i.e., a 4 KiB
cache can hold 4 KiB of data); however, caches also require SRAM to store metadata such
as tags and valid bits. For this exercise, you will examine how a cache's configuration
affects the total amount of SRAM needed to implement it as well as the performance of
the cache. For all parts, assume that the caches are byte addressable, and that addresses
and words are 64 bits.

(a) Calculate the total number of bits required to implement a 32 KiB cache with two-
word blocks.

Solution Vv

(b) Calculate the total number of bits required to implement a 64 KiB cache with 16—vvord
blocks. How much bigger is this cache than the 32 KiB cache described in Part a
(Notice that, by changing the block size, we doubled the ar‘r%,oBuor?kaoégr/ZS %@11 2475274
doubling the total size of the cache.) FIUEEL4709CSpring2025

Solution Vv

(c) Explain why this 64 KiB cache, despite its larger data size, might provide slower
performance than the first cache.

Solution Vv
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(d) Generate a series of read requests that have a lower miss rate on a 32 KiB two-way
set associative cache than on the cache described in Part a.

Solution Vv

Ry Exeroise | 579.4:[15]<COD §5.3>. @ ©zyBooks 05/16/25 23:11 2475274
Jaheim Attri

FIUEEL4709CSpring2025
(a) COD Section 5.3 shows the typical method to index a direct-mapped cache,
specifically (Block address) modulo (Number of blocks in the cache). Assuming a 64-
bit address and 1024 blocks in the cache, consider a different indexing function,
specifically (Block address[63:54] XOR Block address[53:44]). Is it possible to use this
to index a direct-mapped cache? If so, explain why and discuss any changes that
might need to be made to the cache. If it is not possible, explain why.

Solution Vv

Ky EXERCISE | 5719.5:[5]<COD §5.3>. @)

For a direct-mapped cache design with a 32-bit address, the following bits of the address
are used to access the cache.

| 3210 | 95 | 40 |

(@) What is the cache block size (in words)?

Solution Vv

(b) How many blocks does the cache have?

Solution Vv

(c) What is the ratio between total bits required for such a cache implementation over

the data storage bits?
©zyBooks 05/16/25 23:11 2475274

Solution Vv Jaheim Attri
FIUEEL4709CSpring2025

(d) Beginning from power on, the following byte-addressed cache references are
recorded.

Hex | 00 | 04 | 10 | 84 | E8 | A0 [ 400 | 1€ | 8c | cic | B4 | 884 |

Dec | O 4 16 | 132 | 232 | 160 | 1024 | 30 | 140 | 3100 | 180 | 2180

For each reference, list (1) its tag, index, and offset, (2) whether it is a hit or a miss,
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and (3) which bytes were replaced (if any).

Solution Vv

(e) What is the hit ratio?

Solution Vv

. . . ©zyB 05/16/25 23:11 2475274
(f) List the final state of the cache, with each valid entry represzgnf)é)g\%séﬂgﬁqgétg}
<index, tag, data>.Forexample, FIUEEL4709CSpring2025

<0, 3, Mem[0xCO00]-Mem[0OxClF]>

Solution Vv

R, ExercisE | 519.6:[5]<COD §8§5.3, 5.8>. @

Recall that we have two write policies and write allocation policies, and their
combinations can be implemented either in L1 or L2 cache. Assume the following choices
for L1 and L2 caches:

Write through, non-write allocate Write back, write allocate
(a) Buffers are employed between different levels of memory hierarchy to reduce access
latency. For this given configuration, list the possible buffers needed between L1 and
L2 caches, as well as L2 cache and memory.

Solution Vv

(b) Describe the procedure of handling an L1 write-miss, considering the components
involved and the possibility of replacing a dirty block.

Solution Vv

(c) For a multilevel exclusive cache configuration (a block can only reside in one of the

L1 and L2 caches), describe the procedures of handling an L1 write-miss and an L1
D231 2475274

read-miss, considering the components involved and the%@'gﬁgh?tgﬁﬂ%ﬁ acing a
dirty block. FIUEEL4709CSpring2025
Solution Vv

’& EXERCISE | 5.19.7:[5] <COD §§5.3, 5.8>. @
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Consider the follo